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ʆʛʦʣʶʢ ɸ. ɸ. ɿʘʱʠʪʘ ʧʨʠʣʦʞʝʥʠʡ ʦʪ ʤʦʜʠʬʠʢʘʮʠʠ. ɼʦʧʦʣʥʠʪʝʣʴʥʳʝ 

ʤʘʪʝʨʠʘʣʳ: ʫʯʝʙʥʦʝ ʧʦʩʦʙʠʝ. ï ʉʇʙ: ʉʇʙɻʋ ʀʊʄʆ, 2014. ï 122ʩ.  

 

ɼʘʥʥʦʝ ʫʯʝʙʥʦʝ ʧʦʩʦʙʠʝ ʷʚʣʷʝʪʩʷ ʜʦʧʦʣʥʝʥʠʝʤ ʢ ʦʩʥʦʚʥʦʤʫ ʫʯʝʙʥʦʤʫ 

ʧʦʩʦʙʠʶ çɿʘʱʠʪʘ ʧʨʠʣʦʞʝʥʠʡ ʦʪ ʤʦʜʠʬʠʢʘʮʠʠè. ʇʦʩʦʙʠʝ ʛʣʫʙʞʝ 

ʨʘʩʢʨʳʚʘʝʪ ʚʦʧʨʦʩ rʠʟʫʯʝʥʠʷ ʠ ʦʪʣʘʜʢʠ ʧʨʠʣʦʞʝʥʠʡ, ʨʝʢʦʥʩʪʨʫʢʮʠʠ 

ʘʣʛʦʨʠʪʤʦʚ, ʘ ʪʘʢʞʝ ʚʢʣʶʯʘʝʪ ʥʦʚʳʝ ʧʨʠʸʤʳ ʨʘʙʦʪʳ ʩ ʧʦʧʫʣʷʨʥʳʤ 

ʠʥʩʪʨʫʤʝʥʪʦʤ ʜʠʟʘʩʩʝʤʙʣʠʨʦʚʘʥʠʷ IDA. ʄʘʪʝʨʠʘʣ ʧʦʩʦʙʠʷ ʨʘʟʙʠʪ ʥʘ 

ʰʝʩʪʴ ʛʣʘʚ. ʂʘʞʜʘʷ ʛʣʘʚʘ ʩʦʜʝʨʞʠʪ ʢʨʘʪʢʠʡ ʪʝʦʨʝʪʠʯʝʩʢʠʡ ʤʘʪʝʨʠʘʣ. 

          ʇʦʩʦʙʠʝ ʧʨʝʜʥʘʟʥʘʯʝʥʦ ʜʣʷ ʩʪʫʜʝʥʪʦʚ, ʩʧʝʮʠʘʣʠʟʠʨʫʶʱʠʭʩʷ ʚ 

ʦʙʣʘʩʪʠ ʠʥʬʦʨʤʘʮʠʦʥʥʳʭ ʪʝʭʥʦʣʦʛʠʡ, ʠ ʤʦʞʝʪ ʙʳʪʴ ʠʩʧʦʣʴʟʦʚʘʥʦ ʧʨʠ 

ʧʦʜʛʦʪʦʚʢʝ ʤʘʛʠʩʪʨʦʚ ʧʦ ʥʘʧʨʘʚʣʝʥʠʶ 230100 çʀʥʬʦʨʤʘʪʠʢʘ ʠ 

ʚʳʯʠʩʣʠʪʝʣʴʥʘʷ ʪʝʭʥʠʢʘè. 

 

          ʈʝʢʦʤʝʥʜʦʚʘʥʦ ʉʦʚʝʪʦʤ ʬʘʢʫʣʴʪʝʪʘ ʂʦʤʧʴʶʪʝʨʥʳʭ ʪʝʭʥʦʣʦʛʠʡ ʠ 

ʫʧʨʘʚʣʝʥʠʷ 07 ʠʶʣʷ 2013 ʛ., ʧʨʦʪʦʢʦʣ ˉ7 

 

 

 

 
 

          ɺ 2009 ʛʦʜʫ ʋʥʠʚʝʨʩʠʪʝʪ ʩʪʘʣ ʧʦʙʝʜʠʪʝʣʝʤ ʤʥʦʛʦʵʪʘʧʥʦʛʦ 

ʢʦʥʢʫʨʩʘ, ʚ ʨʝʟʫʣʴʪʘʪʝ ʢʦʪʦʨʦʛʦ ʙʳʣʠ ʦʧʨʝʜʝʣʝʥʳ 12 ʚʝʜʫʱʠʭ 

ʫʥʠʚʝʨʩʠʪʝʪʦʚ ʈʦʩʩʠʠ, ʢʦʪʦʨʳʤ ʧʨʠʩʚʦʝʥʘ ʢʘʪʝʛʦʨʠʷ çʅʘʮʠʦʥʘʣʴʥʳʡ 

ʠʩʩʣʝʜʦʚʘʪʝʣʴʩʢʠʡ ʫʥʠʚʝʨʩʠʪʝʪè. ʄʠʥʠʩʪʝʨʩʪʚʦʤ ʦʙʨʘʟʦʚʘʥʠʷ ʠ ʥʘʫʢʠ 

ʈʦʩʩʠʡʩʢʦʡ ʌʝʜʝʨʘʮʠʠ ʙʳʣʘ ʫʪʚʝʨʞʜʝʥʘ ʧʨʦʛʨʘʤʤʘ ʝʛʦ ʨʘʟʚʠʪʠʷ ʥʘ 

2009ï2018 ʛʦʜʳ. ɺ 2011 ʛʦʜʫ ʋʥʠʚʝʨʩʠʪʝʪ ʧʦʣʫʯʠʣ ʥʘʠʤʝʥʦʚʘʥʠʝ 

çʉʘʥʢʪ-ʇʝʪʝʨʙʫʨʛʩʢʠʡ ʥʘʮʠʦʥʘʣʴʥʳʡ ʠʩʩʣʝʜʦʚʘʪʝʣʴʩʢʠʡ ʫʥʠʚʝʨʩʠʪʝʪ 

ʠʥʬʦʨʤʘʮʠʦʥʥʳʭ ʪʝʭʥʦʣʦʛʠʡ, ʤʝʭʘʥʠʢʠ ʠ ʦʧʪʠʢʠè 

 

É ʉʘʥʢʪ-ʇʝʪʝʨʙʫʨʛʩʢʠʡ ʥʘʮʠʦʥʘʣʴʥʳʡ ʠʩʩʣʝʜʦʚʘʪʝʣʴʩʢʠʡ ʫʥʠʚʝʨʩʠʪʝʪ 

ʠʥʬʦʨʤʘʮʠʦʥʥʳʭ ʪʝʭʥʦʣʦʛʠʡ, ʤʝʭʘʥʠʢʠ ʠ ʦʧʪʠʢʠ, 2011 
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ɺɺɽɼɽʅʀɽ 

 

ʄʳ ʧʨʦʜʦʣʞʘʝʤʠʟʫʯʝʥʠʝ ʧʨʝʜʤʝʪʘ çɿʘʱʠʪʘ ʧʨʠʣʦʞʝʥʠʡ ʦʪ 

ʤʦʜʠʬʠʢʘʮʠʠè, ʠ ʧʝʨʝʭʦʜʠʤ ʦʪ ʨʘʥʝʝ ʠʟʫʯʝʥʥʳʭ ʦʩʥʦʚʥʳʭ 

ʚʦʟʤʦʞʥʦʩʪʝʡ IDA ʢ ʙʦʣʴʰʝʤʫ ʢʦʣʠʯʝʩʪʚʫ ʨʘʩʰʠʨʝʥʥʭ ʬʫʥʢʮʠʡ. 

ʋʯʝʙʥʦʝ ʧʦʩʦʙʠʝ ʩʦʜʝʨʞʠʪ ʜʘʥʥʳʝ ʦ ʧʦʣʝʟʥʳʭ ʧʘʨʘʤʝʪʨʘʭ 

ʢʦʥʬʠʛʫʨʘʮʠʠ IDA, ʜʦʧʦʣʥʠʪʝʣʴʥʳʭ ʫʪʠʣʠʪʘʭ, ʨʘʟʨʘʙʦʪʘʥʥʳʭ, ʯʪʦʙʳ 

ʫʣʫʯʰʠʪʴ ʘʥʘʣʠʪʠʯʝʩʢʠʝ ʚʦʟʤʦʞʥʦʩʪʠ IDA, ʩʦʟʜʘʥʠʠ ʬʘʡʣʦʚ ʩʠʛʥʘʪʫʨ 

FLRT. ʊʘʢʞʝ ʦʧʠʩʳʚʘʝʪʩʷ, ʢʘʢ ʨʘʙʦʪʘʝʪ ʦʪʣʘʜʯʠʢ IDA,  ʠ ʢʘʢʠʭ 

ʨʝʟʫʣʴʪʘʪʦʚ ʤʦʞʥʦ ʜʦʩʪʠʯʴ ʧʨʠ ʩʦʯʝʪʘʥʠ ʦʪʣʘʜʯʠʢʘ ʠ ʜʠʟʘʩʩʝʤʙʣʝʨʘ.  

ʇʦʣʫʯʝʥʥʳʝ ʚ ʭʦʜʝ ʠʟʫʯʝʥʠʷ ʜʘʥʥʦʛʦ ʢʫʨʩʘ ʟʥʘʥʠʷ ʧʦʟʚʦʣʷʪ 

ʵʬʬʝʢʪʠʚʥʦ ʟʘʱʠʱʘʪʴ ʧʨʦʛʨʘʤʤʳ ʦʪ ʤʦʜʠʬʠʢʘʮʠʠ ʠ 

ʥʝʩʘʥʢʮʠʦʥʠʨʦʚʘʥʥʦʛʦ ʢʦʧʠʨʦʚʘʥʠʷ, ʘ ʪʘʢʞʝ ʩʦʟʜʘʚʘʪʴ ʙʦʣʝʝ 

ʦʧʪʠʤʠʟʠʨʦʚʘʥʠʝ ʧʨʠʣʦʞʝʥʠʷ. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



  

 7  

 

 
ɻʃɸɺɸ 1. ʅɸʉʊʈʆʁʂʀ IDA 

 

ʇʨʦʚʝʜʷ ʥʝʢʦʪʦʨʦʝ ʚʨʝʤʷ ʟʘ ʨʘʙʦʪʦʡ ʩ IDA, ʫ ʚʘʩ ʤʦʛʣʠ 

ʧʦʷʚʠʪʴʩʷ ʧʨʝʜʧʦʯʠʪʘʝʤʳʝ ʥʘʩʪʨʦʡʢʠ, ʢʦʪʦʨʳʝ ʚʳ ʙʳ ʭʦʪʝʣʠ 

ʠʩʧʦʣʴʟʦʚʘʪʴ ʧʦ ʫʤʦʣʯʘʥʠʶ ʢʘʞʜʳʡ ʨʘʟ, ʢʦʛʜʘ  ʦʪʢʨʳʚʘʝʪʝ ʥʦʚʫʶ ʙʘʟʫ 

ʜʘʥʥʳʭ. ʅʝʢʦʪʦʨʳʝ ʨʘʥʝʝ ʠʟʤʝʥʝʥʥʳʝ ʚʘʤʠ ʦʧʮʠʠ ʙʫʜʫʪ ʫʞʝ 

ʧʝʨʝʥʝʩʝʥʳ ʠʟ ʦʜʥʦʡ ʩʝʩʩʠʠ ʚ ʜʨʫʛʫʶ, ʦʜʥʘʢʦ ʜʨʫʛʠʝ ʪʨʝʙʫʶʪ 

ʫʩʪʘʥʦʚʢʠ ʢʘʞʜʳʡ ʨʘʟ ʧʨʠ ʟʘʛʨʫʟʢʝ ʥʦʚʦʡ ʙʘʟʳ ʜʘʥʥʳʭ. ɺ ʵʪʦʡ ʛʣʘʚʝ 

ʤʳ ʠʟʫʯʠʤ ʨʘʟʣʠʯʥʳʝ ʧʫʪʠ, ʢʦʪʦʨʳʤʠ ʚʳ ʤʦʞʝʪʝ ʠʟʤʝʥʷʪʴ ʧʦʚʝʜʝʥʠʝ 

IDA ʧʨʠ ʧʦʤʦʱʠ ʬʘʡʣʦʚ ʢʦʥʬʠʛʫʨʘʮʠʠ ʠ ʦʧʮʠʡ ʤʝʥʶ. ʊʘʢʞʝ ʤʳ 

ʠʟʫʯʠʤ, ʛʜʝ IDA ʭʨʘʥʠʪ ʨʘʟʣʠʯʥʳʝ ʥʘʩʪʨʦʡʢʠ, ʠ ʦʙʩʫʜʠʤ ʨʘʟʥʠʮʫ 

ʤʝʞʜʫ ʛʣʦʙʘʣʴʥʳʤʠ ʥʘʩʪʨʦʡʢʘʤʠ ʠ ʥʘʩʪʨʦʡʢʘʤʠ ʙʘʟʳ ʜʘʥʥʳʭ. 

1.1. ʌʘʡʣʳ ʢʦʥʬʠʛʫʨʘʮʠʠ 

ʈʝʞʠʤ ʨʘʙʦʪʳ IDA ʦʧʨʝʜʝʣʷʝʪʩʷ ʥʘʩʪʨʦʡʢʘʤʠ, ʢʦʪʦʨʳʝ 

ʩʦʜʝʨʞʘʪʩʷ ʚ ʨʘʟʣʠʯʥʳʭ ʬʘʡʣʘʭ ʢʦʥʬʠʛʫʨʘʮʠʠ. ɹʦʣʴʰʘʷ ʯʘʩʪʴ ʵʪʠʭ 

ʬʘʡʣʦʚ ʭʨʘʥʠʪʩʷ ʚ ʧʘʧʢʝ <IDADIR>/cfg, ʦʜʥʘʢʦ ʝʩʪʴ ʦʜʥʦ ʟʘʤʝʪʥʦʝ 

ʠʩʢʣʶʯʝʥʠʝ ð ʬʘʡʣ ʢʦʥʬʠʛʫʨʘʮʠʠ ʜʦʧʦʣʥʝʥʠʡ ʥʘʭʦʜʠʪʩʷ ʚ 

<IDADIR>/plugins/plugins.cfg (ʧʦʜʨʦʙʥʝʝ ʜʘʥʥʳʡ ʬʘʡʣ ʨʘʩʩʤʘʪʨʠʚʘʝʪʩʷ 

ʚ ʛʣʘʚʝ 17). ɺʳ ʤʦʛʣʠ ʟʘʤʝʪʠʪʴ, ʯʪʦ ʚ ʧʘʧʢʝ ʢʦʥʬʠʛʫʨʘʮʠʠ ʥʘʭʦʜʠʪʩʷ 

ʙʦʣʴʰʦʝ ʢʦʣʠʯʝʩʪʚʦ ʬʘʡʣʦʚ, ʥʦ ʙʦʣʴʰʘʷ ʯʘʩʪʴ ʠʟ ʥʠʭ ʠʩʧʦʣʴʟʫʝʪʩʷ 

ʧʨʦʮʝʩʩʦʨʥʳʤ ʤʦʜʫʣʝʤ ʠ ʧʨʠʤʝʥʷʝʪʩʷ ʪʦʣʴʢʦ ʢʦʛʜʘ ʧʨʦʠʟʚʦʜʠʪʩʷ 

ʘʥʘʣʠʟ ʦʧʨʝʜʝʣʝʥʥʳʭ ʪʠʧʦʚ ʧʨʦʮʝʩʩʦʨʦʚ. ʊʨʝʤʷ ʛʣʘʚʥʳʤʠ ʬʘʡʣʘʤʠ 

ʢʦʥʬʠʛʫʨʘʮʠʠ ʷʚʣʷʶʪʩʷ ida.cfg, idagui.cfg ʠ idatui.cfg. ʆʧʮʠʠ ʦʙʱʠʝ ʜʣʷ 

ʚʩʝʭ ʚʝʨʩʠʡ IDA ʦʙʳʯʥʦ ʥʘʭʦʜʷʪʩʷ ʚ ʬʘʡʣʝ ida.cfg, ʚ ʪʦ ʚʨʝʤʷ ʢʘʢ ʚ 

ʬʘʡʣʘʭ idagui.cfg ʠ idatui.cfg ʭʨʘʥʷʪʩʷ ʦʧʮʠʠ ʩʧʝʮʠʬʠʯʥʳʝ ʜʣʷ ʚʝʨʩʠʠ ʩ 

ʛʨʘʬʠʯʝʩʢʠʤ ʠʥʪʝʨʬʝʡʩʦʤ, ʠ ʜʣʷ ʪʝʢʩʪʦʚʦʡ ʚʝʨʩʠʠ IDA. ʀʟ-ʟʘ ʪʦʛʦ ʯʪʦ 

ʚʝʨʩʠʠ ʜʣʷ ʦʧʝʨʘʮʠʦʥʥʳʭ ʩʠʩʪʝʤ ʦʪʣʠʯʥʳʭ ʦʪ ʆʉ Windows ʦʛʨʘʥʠʯʝʥʳ 

ʪʦʣʴʢʦ ʢʦʥʩʦʣʴʥʳʤ ʨʝʞʠʤʦʤ, ʜʠʩʪʨʠʙʫʪʠʚʳ IDA ʜʣʷ Linux ʠ OS X ʥʝ 

ʩʦʜʝʨʞʘʪ idagui.cfg. 

1.1.1 ʆʩʥʦʚʥʦʡ ʬʘʡʣ ʢʦʥʬʠʛʫʨʘʮʠʠ: ida.cfg 

ɺʦ ʚʨʝʤʷ ʟʘʛʨʫʟʢʠ ʵʪʦʪ ʬʘʡʣ ʯʠʪʘʝʪʩʷ ʜʣʷ ʪʦʛʦ, ʯʪʦʙʳ 

ʥʘʟʥʘʯʠʪʴ ʪʠʧʳ ʧʨʦʮʝʩʩʦʨʦʚ ʧʦ ʫʤʦʣʯʘʥʠʶ ʜʣʷ ʨʘʟʣʠʯʥʳʭ ʨʘʩʰʠʨʝʥʠʡ 

ʬʘʡʣʦʚ ʠ ʜʣʷ ʪʦʛʦ, ʯʪʦʙʳ ʥʘʩʪʨʦʠʪʴ ʧʘʨʘʤʝʪʨʳ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʧʘʤʷʪʠ 

IDA. ʇʦʩʣʝ ʪʦʛʦ ʢʘʢ ʦʧʨʝʜʝʣʠʣʩʷ ʪʠʧ ʧʨʦʮʝʩʩʦʨʘ, ʬʘʡʣ ʯʠʪʘʝʪʩʷ ʚʪʦʨʦʡ 

ʨʘʟ ʜʣʷ ʦʙʨʘʙʦʪʢʠ ʜʦʧʦʣʥʠʪʝʣʴʥʳʭ ʦʧʮʠʡ. ʆʧʮʠʠ, ʩʦʜʝʨʞʘʱʠʝʩʷ ʚ 
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ida.cfg, ʧʨʠʤʝʥʷʶʪʩʷ ʢʦ ʚʩʝʤ ʚʝʨʩʠʷʤ IDA, ʥʝʟʘʚʠʩʠʤʦ ʦʪ 

ʠʩʧʦʣʴʟʫʝʤʦʛʦ ʠʥʪʝʨʬʝʡʩʘ ʧʦʣʴʟʦʚʘʪʝʣʷ. 

ʅʘʠʙʦʣʝʝ ʚʘʞʥʳʤʠ ʦʧʮʠʷʤʠ ʚ ida.cfg, ʷʚʣʷʶʪʩʷ ʦʧʮʠʷ 

ʚʳʧʦʣʥʝʥʠʷ ʨʝʟʝʨʚʥʦʛʦ ʢʦʧʠʨʦʚʘʥʠʷ (CREATE_BACKUPS), ʘ ʪʘʢʞʝ 

ʠʤʷ ʚʥʝʰʥʝʡ ʧʨʦʛʨʘʤʤʳ ʧʨʦʩʤʦʪʨʘ ʛʨʘʬʦʚ (GRAPH_VISUALIZER). 

ɹʦʣʴʰʦʝ ʢʦʣʠʯʝʩʪʚʦ ʦʧʮʠʡ, ʦʧʨʝʜʝʣʷʶʱʠʭ ʬʦʨʤʘʪ ʩʪʨʦʢ 

ʜʠʟʘʩʩʝʤʙʣʠʨʦʚʘʥʥʦʛʦ ʢʦʜʘ, ʪʘʢʞʝ ʩʦʜʝʨʞʘʪʩʷ ʚ ida.cfg, ʚʢʣʶʯʘʷ 

ʟʥʘʯʝʥʠʷ ʧʦ ʫʤʦʣʯʘʥʠʶ ʜʣʷ ʨʘʟʣʠʯʥʳʭ ʦʧʮʠʡ, ʜʦʩʪʫʧʥʳʭ ʠʟ ʤʝʥʶ 

Options Ʒ General. ʕʪʠ ʥʘʩʪʨʦʡʢʠ ʚʢʣʶʯʘʶʪ ʟʥʘʯʝʥʠʷ ʧʦ ʫʤʦʣʯʘʥʠʶ: 

ʢʦʣʠʯʝʩʪʚʦ ʙʘʡʪ ʜʣʷ ʦʪʦʙʨʘʞʝʥʠʷ ʦʧʢʦʜʘ (OPCODE_BYTES), ʢʘʢʦʡ 

ʜʣʠʥʳ ʦʪʩʪʫʧ ʜʦʣʞʝʥ ʙʳʪʴ ʫ ʠʥʩʪʨʫʢʮʠʡ (INDENTATION), ʜʦʣʞʥʦ ʣʠ 

ʦʪʦʙʨʘʞʘʪʴʩʷ ʩʤʝʱʝʥʠʝ ʫʢʘʟʘʪʝʣʷ ʩʪʝʢʘ ʨʷʜʦʤ ʩ ʢʘʞʜʦʡ ʠʥʩʪʨʫʢʮʠʝʡ 

(SHOW_SP), ʘ ʪʘʢʞʝ ʤʘʢʩʠʤʘʣʴʥʦʝ ʯʠʩʣʦ ʧʝʨʝʢʨʝʩʪʥʳʭ ʩʩʳʣʦʢ ʜʣʷ 

ʦʪʦʙʨʘʞʝʥʠʷ ʚ ʩʪʨʦʢʝ ʜʠʟʘʩʩʝʤʙʣʠʨʦʚʘʥʥʦʛʦ ʢʦʜʘ (SHOW_XREFS). 

ɼʦʧʦʣʥʠʪʝʣʴʥʳʝ ʦʧʮʠʠ ʦʪʚʝʯʘʶʪ ʟʘ ʬʦʨʤʘʪ ʩʪʨʦʢ 

ʜʠʟʘʩʩʝʤʙʣʠʨʦʚʘʥʥʦʛʦ ʢʦʜʘ ʚ ʨʝʞʠʤʝ ʛʨʘʬʘ. 

ɻʣʦʙʘʣʴʥʘʷ ʦʧʮʠʷ, ʦʧʨʝʜʝʣʷʶʱʘʷ ʤʘʢʩʠʤʘʣʴʥʫʶ ʜʣʠʥʫ ʠʤʝʥʠ 

ʜʣʷ ʠʤʝʥʦʚʘʥʥʳʭ ʣʦʢʘʮʠʡ ʧʨʦʛʨʘʤʤ  (named program locations) (ʚ 

ʦʪʣʠʯʠʝ ʦʪ ʧʝʨʝʤʝʥʥʳʭ ʩʪʝʢʘ) ʩʦʜʝʨʞʠʪʩʷ ʚ ida.cfg ʠ ʥʘʟʳʚʘʝʪʩʷ 

MAX_NAMES_LENGTH. ʇʦ ʫʤʦʣʯʘʥʠʶ ʵʪʘ ʦʧʮʠʷ ʫʩʪʘʥʦʚʣʝʥʘ ʨʘʚʥʦʡ 

15 ʩʠʤʚʦʣʘʤ, ʠ ʚʳ ʙʫʜʝʪʝ ʧʦʣʫʯʘʪʴ ʧʨʝʜʫʧʨʝʞʜʝʥʠʝ ʦʪ IDA ʢʘʞʜʳʡ 

ʨʘʟ, ʢʦʛʜʘ ʚʚʦʜʠʪʝ ʠʤʷ ʜʣʠʥʥʝʝ ʫʩʪʘʥʦʚʣʝʥʥʦʛʦ ʧʨʝʜʝʣʘ. ɿʥʘʯʝʥʠʝ ʧʦ 

ʫʤʦʣʯʘʥʠʶ ʚʳʙʨʘʥʦ ʥʝʙʦʣʴʰʠʤ ʠʟ-ʟʘ ʪʦʛʦ ʯʪʦ ʥʝʢʦʪʦʨʳʝ ʘʩʩʝʤʙʣʝʨʳ 

ʥʝ ʧʦʜʜʝʨʞʠʚʘʶʪ ʠʤʝʥʘ ʜʣʠʥʥʝʝ 15 ʩʠʤʚʦʣʦʚ. ɽʩʣʠ ʚʳ ʥʝ ʧʣʘʥʠʨʫʝʪʝ 

ʟʘʧʫʩʢʘʪʴ ʚ ʘʩʩʝʤʙʣʝʨʝ ʢʦʜ, ʜʠʟʘʘʩʩʝʤʙʣʠʨʦʚʘʥʥʳʡ ʚ IDA, ʪʦ ʚʳ 

ʤʦʞʝʪʝ ʙʝʟ ʦʧʘʩʝʥʠʡ ʫʚʝʣʠʯʠʪʴ ʪʝʢʫʱʠʡ ʧʨʝʜʝʣ.  

 ʉʧʠʩʦʢ ʩʠʤʚʦʣʦʚ, ʜʦʧʫʩʪʠʤʳʭ ʚ ʥʘʟʥʘʯʘʝʤʳʭ ʧʦʣʴʟʦʚʘʪʝʣʝʤ 

ʠʤʝʥʘʭ ʨʝʛʫʣʠʨʫʝʪʩʷ ʦʧʮʠʷʤʠ NameChars. ʇʦ ʫʤʦʣʯʘʥʠʶ ʵʪʦʪ ʩʧʠʩʦʢ 

ʜʦʧʫʩʢʘʝʪ ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʙʫʢʚ ʠ ʮʠʬʨ, ʘ ʪʘʢʞʝ ʯʝʪʳʨʝ ʩʧʝʮʠʘʣʴʥʳʭ 

ʩʠʤʚʦʣʘ _$?@. ɽʩʣʠ IDA ʚʳʜʘʝʪ ʧʨʝʜʫʧʨʝʞʜʝʥʠʝ ʦʙ ʠʩʧʦʣʴʟʫʝʤʳʭ 

ʚʘʤʠ ʩʠʤʚʦʣʘʭ ʧʨʠ ʥʘʟʥʘʯʝʥʠʠ ʥʦʚʳʭ ʠʤʝʥ ʜʣʷ ʣʦʢʘʮʠʡ ʠʣʠ 

ʧʝʨʝʤʝʥʥʳʭ ʩʪʝʢʘ, ʪʦʛʜʘ ʚʳ ʤʦʞʝʪʝ ʜʦʙʘʚʠʪʴ ʠʭ ʚ ʥʘʙʦʨ ʩʠʤʚʦʣʦʚ 

NameChars. ʅʘʧʨʠʤʝʨ, ʝʩʣʠ ʚʳ ʭʦʪʠʪʝ ʨʘʟʨʝʰʠʪʴ ʠʩʧʦʣʴʟʦʚʘʥʠʝ 

ʩʠʤʚʦʣʘ ʪʦʯʢʠ (.), ʪʦ ʚʘʤ ʥʫʞʥʦ ʠʟʤʝʥʠʪʴ NameChars. ʅʝ 

ʨʝʢʦʤʝʥʜʫʝʪʩʷ ʠʩʧʦʣʴʟʦʚʘʪʴ ʜʚʦʝʪʦʯʠʝ, ʪʦʯʢʫ ʩ ʟʘʧʷʪʦʡ, ʟʘʧʷʪʫʶ ʠ 

ʩʠʤʚʦʣ ʧʨʦʙʝʣʘ ʚ ʠʤʝʥʘʭ ʠʟ-ʟʘ ʪʦʛʦ ʯʪʦ ʵʪʦ ʤʦʞʝʪ ʧʨʠʚʝʩʪʠ ʢ ʧʫʪʘʥʠʮʝ, 

ʪʘʢ ʢʘʢ ʜʘʥʥʳʝ ʩʠʤʚʦʣʳ ʦʙʳʯʥʦ ʠʩʧʦʣʴʟʫʶʪʩʷ ʢʘʢ ʨʘʟʜʝʣʠʪʝʣʠ ʜʣʷ 

ʨʘʟʣʠʯʥʳʭ ʯʘʩʪʝʡ ʩʪʨʦʢ ʜʠʟʘʩʩʝʤʙʣʠʨʦʚʘʥʥʦʛʦ ʢʦʜʘ.  

ʇʦʩʣʝʜʥʠʝ ʜʚʝ ʦʧʮʠʠ, ʦ ʢʦʪʦʨʳʭ ʩʪʦʠʪ ʫʧʦʤʷʥʫʪʴ ʚʣʠʷʶʪ ʥʘ 

ʧʦʚʝʜʝʥʠʝ IDA ʚʦ ʚʨʝʤʷ ʧʘʨʩʠʥʛʘ ʟʘʛʦʣʦʚʦʯʥʳʭ ʬʘʡʣʦʚ C. ʆʧʮʠʷ 

C_HEADER_PATH ʦʧʨʝʜʝʣʷʝʪ ʩʧʠʩʦʢ ʧʘʧʦʢ, ʚ ʢʦʪʦʨʳʭ IDA ʙʫʜʝʪ 

ʧʨʦʠʟʚʦʜʠʪʴ ʧʦʠʩʢ ʜʣʷ ʨʝʰʝʥʠʷ ʟʘʚʠʩʠʤʦʩʪʝʡ #include. ʇʦ ʫʤʦʣʯʘʥʠʶ 
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ʥʘʟʥʘʯʘʝʪʩʷ ʧʘʧʢʘ ʠʩʧʦʣʴʟʫʝʤʘʷ Microsoft Visual Studio. ɽʩʣʠ ʚʳ 

ʧʦʣʴʟʫʝʪʝʩʴ ʜʨʫʛʠʤ ʢʦʤʧʠʣʷʪʦʨʦʤ ʠʣʠ ʚʘʰʠ ʟʘʛʦʣʦʚʦʯʥʳʝ ʬʘʡʣʳ 

ʥʘʭʦʜʷʪʩʷ ʚ ʜʨʫʛʦʡ ʧʘʧʢʝ, ʪʦ ʚʘʤ ʩʪʦʠʪ ʦʪʨʝʜʘʢʪʠʨʦʚʘʪʴ ʵʪʫ ʦʧʮʠʶ. 

ʆʧʮʠʷ  C_PREDEFINED_MACROS ʤʦʞʝʪ ʙʳʪʴ ʠʩʧʦʣʴʟʦʚʘʥʘ ʜʣʷ 

ʦʧʨʝʜʝʣʝʥʠʷ ʩʧʠʩʢʘ ʤʘʢʨʦʩʦʚ ʧʨʝʧʨʦʮʝʩʩʦʨʘ, ʢʦʪʦʨʳʝ IDA ʙʫʜʝʪ 

ʚʢʣʶʯʘʪʴ ʥʝʟʘʚʠʩʠʤʦ ʦʪ ʪʦʛʦ, ʚʩʪʨʝʪʠʣʠʩʴ ʣʠ ʦʥʠ ʚʦ ʚʨʝʤʷ ʧʘʨʩʠʥʛʘ 

ʟʘʛʦʣʦʚʦʯʥʳʭ ʬʘʡʣʦʚ C. ʇʨʠ ʧʦʤʦʱʠ ʵʪʦʡ ʦʧʮʠʠ ʤʦʞʥʦ ʨʝʘʣʠʟʦʚʘʪʴ 

ʦʛʨʘʥʠʯʝʥʥʦʝ ʨʝʰʝʥʠʝ ʜʣʷ ʚʢʣʶʯʝʥʠʷ ʤʘʢʨʦʩʦʚ, ʢʦʪʦʨʳʝ ʤʦʛʫʪ ʙʳʪʴ 

ʦʧʨʝʜʝʣʝʥʳ ʚ ʟʘʛʦʣʦʚʦʯʥʳʭ ʬʘʡʣʘʭ, ʢ ʢʦʪʦʨʳʤ ʫ ʚʘʩ ʥʝʪ ʜʦʩʪʫʧʘ. 

ɺʦ ʚʪʦʨʦʡ ʧʦʣʦʚʠʥʝ ida.cfg ʩʦʜʝʨʞʘʪʩʷ ʦʧʮʠʠ, ʩʧʝʮʠʬʠʯʥʳʝ 

ʜʣʷ ʨʘʟʣʠʯʥʳʭ ʧʨʦʮʝʩʩʦʨʥʳʭ ʤʦʜʫʣʝʡ. ɽʜʠʥʩʪʚʝʥʥʘʷ ʜʦʩʪʫʧʥʘʷ ʜʣʷ 

ʵʪʠʭ ʦʧʮʠʡ ʜʦʢʫʤʝʥʪʘʮʠʷ ʧʨʝʜʩʪʘʚʣʝʥʘ ʚ ʚʠʜʝ ʢʦʤʤʝʥʪʘʨʠʝʚ ʢ ʥʠʤ. 

ɼʘʥʥʳʝ ʦʧʮʠʠ ʦʧʨʝʜʝʣʷʶʪ ʟʥʘʯʝʥʠʷ ʥʘʩʪʨʦʝʢ ʧʦ ʫʤʦʣʯʘʥʠʶ ʚ ʨʘʟʜʝʣʝ  

Processor options ʜʠʘʣʦʛʘ ʟʘʛʨʫʟʢʠ ʬʘʡʣʦʚ IDA. 

ʇʦʩʣʝʜʥʠʡ ʵʪʘʧ ʚ ʦʙʨʘʙʦʪʢʝ ida.cfg ʵʪʦ ʧʦʠʩʢ ʬʘʡʣʘ ʩ 

ʥʘʟʚʘʥʠʝʤ <IDADIR>/cfg/idauser.cfg. ɽʩʣʠ ʦʥ ʩʫʱʝʩʪʚʫʝʪ, ʪʦ ʵʪʦʪ ʬʘʡʣ 

ʚʦʩʧʨʠʥʠʤʘʝʪʩʷ ʢʘʢ ʨʘʩʰʠʨʝʥʠʝ ida.cfg, ʠ ʣʶʙʳʝ ʦʧʮʠʠ ʫʢʘʟʘʥʥʳʝ ʚ 

ʥʝʤ ʧʝʨʝʦʧʨʝʜʝʣʷʶʪ ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʝ ʠʤ ʦʧʮʠʠ ʠʟ ʬʘʡʣʘ ida.cfg. ɽʩʣʠ 

ʚʳ ʥʝ ʞʝʣʘʝʪʝ ʨʝʜʘʢʪʠʨʦʚʘʪʴ ida.cfg, ʪʦ ʚʘʤ ʩʪʦʠʪ ʩʦʟʜʘʪʴ idauser.cfg ʠ 

ʜʦʙʘʚʠʪʴ ʚ ʥʝʛʦ ʪʝ ʦʧʮʠʠ, ʢʦʪʦʨʳʝ ʚʳ ʭʦʪʠʪʝ ʧʝʨʝʦʧʨʝʜʝʣʠʪʴ. ɺ 

ʜʦʧʦʣʥʝʥʠʝ, ʠʩʧʦʣʴʟʦʚʘʥʠʝ idauser.cfg ʷʚʣʷʝʪʩʷ ʩʘʤʳʤ ʧʨʦʩʪʳʤ 

ʩʧʦʩʦʙʦʤ ʧʝʨʝʥʦʩʘ ʥʘʩʪʨʦʝʢ ʠʟ ʦʜʥʦʡ ʚʝʨʩʠʠ IDA ʚ ʜʨʫʛʫʶ. ʅʘʧʨʠʤʝʨ, 

ʝʩʣʠ ʫ ʚʘʩ ʝʩʪʴ ʬʘʡʣ idauser.cfg, ʪʦ ʚʘʤ ʥʝ ʥʫʞʥʦ ʨʝʜʘʢʪʠʨʦʚʘʪʴ ida.cfg 

ʢʘʞʜʳʡ ʨʘʟ, ʢʦʛʜʘ ʚʳ ʦʙʥʦʚʣʷʝʪʝ IDA, ʚʤʝʩʪʦ ʵʪʦʛʦ ʧʨʦʩʪʦ ʢʦʧʠʨʫʡʪʝ 

idauser.cfg ʚ ʧʘʧʢʫ ʢʦʥʬʠʛʫʨʘʮʠʠ ʚʘʰʝʡ ʥʦʚʦʡ ʫʩʪʘʥʦʚʢʠ IDA ʧʦʩʣʝ  

ʢʘʞʜʦʛʦ ʦʙʥʦʚʣʝʥʠʷ. 

ɼʘʥʥʳʡ ʬʘʡʣ ʥʝ ʧʦʩʪʘʚʣʷʝʪʩʷ ʚʤʝʩʪʝ ʩ IDA. ʇʦʣʴʟʦʚʘʪʝʣʴ 

ʜʦʣʞʝʥ ʩʘʤ ʩʦʟʜʘʪʴ ʵʪʦʪ ʬʘʡʣ, ʝʩʣʠ ʦʥ ʭʦʯʝʪ ʯʪʦʙʳ ʬʘʡʣ ʙʳʣ 

ʦʙʥʘʨʫʞʝʥ IDA. 

1.1.2. ʌʘʡʣ ʢʦʥʬʠʛʫʨʘʮʠʠ ʛʨʘʬʠʯʝʩʢʦʛʦ ʠʥʪʝʨʬʝʡʩʘ: idagui.cfg 

ʅʘʩʪʨʦʡʢʠ Windows-ʚʝʨʩʠʠ IDA ʩ ʛʨʘʬʠʯʝʩʢʠʤ ʠʥʪʝʨʬʝʡʩʦʤ 

ʩʦʜʝʨʞʘʪʩʷ ʚ ʬʘʡʣʝ <IDADIR>/cfg/idagui.cfg. ʕʪʦʪ ʬʘʡʣ ʨʘʟʙʠʪ ʥʘ ʪʨʠ 

ʩʝʢʮʠʠ: ʦʩʥʦʚʥʳʝ ʥʘʩʪʨʦʡʢʠ ʛʨʘʬʠʯʝʩʢʦʛʦ ʠʥʪʝʨʬʝʡʩʘ, ʛʦʨʷʯʠʝ 

ʢʣʘʚʠʰʠ, ʘ ʪʘʢʞʝ ʢʦʥʬʠʛʫʨʘʮʠʷ ʨʘʩʰʠʨʝʥʠʡ ʬʘʡʣʦʚ ʜʣʷ ʜʠʘʣʦʛʘ 

ʦʪʢʨʳʪʠʷ ʬʘʡʣʦʚ File Ʒ Open dialog. ɺ ʵʪʦʡ ʯʘʩʪʠ ʤʳ ʦʙʩʫʜʠʤ 

ʥʝʩʢʦʣʴʢʦ ʠʥʪʝʨʝʩʥʳʭ ʦʧʮʠʡ. ʇʦʣʥʳʡ ʩʧʠʩʦʢ ʜʦʩʪʫʧʥʳʭ ʦʧʮʠʡ ʚʳ 

ʤʦʞʝʪʝ ʧʦʩʤʦʪʨʝʪʴ ʚ ʬʘʡʣʝ idagui.cfg, ʚ ʙʦʣʴʰʠʥʩʪʚʝ ʩʣʫʯʘʝʚ ʨʷʜʦʤ ʩ 

ʥʠʤʠ ʨʘʩʧʦʣʦʞʝʥʳ ʢʦʤʤʝʥʪʘʨʠʠ, ʦʧʠʩʳʚʘʶʱʠʝ ʠʭ ʧʨʝʜʥʘʟʥʘʯʝʥʠʝ. 

IDA ʧʦʟʚʦʣʷʝʪ ʫʢʘʟʘʪʴ ʜʦʧʦʣʥʠʪʝʣʴʥʳʡ ʬʘʡʣ ʩʧʨʘʚʢʠ, 

ʠʩʧʦʣʴʟʫʷ ʦʧʮʠʶ HELPFILE. ʋʯʪʠʪʝ, ʯʪʦ ʬʘʡʣ ʫʢʘʟʘʥʥʳʡ ʟʜʝʩʴ ʥʝ 
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ʟʘʤʝʥʷʝʪ ʦʩʥʦʚʥʦʡ ʬʘʡʣ ʩʧʨʘʚʢʠ IDA. ʆʩʥʦʚʥʘʷ ʟʘʜʘʯʘ ʵʪʦʛʦ ʬʘʡʣʘ 

ʟʘʢʣʶʯʘʝʪʩʷ ʚ ʧʨʝʜʦʩʪʘʚʣʝʥʠʠ ʜʦʩʪʫʧʘ ʢ ʩʧʨʘʚʦʯʥʦʡ ʠʥʬʦʨʤʘʮʠʠ, 

ʢʦʪʦʨʘʷ ʥʝʦʙʭʦʜʠʤʘ ʚ ʥʝʢʦʪʦʨʳʭ ʩʧʝʮʠʬʠʯʥʳʭ ʩʠʪʫʘʮʠʷʭ ʨʝʚʝʨʩ-

ʠʥʞʠʥʠʨʠʥʛʘ. ɽʩʣʠ ʩʧʨʘʚʦʯʥʳʡ ʬʘʡʣ ʫʢʘʟʘʥ, ʪʦ ʧʨʠ ʥʘʞʘʪʠʠ CTRL-F1 

ʦʥ ʙʫʜʝʪ ʦʪʢʨʳʚʘʪʴʩʷ, ʠ ʘʚʪʦʤʘʪʠʯʝʩʢʠ ʙʫʜʝʪ ʧʨʦʠʟʚʦʜʠʪʴʩʷ ʧʦʠʩʢ 

ʨʘʟʜʝʣʘ, ʩʦʚʧʘʜʘʶʱʝʛʦ ʩʦ ʩʣʦʚʦʤ, ʢʦʪʦʨʦʝ ʨʘʩʧʦʣʦʞʝʥʦ ʧʦʜ ʢʫʨʩʦʨʦʤ. 

ɺ ʩʣʫʯʘʝ ʝʩʣʠ ʥʝ ʙʫʜʝʪ ʥʘʡʜʝʥ ʩʦʚʧʘʜʘʶʱʠʡ ʨʘʟʜʝʣ, ʪʦ ʙʫʜʝʪ ʦʪʢʨʳʪʦ 

ʦʛʣʘʚʣʝʥʠʝ ʩʧʨʘʚʦʯʥʦʛʦ ʬʘʡʣʘ. ʅʘʧʨʠʤʝʨ, ʝʩʣʠ ʥʝ ʩʯʠʪʘʪʴ 

ʘʚʪʦʤʘʪʠʯʝʩʢʠʝ ʢʦʤʤʝʥʪʘʨʠʠ, IDA ʥʝ ʧʨʝʜʦʩʪʘʚʣʷʝʪ ʥʠʢʘʢʦʡ 

ʩʧʨʘʚʦʯʥʦʡ ʠʥʬʦʨʤʘʮʠʠ ʦʪʥʦʩʠʪʝʣʴʥʦ ʤʥʝʤʦʥʠʢ ʠʥʩʪʨʫʢʮʠʡ ʚ 

ʜʠʟʘʩʩʝʤʙʣʠʨʦʚʘʥʥʦʤ ʢʦʜʝ, ʧʦʵʪʦʤʫ ʚʦ ʚʨʝʤʷ ʘʥʘʣʠʟʘ ʠʩʧʦʣʥʷʝʤʦʛʦ 

ʬʘʡʣʘ ʜʣʷ ʘʨʭʠʪʝʢʪʫʨʳ x86 ʤʦʞʝʪ ʙʳʪʴ ʫʜʦʙʥʳʤ ʦʪʦʙʨʘʞʝʥʠʝ 

ʦʧʠʩʘʥʠʷ ʠʥʩʪʨʫʢʮʠʡ x86, ʜʦʩʪʫʧʥʦʛʦ ʧʦ ʢʦʤʘʥʜʝ.  ɽʩʣʠ ʫ ʚʘʩ ʝʩʪʴ 

ʩʧʨʘʚʦʯʥʳʡ ʬʘʡʣ, ʚ ʢʦʪʦʨʦʤ ʝʩʪʴ ʨʘʟʜʝʣʳ ʜʣʷ ʢʘʞʜʦʡ ʠʥʩʪʨʫʢʮʠʠ x86, 

ʪʦʛʜʘ ʩʧʨʘʚʦʯʥʘʷ ʠʥʬʦʨʤʘʮʠʷ ʧʦ ʥʠʤ ʤʦʞʝʪ ʙʳʪʴ ʦʪʢʨʳʪʘ ʚʩʝʛʦ ʣʠʰʴ 

ʧʦ ʥʘʞʘʪʠʶ ʛʦʨʷʯʝʡ ʢʣʘʚʠʰʠ. ʆʜʥʘʢʦ ʩʪʦʠʪ ʧʨʝʜʫʧʨʝʜʠʪʴ, ʯʪʦ IDA 

ʧʦʜʜʝʨʞʠʚʘʝʪ ʪʦʣʴʢʦ ʩʧʨʘʚʦʯʥʳʝ ʬʘʡʣʳ ʩʪʘʨʦʛʦ ʬʦʨʤʘʪʘ (.hlp), ʬʘʡʣʳ 

ʥʦʚʦʛʦ ʬʦʨʤʘʪʘ (.chm) ʚ ʢʘʯʝʩʪʚʝ ʜʦʧʦʣʥʠʪʝʣʴʥʳʭ ʩʧʨʘʚʦʯʥʳʭ ʬʘʡʣʦʚ 

ʥʝ ʧʦʜʜʝʨʞʠʚʘʶʪʩʷ.  

ʇʨʠʤʝʯʘʥʠʝ: ʉʫʱʝʩʪʚʫʝʪ ʜʚʘ ʪʠʧʘ ʩʧʨʘʚʦʯʥʳʭ ʬʘʡʣʦʚ 

Windows ï 16-ʙʠʪʥʳʝ ʠ 32-ʙʠʪʥʳʝ. Microsoft Windows Vista ʥʝ 

ʧʦʜʜʝʨʞʠʚʘʝʪ 32-ʙʠʪʥʳʝ ʩʧʨʘʚʦʯʥʳʝ ʬʘʡʣʳ, ʪʘʢ ʢʘʢ WinHlp32.exe ʥʝ 

ʚʢʣʶʯʝʥ ʚ ʩʦʩʪʘʚ Vista. ɹʦʣʝʝ ʧʦʜʨʦʙʥʫʶ ʠʥʬʦʨʤʘʮʠʶ ʚʳ ʤʦʞʝʪʝ 

ʧʦʣʫʯʠʪʴ ʚ ʩʪʘʪʴʝ 917607  Microsoft Knowledge Base. 

ʉʘʤʳʡ ʨʘʩʧʨʦʩʪʨʘʥʝʥʥʳʡ ʚʦʧʨʦʩ ʧʦ ʧʦʚʦʜʫ ʠʩʧʦʣʴʟʦʚʘʥʠʷ 

IDA ʵʪʦ ñʂʘʢ ʤʦʞʥʦ ʧʨʦʧʘʪʯʠʪʴ ʠʩʧʦʣʥʷʝʤʳʝ ʬʘʡʣʳ ʧʨʠ ʧʦʤʦʱʠ 

IDA?ò, ʚ ʦʙʱʝʤ, ʦʪʚʝʪ ñʅʠʢʘʢò, ʦʜʥʘʢʦ ʙʦʣʝʝ ʧʦʜʨʦʙʥʦ ʤʳ ʦʙʩʫʜʠʤ ʵʪʦ 

ʚ ʛʣʘʚʝ 14. ʏʪʦ ʚʳ ʤʦʞʝʪʝ ʩʜʝʣʘʪʴ, ʪʘʢ ʵʪʦ ʧʨʦʧʘʪʯʠʪʴ ʙʘʟʫ ʜʘʥʥʳʭ, 

ʯʪʦʙʳ ʠʟʤʝʥʠʪʴ ʠʥʩʪʨʫʢʮʠʠ ʠʣʠ ʜʘʥʥʳʝ ʧʦʯʪʠ ʢʘʢ ʫʛʦʜʥʦ. ʇʦʩʣʝ ʪʦʛʦ 

ʢʘʢ ʤʳ ʦʙʩʫʜʠʤ ʩʢʨʠʧʪʳ (ɻʣʘʚʘ 5), ʚʳ ʧʦʡʤʝʪʝ ʯʪʦ ʤʦʜʠʬʠʢʘʮʠʷ ʙʘʟʳ 

ʜʘʥʥʳʭ, ʵʪʦ ʥʝ ʪʘʢ ʫʞ ʠ ʩʣʦʞʥʦ, ʥʦ ʚ ʩʣʫʯʘʝ ʝʩʣʠ ʚʳ ʥʝ ʟʘʠʥʪʝʨʝʩʦʚʘʥʳ 

ʚ ʵʪʦʤ ʠʣʠ ʥʝ ʛʦʪʦʚʳ ʠʟʫʯʘʪʴ ʩʢʨʠʧʪʦʚʳʡ ʷʟʳʢ IDA, ʪʦ IDA ʩʦʜʝʨʞʠʪ 

ʤʝʥʶ ʧʘʪʯʘ ʙʘʟʳ ʜʘʥʥʳʭ, ʢʦʪʦʨʦʝ ʥʝ ʦʪʦʙʨʘʞʘʝʪʩʷ ʧʦ ʫʤʦʣʯʘʥʠʶ. 

ʆʧʮʠʷ  DISPLAY_PATCH_SUBMENU ʦʧʨʝʜʝʣʷʝʪ ʧʦʢʘʟʳʚʘʪʴ ʣʠ ʵʪʦ 

ʤʝʥʶ ʚ Edit Ʒ Patch Program. ʆʧʮʠʠ, ʜʦʩʪʫʧʥʳʝ ʚ ʵʪʦʤ ʤʝʥʶ ʙʫʜʫʪ 

ʨʘʩʩʤʦʪʨʝʥʳ ʚ ʛʣʘʚʝ 4.  

ʇʦʩʣʝ ʪʦʛʦ ʢʘʢ ʚʳ ʨʘʟʙʝʨʝʪʝʩʴ ʩʦ ʩʢʨʠʧʪʘʤʠ ʚ IDA, ʫ ʚʘʩ 

ʤʦʞʝʪ ʧʦʷʚʠʪʴʩʷ ʞʝʣʘʥʠʝ ʧʦʣʴʟʦʚʘʪʴʩʷ ʢʦʨʦʪʢʠʤʠ ʩʢʨʠʧʪʦʚʳʤʠ 

ʢʦʤʘʥʜʘʤʠ. ʆʙʳʯʥʦ ʜʣʷ ʪʦʛʦ ʯʪʦʙʳ ʟʘʧʫʩʪʠʪʴ ʩʢʨʠʧʪ ʚ IDA, ʚʘʤ 

ʪʨʝʙʫʝʪʩʷ ʚʦʩʧʦʣʴʟʦʚʘʪʴʩʷ ʩʢʨʠʧʪʦʚʳʤ ʜʠʘʣʦʛʦʤ ʜʦʩʪʫʧʥʳʤ ʠʟ ʤʝʥʶ, 

ʥʦ ʚʳ ʪʘʢʞʝ  ʤʦʞʝʪʝ ʠʩʧʦʣʴʟʦʚʘʪʴ ʦʧʮʠʶ DISPLAY_COMMAND_LINE 

ʜʣʷ ʪʦʛʦ, ʯʪʦʙʳ ʚ IDA ʦʪʦʙʨʘʞʘʣʦʩʴ ʦʜʥʦʩʪʨʦʯʥʦʝ ʪʝʢʩʪʦʚʦʝ ʧʦʣʝ, 



  

 11  

 

ʥʝʧʦʩʨʝʜʩʪʚʝʥʥʦ ʧʦʜ ʦʢʥʦʤ ʩʦʦʙʱʝʥʠʷ. ʕʪʦ ʪʝʢʩʪʦʚʦʝ ʧʦʣʝ ʷʚʣʷʝʪʩʷ 

çʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʦʡè IDA ʠ ʤʦʞʝʪ ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʜʣʷ ʚʚʦʜʘ 

ʦʜʥʦʩʪʨʦʯʥʳʭ ʩʢʨʠʧʪʦʚʳʭ ʚʳʨʘʞʝʥʠʡ. ʋʯʪʠʪʝ, ʯʪʦ ʚ ʵʪʦʤ ʧʦʣʝ ʚʳ ʥʝ 

ʩʤʦʞʝʪʝ ʚʳʧʦʣʥʷʪʴ ʢʦʤʘʥʜʳ ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ.  

ʉʝʢʮʠʷ ʢʦʥʬʠʛʫʨʘʮʠʠ ʛʦʨʷʯʠʭ ʢʣʘʚʠʰ ʚ idagui.cfg 

ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʥʘʟʥʘʯʝʥʠʷ ʜʝʡʩʪʚʠʡ IDA ʥʘ ʨʘʟʣʠʯʥʳʝ ʩʦʯʝʪʘʥʠʷ 

ʢʣʘʚʠʰ. ʇʝʨʝʥʘʟʥʘʯʝʥʠʝ ʛʦʨʷʯʠʭ ʢʣʘʚʠʰ ʤʦʞʝʪ ʙʳʪʴ ʧʦʣʝʟʥʳʤ ʚʦ 

ʤʥʦʛʠʭ ʩʠʪʫʘʮʠʷʭ, ʢʦʪʦʨʳʝ ʚʢʣʶʯʘʶʪ ʚ ʩʝʙʷ: ʥʘʟʥʘʯʝʥʠʝ 

ʜʦʧʦʣʥʠʪʝʣʴʥʳʭ ʢʦʤʘʥʜ, ʠʟʤʝʥʝʥʠʝ ʛʦʨʷʯʠʭ ʢʣʘʚʠʰ ʥʘ ʙʦʣʝʝ ʫʜʦʙʥʳʝ 

ʜʣʷ ʟʘʧʦʤʠʥʘʥʠʷ ʠʣʠ ʜʣʷ ʪʦʛʦ ʯʪʦʙʳ ʠʩʢʣʶʯʠʪʴ ʢʦʥʬʣʠʢʪʳ ʤʝʞʜʫ 

ʛʦʨʷʯʠʤʠ ʢʣʘʚʠʰʘʤʠ ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ ʠʣʠ ʧʨʠʣʦʞʝʥʠʷ 

ʪʝʨʤʠʥʘʣʘ (ʚ ʦʩʥʦʚʥʦʤ ʧʦʣʝʟʥʦ ʧʨʠ ʠʩʧʦʣʴʟʦʚʘʥʠʠ ʪʝʢʩʪʦʚʦʡ ʚʝʨʩʠʠ 

IDA).  

ʊʝʦʨʝʪʠʯʝʩʢʠ, ʢʘʞʜʘʷ ʦʧʮʠʷ IDA, ʢʦʪʦʨʘʷ ʜʦʩʪʫʧʥʘ ʯʝʨʝʟ 

ʤʝʥʶ ʠʣʠ ʧʘʥʝʣʴ ʠʥʩʪʨʫʤʝʥʪʦʚ ʧʝʨʝʯʠʩʣʝʥʘ ʚ ʵʪʦʡ ʩʝʢʮʠʠ. ʂ 

ʩʦʞʘʣʝʥʠʶ, ʥʘʟʚʘʥʠʷ ʤʥʦʛʠʭ ʢʦʤʘʥʜ ʢʘʢ ʧʨʘʚʠʣʦ ʥʝ ʩʦʦʪʚʝʪʩʪʚʫʶʪ 

ʥʘʟʚʘʥʠʷʤ ʧʫʥʢʪʦʚ ʤʝʥʶ, ʧʦʵʪʦʤʫ ʚʘʤ ʧʨʠʜʝʪʩʷ ʧʨʠʣʦʞʠʪʴ ʥʝʢʦʪʦʨʳʝ 

ʫʩʠʣʠʷ ʜʣʷ ʪʦʛʦ, ʯʪʦʙʳ ʦʧʨʝʜʝʣʠʪʴ ʢʘʢʘʷ ʠʤʝʥʥʦ ʦʧʮʠʷ ʚ ʬʘʡʣʝ 

ʢʦʥʬʠʛʫʨʘʮʠʠ ʩʦʦʪʚʝʪʩʪʚʫʝʪ ʦʧʮʠʠ ʤʝʥʶ. ʅʘʧʨʠʤʝʨ, ʢʦʤʘʥʜʘ  

JumpƷJump to Problem ʩʦʦʪʚʝʪʩʪʚʫʝʪ ʦʧʮʠʠ JumpQ (ʢʦʪʦʨʘʷ ʢ 

ʫʜʠʚʣʝʥʠʶ ʩʦʚʧʘʜʘʝʪ ʩ ʛʦʨʷʯʝʡ ʢʣʘʚʠʰʝʡ ʜʣʷ ʥʝʝ:CTRL-Q) ʚ idagui.cfg. 

ɺ ʜʦʧʦʣʥʝʥʠʝ, ʚ ʪʦ ʚʨʝʤʷ ʢʘʢ ʫ ʤʥʦʛʠʭ ʢʦʤʘʥʜ ʝʩʪʴ ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʝ 

ʠʤ ʢʦʤʤʝʥʪʘʨʠʠ, ʫ ʥʝʢʦʪʦʨʳʭ ʢʦʤʘʥʜ ʥʝʪ ʚʦʦʙʱʝ ʥʠʢʘʢʦʛʦ ʦʧʠʩʘʥʠʷ, 

ʧʦʵʪʦʤʫ ʚʘʤ ʦʩʪʘʝʪʩʷ ʪʦʣʴʢʦ ʜʦʛʘʜʳʚʘʪʴʩʷ ʦ ʪʦʤ, ʯʪʦ ʞʝ ʜʝʣʘʝʪ ʵʪʘ 

ʢʦʤʘʥʜʘ, ʠʩʭʦʜʷ ʠʟ ʝʝ ʥʘʟʚʘʥʠʷ ʚ ʬʘʡʣʝ ʢʦʥʬʠʛʫʨʘʮʠʠ. ɽʩʪʴ ʥʝʙʦʣʴʰʘʷ 

ʭʠʪʨʦʩʪʴ, ʢʦʪʦʨʘʷ ʤʦʞʝʪ ʧʦʤʦʯʴ ʚʘʤ ʚʳʷʩʥʠʪʴ ʢʘʢʦʤʫ ʧʫʥʢʪʫ ʤʝʥʶ 

ʩʦʦʪʚʝʪʩʪʚʫʝʪ ʜʝʡʩʪʚʠʝ ʠʟ ʬʘʡʣʘ ʢʦʥʬʠʛʫʨʘʮʠʠ ð ʧʦʠʱʠʪʝ ʵʪʦ 

ʜʝʡʩʪʚʠʝ ʚ ʩʧʨʘʚʦʯʥʦʡ ʩʠʩʪʝʤʝ IDA, ʦʙʳʯʥʦ ʵʪʦ ʤʦʞʝʪ ʧʨʠʚʝʩʪʠ ʚʘʩ ʢ 

ʦʧʠʩʘʥʠʶ ʧʫʥʢʪʘ ʤʝʥʶ, ʩʦʦʪʚʝʪʩʪʚʫʶʱʝʛʦ ʜʝʡʩʪʚʠʶ.  

ʉʣʝʜʫʶʱʠʝ ʩʪʨʦʢʠ ʷʚʣʷʶʪʩʷ ʧʨʠʤʝʨʦʤ ʥʘʟʥʘʯʝʥʠʷ ʛʦʨʷʯʠʭ 

ʢʣʘʚʠʰ ʚ idagui.cfg: 

 

"Abort"    =    0          // Abort IDA, don't save changes 

"Quit"     =    "Alt-X"    // Quit to DOS, save changes 

 

ʇʝʨʚʘʷ ʩʪʨʦʢʘ ʧʨʝʜʥʘʟʥʘʯʝʥʘ ʜʣʷ ʥʘʟʥʘʯʝʥʠʷ ʛʦʨʷʯʝʡ ʢʣʘʚʠʰʠ 

ʜʣʷ ʢʦʤʘʥʜʳ Abort, ʚ ʜʘʥʥʦʤ ʩʣʫʯʘʝ ʥʠʢʘʢʦʝ ʩʦʯʝʪʘʥʠʝ ʥʝ ʥʘʟʥʘʯʝʥʦ, 

ʪ.ʢ. ʫʩʪʘʥʦʚʣʝʥʦ ʟʥʘʯʝʥʠʝ 0 ʙʝʟ ʢʘʚʳʯʝʢ. ɺʦ ʚʪʦʨʦʡ ʩʪʨʦʢʝ ʧʦʢʘʟʘʥʦ, 

ʯʪʦ ʜʣʷ ʢʦʤʘʥʜʳ  Quit ʥʘʟʥʘʯʝʥʦ ʩʦʯʝʪʘʥʠʝ Alt-X. ɻʦʨʷʯʠʝ ʢʣʘʚʠʰʠ 

ʫʢʘʟʳʚʘʶʪʩʷ ʚ ʚʠʜʝ ʩʪʨʦʢʠ ʩ ʥʘʟʚʘʥʠʷʤʠ ʢʣʘʚʠʰ ʟʘʢʣʶʯʝʥʥʦʡ ʚ 

ʢʘʚʳʯʢʠ. ʄʥʦʞʝʩʪʚʦ ʧʨʠʤʝʨʦʚ ʥʘʟʥʘʯʝʥʠʷ ʛʦʨʷʯʠʭ ʢʣʘʚʠʰ ʥʘʭʦʜʠʪʩʷ ʚ 

ʬʘʡʣʝ idagui.cfg. 
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ɺ ʟʘʢʣʶʯʠʪʝʣʴʥʦʡ ʯʘʩʪʠ idagui.cfg ʥʘʭʦʜʷʪʩʷ ʩʦʦʪʚʝʪʩʪʚʠʷ 

ʦʧʠʩʘʥʠʡ ʪʠʧʦʚ ʬʘʡʣʦʚ ʠ ʥʘʟʥʘʯʝʥʥʳʭ ʠʤ ʨʘʩʰʠʨʝʥʠʡ, ʘ ʪʘʢʞʝ 

ʦʧʨʝʜʝʣʷʝʪʩʷ, ʢʘʢʠʝ ʪʠʧʳ ʬʘʡʣʦʚ ʙʫʜʫʪ ʧʝʨʝʯʠʩʣʝʥʳ ʚ 

ʨʘʩʢʨʳʚʘʶʱʝʤʩʷ ʩʧʠʩʢʝ ʚʥʫʪʨʠ ʜʠʘʣʦʛʘ ʦʪʢʨʳʪʠʷ ʬʘʡʣʦʚ  File Ʒ Open. 

ɹʦʣʴʰʦʝ ʢʦʣʠʯʝʩʪʚʦ ʨʘʟʣʠʯʥʳʭ ʪʠʧʦʚ ʬʘʡʣʦʚ ʫʞʝ ʦʧʠʩʘʥʦ ʚ ʬʘʡʣʝ 

ʢʦʥʬʠʛʫʨʘʮʠʠ, ʦʜʥʘʢʦ, ʝʩʣʠ ʚʳ ʯʘʩʪʦ ʨʘʙʦʪʘʝʪʝ ʩ ʜʨʫʛʠʤʠ ʪʠʧʘʤʠ 

ʬʘʡʣʦʚ, ʪʦ  ʤʦʞʝʪʝ ʩʘʤʦʩʪʦʷʪʝʣʴʥʦ ʜʦʙʘʚʠʪʴ ʥʦʚʳʝ ʪʠʧʳ ʚ ʩʧʠʩʦʢ. 

ʉʣʝʜʫʶʱʘʷ ʩʪʨʦʢʘ ʧʦʢʘʟʳʚʘʝʪ ʧʨʠʤʝʨ ʥʘʟʥʘʯʝʥʠʷ ʪʠʧʘ ʬʘʡʣʘ: 

 

CLASS_JAVA,  "Java Class Files",      "*.cla*;*.cls" 

 

ʉʪʨʦʢʘ ʩʦʜʝʨʞʠʪ ʪʨʠ ʯʘʩʪʠ ʨʘʟʜʝʣʝʥʥʳʭ ʟʘʧʷʪʦʡ: ʠʤʷ 

ʘʩʩʦʮʠʘʮʠʠ (CLASS_JAVA), ʦʧʠʩʘʥʠʝ, ʘ ʪʘʢʞʝ ʰʘʙʣʦʥ ʠʤʝʥʠ ʬʘʡʣʘ.  ɺ 

ʰʘʙʣʦʥʘʭ ʠʤʝʥʠ ʬʘʡʣʘ ʜʦʧʫʩʢʘʝʪʩʷ ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʤʘʩʦʢ, ʘ ʫʢʘʟʘʪʴ 

ʥʝʩʢʦʣʴʢʦ ʰʘʙʣʦʥʦʚ ʤʦʞʥʦ ʯʝʨʝʟ ʪʦʯʢʫ ʩ ʟʘʧʷʪʦʡ. ɺʪʦʨʦʡ ʪʠʧ 

ʘʩʩʦʮʠʘʮʠʡ ʧʦʟʚʦʣʷʝʪ ʩʛʨʫʧʧʠʨʦʚʘʪʴ ʥʝʩʢʦʣʴʢʦ ʩʫʱʝʩʪʚʫʶʱʠʭ 

ʘʩʩʦʮʠʘʮʠʡ ʚ ʦʜʥʫ ʢʘʪʝʛʦʨʠʶ. ʉʣʝʜʫʶʱʘʷ ʩʪʨʦʢʘ ʧʦʢʘʟʳʚʘʝʪ, ʢʘʢ 

ʛʨʫʧʧʠʨʫʶʪʩʷ ʚʩʝ ʘʩʩʦʮʠʘʮʠʠ, ʥʘʯʠʥʘʶʱʠʝʩʷ ʩ EXE_ ʚ ʦʜʥʫ 

ʘʩʩʦʮʠʘʮʠʶ ʩ ʠʤʝʥʝʤ EXE. 

 

EXE,        "Executable Files",       EXE_* 

 

ʉʪʦʠʪ ʦʪʤʝʪʠʪʴ, ʯʪʦ ʚ ʜʘʥʥʦʤ ʩʣʫʯʘʝ ʰʘʙʣʦʥ ʥʝ ʟʘʢʣʶʯʘʝʪʩʷ ʚ 

ʢʘʚʳʯʢʠ. ʄʳ ʤʦʞʝʤ ʦʧʨʝʜʝʣʠʪʴ ʩʦʙʩʪʚʝʥʥʳʝ ʬʘʡʣʦʚʳʝ ʘʩʩʦʮʠʘʮʠʠ ʚʦʪ 

ʪʘʢʠʤ ʦʙʨʘʟʦʤ: 

 

IDA_BOOK,   "Ida Book Files",         "*.book" 

 

ʄʳ ʤʦʞʝʤ ʚʳʙʨʘʪʴ ʣʶʙʦʝ ʠʤʷ, ʢʦʪʦʨʘʷ ʥʘʤ ʥʨʘʚʠʪʩʷ, ʣʠʰʴ 

ʙʳ ʦʥʦ ʫʞʝ ʥʝ ʙʳʣʦ ʟʘʥʷʪʦ, ʥʦ ʚ ʣʶʙʦʤ ʩʣʫʯʘʝ ʧʨʦʩʪʦ ʜʦʙʘʚʣʝʥʠʷ 

ʥʦʚʦʡ ʘʩʩʦʮʠʘʮʠʠ ʚ FILE_EXTENSIONS ʥʝʜʦʩʪʘʪʦʯʥʦ ʜʣʷ ʪʦʛʦ, ʯʪʦʙʳ 

ʦʥʘ ʧʦʷʚʠʣʦʩʴ ʚ ʜʠʘʣʦʛʝ  File Ʒ Open. ʆʧʮʠʷ  DEFAULT_FILE_FILTER 

ʷʚʣʷʝʪʩʷ ʩʧʠʩʢʦʤ ʠʤʝʥ ʚʩʝʭ ʘʩʩʦʮʠʘʮʠʡ, ʢʦʪʦʨʳʝ ʧʦʷʚʷʪʩʷ ʚ ʜʠʘʣʦʛʝ  

File Ʒ Open. ɼʣʷ ʪʦʛʦ ʯʪʦʙʳ ʟʘʚʝʨʰʠʪʴ ʧʨʦʮʝʩʩ ʜʦʙʘʚʣʝʥʠʷ ʥʦʚʦʡ 

ʘʩʩʦʮʠʘʮʠʠ, ʥʝʦʙʭʦʜʠʤʦ ʜʦʙʘʚʠʪʴ IDA_BOOK ʚ ʩʧʠʩʦʢ 

DEFAULT_FILE_FILTER. 

ɽʩʣʠ ʚʳ ʧʨʝʜʧʦʯʠʪʘʝʪʝ ʥʝ ʚʥʦʩʠʪʴ ʠʟʤʝʥʝʥʠʷ ʚ ʬʘʡʣ idagui.cfg 

ʥʘʧʨʷʤʫʶ, ʪʦ ʘʥʘʣʦʛʠʯʥʦ ʬʘʡʣʫ idauser.cfg, ʚʳ ʤʦʞʝʪʝ ʚʦʩʧʦʣʴʟʦʚʘʪʴʩʷ 

ʬʘʡʣʦʤ idauserg.cfg, ʩʩʳʣʢʘ ʥʘ ʢʦʪʦʨʳʡ ʩʦʜʝʨʞʠʪʩʷ ʚ ʧʦʩʣʝʜʥʝʡ ʩʪʨʦʢʝ 

ʬʘʡʣʘ idagui.cfg. ʇʨʦʩʪʦ ʩʦʟʜʘʡʪʝ ʬʘʡʣ  idauserg.cfg ʠ ʣʶʙʳʝ ʦʧʮʠʠ, 

ʢʦʪʦʨʳʝ ʚʳ ʪʘʤ ʫʢʘʞʝʪʝ, ʙʫʜʫʪ ʧʝʨʝʦʧʨʝʜʝʣʷʪʴ ʦʧʮʠʠ ʫʢʘʟʘʥʥʳʝ ʚ 

idagui.cfg. 
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1.1.3. ʌʘʡʣ ʢʦʥʬʠʛʫʨʘʮʠʠ ʢʦʥʩʦʣʴʥʦʡ ʚʝʨʩʠʠ: idatui.cfg 

ɸʥʘʣʦʛʦʤ ʬʘʡʣʘ idagui.cfg ʜʣʷ ʢʦʥʩʦʣʴʥʦʡ ʚʝʨʩʠʠ ʷʚʣʷʝʪʩʷ 

ʬʘʡʣ <IDADIR>/cfg/idatui.cfg. ʕʪʦʪ ʬʘʡʣ ʦʯʝʥʴ ʧʦʭʦʞ ʧʦ ʩʚʦʝʡ 

ʩʪʨʫʢʪʫʨʝ ʠ ʬʫʥʢʮʠʦʥʘʣʴʥʦʩʪʠ ʥʘ ʬʘʡʣ idagui.cfg. ʅʘʟʥʘʯʝʥʠʝ ʛʦʨʷʯʠʭ 

ʢʣʘʚʠʰ ʧʨʦʠʟʚʦʜʠʪʩʷ ʪʦʯʥʦ ʪʘʢʞʝ ʢʘʢ ʠ ʚ idagui.cfg. ʊ.ʢ. ʕʪʠ ʜʚʘ ʬʘʡʣʘ 

ʦʯʝʥʴ ʩʭʦʞʠ, ʪʦ ʤʳ ʨʘʩʩʤʦʪʨʠʤ ʪʦʣʴʢʦ ʠʭ ʨʘʟʣʠʯʠʷ. 

ɺʦ-ʧʝʨʚʳʭ, ʦʧʮʠʠ  DISPLAY_PATCH_SUBMENU ʠ 

DISPLAY_COMMAND_LINE ʥʝ ʜʦʩʪʫʧʥʳ ʚ ʢʦʥʩʦʣʴʥʦʡ ʚʝʨʩʠʠ ʠ ʥʝ 

ʚʢʣʶʯʝʥʳ ʚ idatui.cfg. ɼʠʘʣʦʛ File Ʒ Open ʠʩʧʦʣʴʟʫʝʤʳʡ ʚ ʢʦʥʩʦʣʴʥʦʡ 

ʚʝʨʩʠʠ ʛʦʨʘʟʜʦ ʧʨʦʱʝ, ʯʝʤ ʜʠʘʣʦʛ ʚ ʛʨʘʬʠʯʝʩʢʦʡ ʚʝʨʩʠʠ, ʧʦʵʪʦʤʫ ʚʩʝ 

ʬʘʡʣʦʚʳʝ ʘʩʩʦʮʠʘʮʠʠ ʜʦʩʪʫʧʥʳʝ ʚ  idagui.cfg ʦʪʩʫʪʩʪʚʫʶʪ ʚ idatui.cfg. 

ʉ ʜʨʫʛʦʡ ʩʪʦʨʦʥʳ, ʝʩʪʴ ʥʝʩʢʦʣʴʢʦ ʦʧʮʠʡ ʜʦʩʪʫʧʥʳʭ ʪʦʣʴʢʦ 

ʜʣʷ ʢʦʥʩʦʣʴʥʦʡ ʚʝʨʩʠʠ IDA. ʅʘʧʨʠʤʝʨ, ʚʳ ʤʦʞʝʪʝ ʠʩʧʦʣʴʟʦʚʘʪʴ ʦʧʮʠʶ 

NOVICE ʜʣʷ ʪʦʛʦ, ʯʪʦʙʳ ʟʘʧʫʩʪʠʪʴ IDA ʚ ʨʝʞʠʤʝ ʜʣʷ ʥʦʚʠʯʢʦʚ, ʚ 

ʢʦʪʦʨʦʤ ʦʪʢʣʶʯʝʥʳ ʥʝʢʦʪʦʨʳʝ ʩʣʦʞʥʳʝ ʬʫʥʢʮʠʠ ʚ ʮʝʣʷʭ ʫʧʨʦʱʝʥʠʷ 

ʠʟʫʯʝʥʠʷ IDA. ʆʜʥʠʤ ʠʟ ʩʘʤʳʭ ʟʘʤʝʪʥʳʭ ʦʪʣʠʯʠʡ ʚ ʨʝʞʠʤʝ ʜʣʷ 

ʥʦʚʠʯʢʦʚ, ʷʚʣʷʝʪʩʷ ʧʦʣʥʦʝ ʦʪʩʫʪʩʪʚʠʝ ʧʦʜʚʠʜʦʚ (subviews). 

ʆʙʳʯʥʦ ʣʶʜʠ, ʢʦʪʦʨʳʝ ʧʦʣʴʟʫʶʪʩʷ ʢʦʥʩʦʣʴʥʦʡ ʚʝʨʩʠʝʡ IDA, 

ʯʘʱʝ ʠʩʧʦʣʴʟʫʶʪ ʛʦʨʷʯʠʝ ʢʣʘʚʠʰʠ. ɼʣʷ ʦʙʣʝʛʯʝʥʠʷ ʘʚʪʦʤʘʪʠʟʘʮʠʠ 

ʯʘʩʪʦ ʠʩʧʦʣʴʟʫʝʤʳʭ ʛʦʨʷʯʠʭ ʢʣʘʚʠʰ, ʚ IDA ʧʨʠʩʫʪʩʪʚʫʝʪ ʩʠʥʪʘʢʩʠʩ 

ʥʘʟʥʘʯʝʥʠʷ ʤʘʢʨʦʩʦʚ ʢʣʘʚʠʘʪʫʨʳ. ʅʝʩʢʦʣʴʢʦ ʧʨʠʤʝʨʦʚ ʤʘʢʨʦʩʦʚ ʚʳ 

ʤʦʞʝʪʝ ʧʦʩʤʦʪʨʝʪʴ ʚ ʬʘʡʣʝ idatui.cfg, ʦʜʥʘʢʦ, ʥʘʠʣʫʯʰʠʤ ʤʝʩʪʦʤ ʜʣʷ 

ʨʘʟʤʝʱʝʥʠʷ ʨʘʟʨʘʙʦʪʘʥʥʳʭ ʚʘʤʠ ʤʘʢʨʦʩʦʚ ʷʚʣʷʝʪʩʷ 

<IDADIR>/cfg/idausert.cfg (ʘʥʘʣʦʛ ʬʘʡʣʘ idauserg.cfg ʜʣʷ ʢʦʥʩʦʣʴʥʦʡ 

ʚʝʨʩʠʠ). ʇʨʠʤʝʨ ʤʘʢʨʦʩʘ, ʢʦʪʦʨʳʡ ʥʘʭʦʜʠʪʩʷ ʚ  idatui.cfg ʚʳʛʣʷʜʠʪ 

ʧʨʠʤʝʨʥʦ ʪʘʢ (ʚ ʜʝʡʩʪʚʠʪʝʣʴʥʦʩʪʠ ʚ idatui.cfg ʵʪʦʪ ʤʘʢʨʦʩ 

ʟʘʢʦʤʤʝʥʪʠʨʦʚʘʥ): 

 

MACRO     "Alt-H"     // this sample macro jumps to "start" label 

{        

 "G" 

       's' 't' 'a' 'r', 't' 

"Enter" 

}  

 

ʆʧʨʝʜʝʣʝʥʠʷ ʤʘʢʨʦʩʦʚ ʜʦʣʞʥʳ ʥʘʯʠʥʘʪʴʩʷ ʩ ʢʣʶʯʝʚʦʛʦ ʩʣʦʚʘ 

MACRO, ʧʦʩʣʝ ʥʝʛʦ ʜʦʣʞʥʘ ʙʳʪʴ ʫʢʘʟʘʥʘ ʢʣʘʚʠʰʘ, ʢʦʪʦʨʘʷ ʜʦʣʞʥʘ 

ʙʳʪʴ ʘʩʩʦʮʠʠʨʦʚʘʥʘ. ʉʘʤʘ ʧʦʩʣʝʜʦʚʘʪʝʣʴʥʦʩʪʴ ʤʘʢʨʦʩʘ ʜʦʣʞʥʘ ʙʳʪʴ 

ʟʘʢʣʶʯʝʥʘ ʚ ʬʠʛʫʨʥʳʝ ʩʢʦʙʢʠ, ʠ ʜʦʣʞʥʘ ʧʨʝʜʩʪʘʚʣʷʪʴ ʩʦʙʦʡ ʥʘʙʦʨ 

ʢʣʶʯʝʚʳʭ ʠʤʝʥ ʩʣʦʚ ʠ ʩʠʤʚʦʣʦʚ, ʢʦʪʦʨʳʝ ʩʘʤʠ  ʤʦʛʫʪ ʙʳʪʴ 

ʧʦʩʣʝʜʦʚʘʪʝʣʴʥʦʩʪʴʶ ʛʦʨʷʯʠʭ ʢʣʘʚʠʰ. ʇʨʠʚʝʜʝʥʥʳʡ ʚʳʰʝ ʤʘʢʨʦʩ 
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ʘʢʪʠʚʠʨʫʝʪʩʷ ʧʦ ʩʦʯʝʪʘʥʠʶ ʢʣʘʚʠʰ ALT-H, ʦʪʢʨʳʚʘʝʪ ʜʠʘʣʦʛ ʧʝʨʝʭʦʜʘ 

ʧʦ ʘʜʨʝʩʫ (Jump to Adress) ʧʨʠ ʧʦʤʦʱʠ ʛʦʨʷʯʝʡ ʢʣʘʚʠʰʠ G, ʟʘʪʝʤ 

ʚʚʦʜʠʪ ʚ ʜʠʘʣʦʛ ʤʝʪʢʫ start ʧʦʩʣʝʜʦʚʘʪʝʣʴʥʦ ʧʦ ʦʜʥʦʤʫ ʩʠʤʚʦʣʫ ʠ ʜʘʣʝʝ 

ʟʘʚʝʨʰʘʝʪ ʜʠʘʣʦʛ ʥʘʞʘʪʠʝʤ ʢʣʘʚʠʰʠ ENTER. ʋʯʪʠʪʝ, ʯʪʦ ʤʳ ʥʝ ʤʦʛʣʠ 

ʠʩʧʦʣʴʟʦʚʘʪʴ "start" ʜʣʷ ʚʚʦʜʘ ʠʤʝʥʠ ʩʠʤʚʦʣʘ, ʧʦʪʦʤʫ ʯʪʦ ʙʳʣʦ ʙʳ 

ʚʦʩʧʨʠʥʷʪʦ ʢʘʢ ʠʤʷ ʛʦʨʷʯʝʡ ʢʣʘʚʠʰʠ, ʠ ʚ ʨʝʟʫʣʴʪʘʪʝ ʧʨʠʚʝʣʦ ʙʳ ʢ 

ʦʰʠʙʢʝ. 

ʇʨʠʤʝʯʘʥʠʝ: ʈʝʞʠʤ ʜʣʷ ʥʦʚʠʯʢʦʚ ʠ ʤʘʢʨʦʩʳ ʥʝʜʦʩʪʫʧʥʳ ʚ 

ʛʨʘʬʠʯʝʩʢʦʡ ʚʝʨʩʠʠ IDA. 

ɺ ʢʘʯʝʩʪʚʝ ʟʘʢʣʶʯʝʥʠʷ ʦʙ ʦʧʮʠʷʭ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʳʭ ʬʘʡʣʦʚ 

ʚʘʞʥʦ ʫʢʘʟʘʪʴ, ʯʪʦ ʚ ʩʣʫʯʘʝ ʦʙʥʘʨʫʞʝʥʠʷ ʦʰʠʙʦʢ ʚʦ ʚʨʝʤʷ ʧʘʨʩʠʥʛʘ, 

IDA ʤʛʥʦʚʝʥʥʦ ʟʘʚʝʨʰʘʝʪ ʨʘʙʦʪʫ ʠ ʚʳʜʘʝʪ ʩʦʦʙʱʝʥʠʝ ʦʙ ʦʰʠʙʢʝ, 

ʦʧʠʩʳʚʘʶʱʝʝ ʧʨʠʯʠʥʫ ʧʨʦʙʣʝʤʳ. ʅʝʚʦʟʤʦʞʥʦ ʟʘʧʫʩʪʠʪʴ IDA ʥʝ 

ʫʩʪʨʘʥʠʚ ʧʨʠʯʠʥʫ ʦʰʠʙʢʠ. 

1.2. ɼʦʧʦʣʥʠʪʝʣʴʥʳʝ ʦʧʮʠʠ ʢʦʥʬʠʛʫʨʘʮʠʠ IDA 

ɺ IDA ʝʩʪʴ ʦʛʨʦʤʥʦʝ ʢʦʣʠʯʝʩʪʚʦ ʜʦʧʦʣʥʠʪʝʣʴʥʳʭ ʦʧʮʠʡ, 

ʢʦʪʦʨʳʝ ʤʦʛʫʪ ʙʳʪʴ ʫʩʪʘʥʦʚʣʝʥʳ ʧʨʠ ʧʦʤʦʱʠ ʠʥʪʝʨʬʝʡʩʘ 

ʧʦʣʴʟʦʚʘʪʝʣʷ. ɼʦʧʦʣʥʠʪʝʣʴʥʳʝ ʦʧʮʠʠ IDA ʜʦʩʪʫʧʥʳ ʧʨʠ ʧʦʤʦʱʠ ʤʝʥʶ 

Options ʠ ʚ ʙʦʣʴʰʠʥʩʪʚʝ ʩʣʫʯʘʝʚ ʚʩʝ ʩʜʝʣʘʥʥʳʝ ʚʘʤʠ ʠʟʤʝʥʝʥʠʷ 

ʧʨʠʤʝʥʷʶʪʩʷ ʪʦʣʴʢʦ ʢ ʪʝʢʫʱʝʡ ʦʪʢʨʳʪʦʡ ʙʘʟʝ ʜʘʥʥʳʭ. ɿʥʘʯʝʥʠʷ ʦʧʮʠʡ 

ʩʦʭʨʘʥʷʶʪʩʷ ʚ ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʭ ʬʘʡʣʘʭ ʙʘʟ ʜʘʥʥʳʭ ʧʨʠ ʟʘʢʨʳʪʠʠ. 

ʀʩʢʣʶʯʝʥʠʷʤʠ ʷʚʣʷʶʪʩʷ ʦʧʮʠʠ ʮʚʝʪʘ (Options Ʒ Colors) ʠ ʰʨʠʬʪʘ 

(Options Ʒ Font) ð ʙʫʜʫʯʠ ʫʩʪʘʥʦʚʣʝʥʥʳʤʠ ʦʜʠʥ ʨʘʟ ʦʥʠ ʧʨʠʤʝʥʷʶʪʩʷ 

ʢʦ ʚʩʝʤ ʧʦʩʣʝʜʫʶʱʠʤ ʩʝʩʩʠʷʤ ʨʘʙʦʪʳ ʩ IDA. ɺ Windows-ʚʝʨʩʠʠ IDA 

ʟʥʘʯʝʥʠʷ ʦʧʮʠʡ ʭʨʘʥʷʪʩʷ ʚ ʨʝʝʩʪʨʝ ʚ ʢʣʶʯʝ 

HKEY_CURRENT_USER\Software\Hex-Rays\IDA. ɺ ʚʝʨʩʠʷʭ ʜʣʷ ʜʨʫʛʠʭ 

ʩʠʩʪʝʤ ʟʥʘʯʝʥʠʷ ʭʨʘʥʷʪʩʷ ʚ ʜʦʘʤʰʥʝʡ ʜʠʨʝʢʪʦʨʠʠ ʧʦʣʴʟʦʚʘʪʝʣʷ ʚ 

ʬʘʡʣʝ ʧʨʦʧʨʠʝʪʘʨʥʦʛʦ ʬʦʨʤʘʪʘ ʩ ʥʘʟʚʘʥʠʝʤ $HOME/.idapro/ida.cfd. 

ɼʨʫʛʘʷ ʯʘʩʪʴ ʠʥʬʦʨʤʘʮʠʠ ʭʨʘʥʷʱʝʡʩʷ ʚ ʨʝʝʩʪʨʝ ʦʪʥʦʩʠʪʩʷ ʢ 

ʥʘʩʪʨʦʡʢʘʤ ʜʠʘʣʦʛʦʚ, ʚ ʢʦʪʦʨʳʭ ʚʳ ʚʳʙʨʘʣʠ ʦʧʮʠʶ "Do not display this 

dialog box again". ɼʘʥʥʦʝ ʩʦʦʙʱʝʥʠʝ ʠʥʦʛʜʘ ʧʦʷʚʣʷʝʪʩʷ ʚ ʚʠʜʝ ʯʝʢʙʦʢʩʘ 

ʚ ʥʠʞʥʝʡ ʧʨʘʚʦʡ ʯʘʩʪʠ ʜʠʘʣʦʛʦʚ ʠʥʬʦʨʤʘʮʠʦʥʥʳʭ ʩʦʦʙʱʝʥʠʡ, ʧʦʢʘʟ 

ʢʦʪʦʨʳʭ ʚ ʙʫʜʫʱʝʤ ʚʳ ʤʦʞʝʪʝ ʦʪʢʣʶʯʠʪʴ.  ɺ ʩʣʫʯʘʝ ʝʩʣʠ ʚʳ ʚʳʙʝʨʝʪʝ 

ʵʪʫ ʦʧʮʠʶ, ʪʦ ʥʦʚʦʝ ʟʥʘʯʝʥʠʝ ʧʦʷʚʠʪʩʷ ʚ ʢʣʶʯʝ  

HKEY_CURRENT_USER\Software\Hex-Rays\IDA\Hidden Messages. 

ɽʩʣʠ ʚʳ ʟʘʭʦʪʠʪʝ ʦʪʤʝʥʠʪʴ ʵʪʫ ʦʧʮʠʶ, ʯʪʦʙʳ ʫʙʨʘʥʥʳʡ ʨʘʥʝʝ ʜʠʘʣʦʛ 

ʧʦʷʚʣʷʣʩʷ ʩʥʦʚʘ, ʪʦ ʚʘʤ ʥʝʦʙʭʦʜʠʤʦ ʫʜʘʣʠʪʴ ʩʦʦʪʚʝʪʩʪʚʫʶʱʝʝ 

ʟʥʘʯʝʥʠʝ ʚ ʫʢʘʟʘʥʥʦʤ ʢʣʶʯʝ ʨʝʝʩʪʨʘ. 
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1.2.1. ʎʚʝʪʘ IDA 

ʎʚʝʪ ʧʦʯʪʠ ʣʶʙʦʛʦ ʵʣʝʤʝʥʪʘ ʥʘ ʵʢʨʘʥʝ IDA ʤʦʞʝʪ ʙʳʪʴ 

ʠʟʤʝʥʝʥ ʧʨʠ ʧʦʤʦʱʠ ʜʠʘʣʦʛʘ Options Ʒ Colors, ʧʦʢʘʟʘʥʥʦʛʦ ʥʘ ʨʠʩ.1. 

 

ʈʠʩ.1. ɼʠʘʣʦʛ ʚʳʙʦʨʘ ʮʚʝʪʘ 

 

ʇʨʠ ʧʦʤʦʱʠ ʚʢʣʘʜʢʠ Disassembly ʚʳ ʤʦʞʝʪʝ ʠʟʤʝʥʷʪʴ ʮʚʝʪʘ 

ʨʘʟʣʠʯʥʳʭ ʯʘʩʪʝʡ, ʢʘʞʜʦʡ ʣʠʥʠʠ ʜʠʟʘʩʩʝʤʣʠʨʦʚʘʥʥʦʛʦ ʢʦʜʘ. ʇʨʠʤʝʨ 

ʪʦʛʦ ʢʘʢ ʚʳʛʣʷʜʷʪ ʨʘʟʣʠʯʥʳʝ ʪʠʧʳ ʪʝʢʩʪʘ ʜʠʟʘʩʩʝʤʙʣʠʨʦʚʘʥʥʦʛʦ ʢʦʜʘ 

ʦʪʦʙʨʘʞʘʝʪʩʷ ʚ ʩʧʝʮʠʘʣʴʥʦʤ ʦʢʥʝ. ʂʦʛʜʘ ʚʳ ʚʳʙʠʨʘʝʪʝ ʚ ʵʪʦʤ ʦʢʥʝ 

ʢʘʢʫʶ-ʣʠʙʦ ʯʘʩʪʴ ʩʪʨʦʢʠ, ʪʦ ʝʝ ʪʠʧ ʦʪʦʙʨʘʞʘʝʪʩʷ ʚʳʰʝ, ʚ ʧʦʣʝ. ʇʨʠ 

ʧʦʤʦʱʠ ʢʥʦʧʢʠ Change color ʚʳ ʤʦʞʝʪʝ ʥʘʟʥʘʯʠʪʴ ʣʶʙʦʡ ʯʘʩʪʠ ʪʦʪ 

ʮʚʝʪ, ʢʦʪʦʨʳʡ ʧʦʞʝʣʘʝʪʝ. 

ɼʠʘʣʦʛ ʠʟʤʝʥʝʥʠʷ ʮʚʝʪʘ ʩʦʜʝʨʞʠʪ ʚʢʣʘʜʢʠ ʜʣʷ ʥʘʟʥʘʯʝʥʠʷ 

ʮʚʝʪʦʚ ʧʘʥʝʣʠ ʥʘʚʠʛʘʮʠʠ, ʦʪʣʘʜʯʠʢʘ, ʩʪʨʝʣʦʢ ʧʝʨʝʭʦʜʦʚ 

ʨʘʩʧʦʣʦʞʝʥʥʳʭ ʩʣʝʚʘ ʦʪ ʪʝʢʩʪʘ ʜʠʟʘʩʩʝʤʙʣʠʨʦʚʘʥʥʦʛʦ ʢʦʛʜʘ, ʘ ʪʘʢʞʝ 

ʨʘʟʣʠʯʥʳʭ ʢʦʤʧʦʥʝʥʪ ʚʠʜʘ ʛʨʘʬʘ. ɽʩʣʠ ʪʦʯʥʝʝ, ʪʦ ʧʨʠ ʧʦʤʦʱʠ ʚʢʣʘʜʢʠ 

Graph ʚʳ ʤʦʞʝʪʝ ʠʟʤʝʥʷʪʴ ʮʚʝʪʘ ʫʟʣʦʚ ʛʨʘʬʘ, ʠʭ ʧʦʜʧʠʩʝʡ ʠ ʨʝʙʝʨ, 

ʢʦʪʦʨʳʝ ʩʦʝʜʠʥʷʶʪ ʢʘʞʜʫʶ ʪʦʯʢʫ, ʚ ʪʦ ʚʨʝʤʷ ʢʘʢ ʧʨʠ ʧʦʤʦʱʠ ʚʢʣʘʜʢʠ 
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Disassembly ʚʳ ʤʦʞʝʪʝ ʠʟʤʝʥʷʪʴ ʮʚʝʪʘ ʜʠʟʘʩʩʝʤʙʣʠʨʦʚʘʥʥʦʛʦ ʢʦʜʘ ʚ 

ʚʠʜʝ ʛʨʘʬʘ. ɺʦ ʚʢʣʘʜʢʝ Misc ʚʳ ʤʦʞʝʪʝ ʠʟʤʝʥʷʪʴ ʮʚʝʪʘ, ʠʩʧʦʣʴʟʫʝʤʳʝ ʚ 

ʦʢʥʘʭ ʩʦʦʙʱʝʥʠʡ IDA. 

1.2.2. ʅʘʩʪʨʦʡʢʘ ʧʘʥʝʣʝʡ ʠʥʩʪʨʫʤʝʥʪʦʚ IDA 

ɺ ʜʦʧʦʣʥʝʥʠʝ ʢ ʤʝʥʶ ʠ ʛʦʨʷʯʠʤ ʢʣʘʚʠʰʘʤ ʚ ʛʨʘʬʠʯʝʩʢʦʡ 

ʚʝʨʩʠʠ IDA ʝʩʪʴ ʙʦʣʴʰʦʝ ʢʦʣʠʯʝʩʪʚʦ ʢʥʦʧʦʢ ʨʘʩʧʦʣʦʞʝʥʥʳʭ ʥʘ ʙʦʣʝʝ 

ʯʝʤ ʜʝʩʷʪʠ ʧʘʥʝʣʷʭ ʠʥʩʪʨʫʤʝʥʪʦʚ. ʇʘʥʝʣʠ ʠʥʩʪʨʫʤʝʥʪʦʚ ʦʙʳʯʥʦ 

çʧʨʠʮʝʧʣʝʥʳè ʚ ʦʙʣʘʩʪʠ ʨʘʩʧʦʣʦʞʝʥʥʦʡ ʧʦʜ ʤʝʥʶ IDA. ʂʘʞʜʘʷ ʧʘʥʝʣʴ 

ʠʥʩʪʨʫʤʝʥʪʦʚ ʤʦʞʝʪ ʙʳʪʴ ʦʪʜʝʣʝʥʘ ʠ ʧʝʨʝʤʝʱʝʥʘ ʚ ʣʶʙʦʝ ʤʝʩʪʦ ʥʘ 

ʵʢʨʘʥʝ ʧʦ ʚʘʰʝʤʫ ʚʢʫʩʫ. ɽʩʣʠ ʢʘʢʘʷ-ʪʦ ʠʟ ʧʘʥʝʣʝʡ ʚʘʤ ʥʝ ʥʫʞʥʘ 

ʚʦʦʙʱʝ, ʪʦ ʧʨʠ ʧʦʤʦʱʠ ʤʝʥʶ View Ʒ Toolbars (ʩʤ. ʨʠʩ.1.1), ʚʳ ʤʦʞʝʪʝ 

ʫʙʨʘʪʴ ʝʝ ʩ ʵʢʨʘʥʘ. 

ɼʘʥʥʦʝ ʤʝʥʶ ʪʘʢʞʝ ʧʦʷʚʣʷʝʪʩʷ, ʚ ʩʣʫʯʘʝ ʝʩʣʠ ʚʳ ʢʣʠʢʥʠʪʝ 

ʧʨʘʚʦʡ ʢʥʦʧʢʦʡ ʤʳʰʠ ʚʥʫʪʨʠ ʦʙʣʘʩʪʠ ʨʘʩʧʦʣʦʞʝʥʥʦʡ ʧʦʜ ʛʣʘʚʥʳʤ 

ʤʝʥʶ. ʆʪʢʣʶʯʝʥʠʝ ʧʘʥʝʣʠ ʠʥʩʪʨʫʤʝʥʪʦʚ Main ʫʙʠʨʘʝʪ ʚʩʝ ʧʘʥʝʣʠ 

ʠʥʩʪʨʫʤʝʥʪʦʚ ʩ ʵʢʨʘʥʘ ʠ ʧʦʣʝʟʥʦ, ʚ ʩʣʫʯʘʝ ʝʩʣʠ ʚʘʤ ʥʝʦʙʭʦʜʠʤʦ 

ʙʦʣʴʰʝ ʧʨʦʩʪʨʘʥʩʪʚʘ ʜʣʷ ʦʢʥʘ ʩ ʜʠʟʘʩʩʝʤʙʣʠʨʦʚʘʥʥʳʤ ʢʦʜʦʤ. ʃʶʙʳʝ 

ʠʟʤʝʥʝʥʠʷ, ʢʦʪʦʨʳʝ ʚʳ ʧʨʦʠʟʚʦʜʠʪʝ ʩ ʨʘʩʧʦʣʦʞʝʥʠʝʤ ʧʘʥʝʣʝʡ 

ʠʥʩʪʨʫʤʝʥʪʦʚ, ʩʦʭʨʘʥʷʶʪʩʷ ʚ ʪʝʢʫʱʝʡ ʙʘʟʝ ʜʘʥʥʳʭ. ɽʩʣʠ ʚʳ ʦʪʢʨʦʝʪʝ 

ʜʨʫʛʫʶ ʙʘʟʫ ʜʘʥʥʳʭ, ʪʦ ʨʘʩʧʦʣʦʞʝʥʠʝ ʧʘʥʝʣʝʡ ʠʥʩʪʨʫʤʝʥʪʦʚ ʚʝʨʥʝʪʩʷ 

ʚ ʩʦʩʪʦʷʥʠʝ, ʢʦʪʦʨʦʝ ʙʳʣʦ ʫʩʪʘʥʦʚʣʝʥʦ ʧʨʠ ʩʦʭʨʘʥʝʥʠʠ ʵʪʦʡ ʙʘʟʳ 

ʜʘʥʥʳʭ. ʇʨʠ ʦʪʢʨʳʪʠʠ ʥʦʚʦʛʦ ʙʠʥʘʨʥʦʛʦ ʬʘʡʣʘ ʜʣʷ ʩʦʟʜʘʥʠʷ ʥʦʚʦʡ 

ʙʘʟʳ ʜʘʥʥʳʭ, ʨʘʩʧʦʣʦʞʝʥʠʝ ʧʘʥʝʣʝʡ ʠʥʩʪʨʫʤʝʥʪʦʚ ʚʝʨʥʝʪʩʷ ʚ 

ʨʘʩʧʦʣʦʞʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ ʥʘʩʪʨʦʡʢʘʤʠ IDA. 
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ʈʠʩ.1.1. ʄʝʥʶ ʥʘʩʪʨʦʡʢʠ ʧʘʥʝʣʠ ʠʥʩʪʨʫʤʝʥʪʦʚ. 

 

ɽʩʣʠ ʚʳ ʟʘʭʦʪʠʪʝ ʩʦʭʨʘʥʠʪʴ ʦʧʨʝʜʝʣʝʥʥʦʝ ʨʘʩʧʦʣʦʞʝʥʠʝ 

ʧʘʥʝʣʝʡ, ʠ ʩʜʝʣʘʪʴ ʝʛʦ ʠʩʧʦʣʴʟʫʝʤʳʤ ʧʦ ʫʤʦʣʯʘʥʠʶ, ʪʦ ʚʳ ʤʦʞʝʪʝ 

ʚʦʩʧʦʣʴʟʦʚʘʪʴʩʷ ʤʝʥʶ  Windows Ʒ Save Desktop, ʢʦʪʦʨʦʝ ʚʳʟʳʚʘʝʪ 

ʜʠʘʣʦʛ, ʧʨʠʚʝʜʝʥʥʳʡ ʥʘ ʨʠʩ.1.2. 

 

ʈʠʩ.1.2. ɼʠʘʣʦʛ ʩʦʭʨʘʥʝʥʠʷ ʨʘʩʧʦʣʦʞʝʥʠʷ ʵʣʝʤʝʥʪʦʚ 
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ʂʘʞʜʳʡ ʨʘʟ, ʢʦʛʜʘ ʚʳ ʩʦʭʨʘʥʷʝʪʝ ʢʦʥʬʠʛʫʨʘʮʠʶ ʨʘʙʦʯʝʛʦ 

ʦʢʥʘ, ʚʘʤ ʧʦʪʨʝʙʫʝʪʩʷ ʚʚʝʩʪʠ ʥʘʟʚʘʥʠʝ ʜʣʷ ʜʘʥʥʦʡ ʢʦʥʬʠʛʫʨʘʮʠʠ. ɺ 

ʩʣʫʯʘʝ ʝʩʣʠ ʚʳ ʦʪʤʝʪʠʪʝ ʛʘʣʦʯʢʦʡ çDefaultè, ʪʦ ʜʘʥʥʘʷ ʢʦʥʬʠʛʫʨʘʮʠʷ ʚ 

ʜʘʣʴʥʝʡʰʝʤ ʙʫʜʝʪ ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʧʦ ʫʤʦʣʯʘʥʠʶ ʚʦ ʚʩʝʭ ʥʦʚʳʭ ʙʘʟʘʭ 

ʜʘʥʥʳʭ, ʘ ʪʘʢʞʝ ʧʨʠ ʠʩʧʦʣʴʟʦʚʘʥʠʠ ʩʙʨʦʩʘ ʥʘʩʪʨʦʝʢ ʨʘʙʦʯʝʛʦ ʦʢʥʘ 

Windows Ʒ Reset desktop. ɼʣʷ ʪʦʛʦ ʯʪʦʙʳ ʟʘʛʨʫʟʠʪʴ ʦʜʥʫ ʠʟ 

ʢʦʥʬʠʛʫʨʘʮʠʡ, ʩʦʭʨʘʥʝʥʥʳʭ ʚʘʤʠ ʨʘʥʝʝ, ʚʦʩʧʦʣʴʟʫʡʪʝʩʴ ʤʝʥʶ  

Windows Ʒ Load Desktop ʠ ʚʳʙʝʨʠʪʝ ʥʫʞʥʫʶ ʢʦʥʬʠʛʫʨʘʮʠʶ. 

ʉʦʭʨʘʥʝʥʠʝ ʠ ʟʘʛʨʫʟʢʘ ʢʦʥʬʠʛʫʨʘʮʠʡ ʨʘʙʦʯʝʛʦ ʦʢʥʘ ʧʦʣʝʟʥʦ, ʚ ʩʣʫʯʘʝ 

ʝʩʣʠ ʚʳ ʠʩʧʦʣʴʟʫʝʪʝ ʥʝʩʢʦʣʴʢʦ ʤʦʥʠʪʦʨʦʚ ʨʘʟʣʠʯʥʦʛʦ ʨʘʟʤʝʨʘ ʠʣʠ ʩ 

ʨʘʟʣʠʯʥʳʤʠ ʨʘʟʨʝʰʝʥʠʷʤʠ (ʥʘʧʨʠʤʝʨ, ʧʨʠ ʧʦʜʢʣʶʯʝʥʠʠ ʤʦʥʠʪʦʨʘ ʢ 

ʥʦʫʪʙʫʢʫ ʠʣʠ ʧʨʠ ʠʩʧʦʣʴʟʦʚʘʥʠʠ ʧʨʦʝʢʪʦʨʘ). 

 

 

ɻʃɸɺɸ 2. ʈɸʉʇʆɿʅɸɺɸʅʀɽ ɹʀɹʃʀʆʊɽʂ ʇʈʀ 

ʇʆʄʆʑʀ     ʉʀɻʅɸʊʋʈ FLIRT  

 

ʉ ʜʘʥʥʦʛʦ ʤʦʤʝʥʪʘ ʤʳ ʧʝʨʝʡʜʝʤ ʢ ʫʛʣʫʙʣʝʥʥʦʤʫ ʠʟʫʯʝʥʠʶ 

ʚʦʟʤʦʞʥʦʩʪʝʡ IDA ʠ ʨʘʟʙʝʨʝʤʩʷ, ʯʪʦ ʞʝ ʜʝʣʘʪʴ ʧʦʩʣʝ ʩʦʦʙʱʝʥʠʷ "The 

initial autoanalysis has been finished". ɺ ʜʘʥʥʦʡ ʛʣʘʚʝ ʤʳ ʦʙʩʫʜʠʤ 

ʨʘʟʣʠʯʥʳʝ ʤʝʪʦʜʳ ʜʣʷ ʨʘʩʧʦʟʥʘʚʘʥʠʷ ʩʪʘʥʜʘʨʪʥʳʭ ʢʦʜʦʚʳʭ 

ʧʦʩʣʝʜʦʚʘʪʝʣʴʥʦʩʪʝʡ, ʪʘʢʠʭ ʢʘʢ ʢʦʜ ʙʠʙʣʠʦʪʝʢ ʩʦʜʝʨʞʘʱʠʡʩʷ ʚ 

ʩʪʘʪʠʯʝʩʢʠ ʩʚʷʟʘʥʥʳʭ ʙʠʥʘʨʥʳʭ ʬʘʡʣʘʭ ʠʣʠ ʩʪʘʥʜʘʨʪʥʦʡ 

ʠʥʠʮʠʘʣʠʟʘʮʠʠ, ʘ ʪʘʢʞʝ ʚʩʧʦʤʦʛʘʪʝʣʴʥʳʭ ʬʫʥʢʮʠʡ ʜʦʙʘʚʣʷʝʤʳʭ 

ʢʦʤʧʠʣʷʪʦʨʘʤʠ. 

ʂʦʛʜʘ ʚʳ ʩʦʙʠʨʘʝʪʝʩʴ ʧʨʠʩʪʫʧʠʪʴ ʢ ʨʝʚʝʨʩ-ʠʥʞʠʥʠʨʠʥʛʫ 

ʙʠʥʘʨʥʦʛʦ ʬʘʡʣʘ, ʪʦ ʚʘʤ ʚʨʷʜ ʣʠ ʟʘʭʦʯʝʪʩʷ ʟʘʥʠʤʘʪʴʩʷ ʪʘʢʞʝ ʠ ʨʝʚʝʨʩ-

ʠʥʞʠʥʠʨʠʥʛʦʤ ʙʠʙʣʠʦʪʝʯʥʳʭ ʬʫʥʢʮʠʡ, ʧʦʪʦʤʫ ʯʪʦ ʛʦʨʘʟʜʦ ʧʨʦʱʝ 

ʨʘʟʦʙʨʘʪʴʩʷ ʩ ʠʭ ʨʘʙʦʪʦʡ ʧʫʪʝʤ ʯʪʝʥʠʷ ʨʫʢʦʚʦʜʩʪʚ, ʧʨʦʩʤʦʪʨʘ 

ʠʩʭʦʜʥʦʛʦ ʢʦʜʘ ʠʣʠ ʜʘʞʝ ʧʦʠʩʢʘ ʚ ʠʥʪʝʨʥʝʪʝ. ɽʜʠʥʩʪʚʝʥʥʦʡ ʧʨʦʙʣʝʤʦʡ 

ʷʚʣʷʝʪʩʷ ʪʦ, ʯʪʦ ʚ ʙʠʥʘʨʥʳʭ ʬʘʡʣʘʭ ʩʦ ʩʪʘʪʠʯʝʩʢʠʤ ʩʚʷʟʳʚʘʥʠʝʤ 

ʛʨʘʥʠʮʘ ʤʝʞʜʫ ʢʦʜʦʤ ʧʨʠʣʦʞʝʥʠʷ ʠ ʢʦʜʦʤ ʙʠʙʣʠʦʪʝʢʠ ʨʘʟʤʳʪʘ ʠʟ-ʟʘ 

ʪʦʛʦ ʯʪʦ ʦʥʠ ʦʙʲʝʜʠʥʝʥʳ ʚ ʦʜʠʥ ʤʦʥʦʣʠʪʥʳʡ ʠʩʧʦʣʥʷʝʤʳʡ ʬʘʡʣ. ʂ 

ʩʯʘʩʪʴʶ, ʚ IDA ʝʩʪʴ ʠʥʩʪʨʫʤʝʥʪʳ ʜʣʷ ʨʘʩʧʦʟʥʘʚʘʥʠʷ ʠ ʚʳʜʝʣʝʥʠʷ 

ʙʠʙʣʠʦʪʝʯʥʦʛʦ ʢʦʜʘ, ʙʣʘʛʦʜʘʨʷ ʠʤ ʤʳ ʤʦʞʝʤ ʩʦʩʨʝʜʦʪʦʯʠʪʴʩʷ ʥʘ 

ʫʥʠʢʘʣʴʥʦʤ ʢʦʜʝ ʚʥʫʪʨʠ ʧʨʠʣʦʞʝʥʠʷ. 

2.1. ʊʝʭʥʦʣʦʛʠʷ ʙʳʩʪʨʦʛʦ ʦʧʨʝʜʝʣʝʥʠʷ ʠ ʨʘʩʧʦʟʥʘʚʘʥʠʷ ʙʠʙʣʠʦʪʝʢ 

(Fast Library Identification and Recognition Technology) 

ɼʣʷ ʨʘʩʧʦʟʥʘʚʘʥʠʷ ʧʦʩʣʝʜʦʚʘʪʝʣʴʥʦʩʪʝʡ ʢʦʜʘ ʙʠʙʣʠʦʪʝʢ ʚ 

IDA ʠʩʧʦʣʴʟʫʝʪʩʷ ʪʝʭʥʦʣʦʛʠʷ ʙʳʩʪʨʦʡ ʠʜʝʥʪʠʬʠʢʘʮʠʠ ʠ ʨʘʩʧʦʟʥʘʚʘʥʠʷ 
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ʙʠʙʣʠʦʪʝʢ, ʙʦʣʝʝ ʠʟʚʝʩʪʥʘʷ ʢʘʢ FLIRT. ɺ ʦʩʥʦʚʝ FLIRT ʣʝʞʘʪ 

ʘʣʛʦʨʠʪʤʳ ʩʨʘʚʥʝʥʠʷ ʰʘʙʣʦʥʦʚ, ʢʦʪʦʨʳʝ ʧʦʟʚʦʣʷʶʪ IDA ʙʳʩʪʨʦ 

ʦʧʨʝʜʝʣʷʪʴ, ʢʘʢʠʝ ʠʟ ʜʠʟʘʩʩʝʤʙʣʠʨʦʚʘʥʥʳʭ ʬʫʥʢʮʠʡ ʩʦʚʧʘʜʘʶʪ ʩ 

ʠʟʚʝʩʪʥʳʤʠ ʩʠʛʥʘʪʫʨʘʤʠ. ʌʘʡʣʳ ʩʠʛʥʘʪʫʨ, ʢʦʪʦʨʳʝ ʧʦʩʪʘʚʣʷʶʪʩʷ 

ʚʤʝʩʪʝ ʩ IDA, ʭʨʘʥʷʪʩʷ ʚ ʧʘʧʢʝ <IDADIR>/sig. ɹʦʣʴʰʘʷ ʯʘʩʪʴ ð ʵʪʦ 

ʩʠʛʥʘʪʫʨʳ ʙʠʙʣʠʦʪʝʢ, ʢʦʪʦʨʳʝ ʧʦʩʪʘʚʣʷʶʪʩʷ ʩ ʨʘʩʧʨʦʩʪʨʘʥʝʥʥʳʤʠ 

Windows-ʢʦʤʧʠʣʷʪʦʨʘʤʠ, ʭʦʪʷ ʪʘʢʞʝ ʧʨʠʩʫʪʩʪʚʫʶʪ ʩʠʛʥʘʪʫʨʳ ʠ ʠʟ 

ʜʨʫʛʠʭ ʆʉ. 

ʌʘʡʣʳ ʩʠʛʥʘʪʫʨ ʭʨʘʥʷʪʩʷ ʚ ʦʩʦʙʦʤ ʬʦʨʤʘʪʝ, ʚ ʢʦʪʦʨʦʤ 

ʙʦʣʴʰʘʷ ʯʘʩʪʴ ʜʘʥʥʳʭ ʷʚʣʷʝʪʩʷ ʩʞʘʪʦʡ ʠ ʦʙʝʨʥʫʪʦʡ ʚ ʩʧʝʮʠʘʣʴʥʳʡ 

ʟʘʛʦʣʦʚʦʢ IDA. ɺ ʙʦʣʴʰʠʥʩʪʚʝ ʩʣʫʯʘʝʚ ʥʘʟʚʘʥʠʝ ʬʘʡʣʘ ʩʠʛʥʘʪʫʨ ʥʝ 

ʧʦʣʥʦʩʪʴʶ ʦʪʨʘʞʘʝʪ, ʜʣʷ ʢʘʢʦʡ ʢʦʥʢʨʝʪʥʦ ʙʠʙʣʠʦʪʝʢʠ ʦʥ ʙʳʣ 

ʩʛʝʥʝʨʠʨʦʚʘʥ. ɺ ʟʘʚʠʩʠʤʦʩʪʠ ʦʪ ʩʧʦʩʦʙʘ ʩʦʟʜʘʥʠʷ, ʚ ʥʝʢʦʪʦʨʳʭ ʬʘʡʣʘʭ 

ʩʠʛʥʘʪʫʨ ʤʦʞʝʪ ʩʦʜʝʨʞʘʪʴʩʷ ʢʦʤʤʝʥʪʘʨʠʡ ʩ ʠʤʝʥʝʤ ʙʠʙʣʠʦʪʝʢʠ. ɽʩʣʠ 

ʧʦʩʤʦʪʨʝʪʴ ʥʘ ʥʝʩʢʦʣʴʢʦ ʧʝʨʚʳʭ ʩʪʨʦʢ ASCII-ʩʦʜʝʨʞʠʤʦʛʦ ʬʘʡʣʘ 

ʩʠʛʥʘʪʫʨ, ʪʦ ʯʘʱʝ ʚʩʝʛʦ ʤʦʞʥʦ ʦʙʥʘʨʫʞʠʪʴ ʧʦʜʦʙʥʳʡ ʢʦʤʤʝʥʪʘʨʠʡ. 

ʉʣʝʜʫʶʱʘʷ Unix-ʧʦʜʦʙʥʘʷ ʢʦʤʘʥʜʘ ʧʦʟʚʦʣʷʝʪ ʦʙʥʘʨʫʞʠʪʴ 

ʢʦʤʤʝʥʪʘʨʠʡ ʚʦ ʚʪʦʨʦʡ ʠʣʠ ʪʨʝʪʴʝʡ ʩʪʨʦʢʝ ʚʳʚʦʜʘ: 

ɺ IDA ʩʫʱʝʩʪʚʫʝʪ ʜʚʘ ʩʧʦʩʦʙʘ ʧʨʦʩʤʦʪʨʝʪʴ ʢʦʤʤʝʥʪʘʨʠʠ, 

ʩʚʷʟʘʥʥʳʝ ʩ ʬʘʡʣʘʤʠ ʩʠʛʥʘʪʫʨ. ʇʝʨʚʳʡ ʩʧʦʩʦʙ - ʚʳ ʤʦʞʝʪʝ ʦʪʢʨʳʪʴ 

ʩʧʠʩʦʢ ʩʠʛʥʘʪʫʨ, ʧʨʠʤʝʥʝʥʥʳʭ ʢ ʙʠʥʘʨʥʦʤʫ ʬʘʡʣʫ ʯʝʨʝʟ ʤʝʥʶ View Ʒ 

Open Subviews Ʒ Signatures. ɺʪʦʨʦʡ ʩʧʦʩʦʙ ð ʚʳ ʤʦʞʝʪʝ ʧʨʦʩʤʦʪʨʝʪʴ 

ʠʭ ʚʦ ʚʨʝʤʷ ʧʨʦʮʝʩʩʘ ʨʫʯʥʦʛʦ ʧʨʠʤʝʥʝʥʠʷ ʩʠʛʥʘʪʫʨ, ʢʦʪʦʨʳʡ 

ʟʘʧʫʩʢʘʝʪʩʷ ʧʨʠ ʧʦʤʦʱʠ ʤʝʥʶ File Ʒ Load File Ʒ FLIRT Signature File. 

2.2. ʇʨʠʤʝʥʝʥʠʝ ʩʠʛʥʘʪʫʨ FLIRT 

ɺʦ ʚʨʝʤʷ ʧʝʨʚʦʛʦ ʦʪʢʨʳʪʠʷ ʙʠʥʘʨʥʦʛʦ ʬʘʡʣʘ IDA ʧʳʪʘʝʪʩʷ 

ʧʨʠʤʝʥʠʪʴ ʩʧʝʮʠʘʣʴʥʳʝ ʬʘʡʣʳ ʩʠʛʥʘʪʫʨ, ʥʘʟʥʘʯʝʥʥʳʭ ʢʘʢ ʩʠʛʥʘʪʫʨʳ 

ʟʘʧʫʩʢʘ (startup signature), ʢ ʪʦʯʢʝ ʚʭʦʜʘ ʙʠʥʘʨʥʦʛʦ ʬʘʡʣʘ. ɺ 

ʜʝʡʩʪʚʠʪʝʣʴʥʦʩʪʠ ʧʨʦʠʩʭʦʜʠʪ ʪʘʢ, ʯʪʦ ʪʦʯʢʠ ʚʭʦʜʘ, ʩʦʟʜʘʚʘʝʤʳʝ 

ʨʘʟʥʳʤʠ ʢʦʤʧʠʣʷʪʦʨʘʤʠ, ʩʫʱʝʩʪʚʝʥʥʦ ʦʪʣʠʯʘʶʪʩʷ, ʧʦʵʪʦʤʫ 

ʦʧʨʝʜʝʣʝʥʠʝ ʧʦʜʭʦʜʷʱʝʡ ʪʦʯʢʠ ʚʭʦʜʘ ʧʦʣʝʟʥʦ ʜʣʷ ʦʧʨʝʜʝʣʝʥʠʷ 

ʢʦʤʧʠʣʷʪʦʨʘ, ʢʦʪʦʨʳʡ ʠʩʧʦʣʴʟʦʚʘʣʩʷ ʜʣʷ ʩʦʟʜʘʥʠʷ ʜʘʥʥʦʛʦ ʙʠʥʘʨʥʦʛʦ 

ʬʘʡʣʘ. 

ʅʘʧʦʤʠʥʘʝʤ, ʯʪʦ ʪʦʯʢʘ ʚʭʦʜʘ ʧʨʦʛʨʘʤʤʳ ʵʪʦ ʘʜʨʝʩ 

ʠʥʩʪʨʫʢʮʠʠ, ʢʦʪʦʨʘʷ ʙʫʜʝʪ ʚʳʧʦʣʥʝʥʘ ʧʝʨʚʦʡ. ʄʥʦʞʝʩʪʚʦ C-

ʧʨʦʛʨʘʤʤʠʩʪʦʚ ʦʰʠʙʦʯʥʦ ʩʯʠʪʘʶʪ, ʯʪʦ ʵʪʦ ʘʜʨʝʩ ʬʫʥʢʮʠʠ main, ʥʦ ʵʪʦ 

ʥʝ ʪʘʢ. ʂʘʢ ʧʨʦʛʨʘʤʤʘ ʧʨʠʥʠʤʘʝʪ ʘʨʛʫʤʝʥʪʳ ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʠ, 

ʟʘʚʠʩʠʪ ʦʪ ʪʠʧʘ ʬʘʡʣʘ ʧʨʦʛʨʘʤʤʳ, ʘ ʥʝ ʦʪ ʷʟʳʢʘ ʝʝ ʨʘʟʨʘʙʦʪʢʠ. ɼʣʷ ʪʦʛʦ 

ʯʪʦʙʳ ʧʨʦʛʨʘʤʤʘ ʤʦʛʣʘ ʧʦʣʫʯʠʪʴ ʘʨʛʫʤʝʥʪʳ, ʥʝʩʤʦʪʨʷ ʥʘ ʨʘʟʣʠʯʠʷ ʚ 

ʤʝʪʦʜʝ ʠʭ ʧʝʨʝʜʘʯʠ ʟʘʛʨʫʟʯʠʢʦʤ ʠ  ʬʦʨʤʝ ʚ ʢʦʪʦʨʦʡ ʠʭ ʦʞʠʜʘʝʪ 
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ʧʨʦʛʨʘʤʤʘ, ʜʦʣʞʥʘ ʙʳʪʴ ʚʳʧʦʣʥʝʥʘ ʥʝʢʦʪʦʨʘʷ ʠʥʠʮʠʘʣʠʟʘʮʠʷ, ʢʦʜ 

ʢʦʪʦʨʦʡ ʟʘʧʫʩʢʘʝʪʩʷ ʜʦ ʧʝʨʝʜʘʯʠ ʫʧʨʘʚʣʝʥʠʷ ʬʫʥʢʮʠʠ main. ʀʤʝʥʥʦ 

ʵʪʘ ʠʥʠʮʠʘʣʠʟʘʮʠʷ ʥʘʟʥʘʯʘʝʪʩʷ ʢʘʢ ʪʦʯʢʘ ʚʭʦʜʘ ʧʨʦʛʨʘʤʤʳ ʠ 

ʥʘʟʳʚʘʝʪʩʷ _start. 

ʂʦʜ ʠʥʠʮʠʘʣʠʟʘʮʠʠ ʪʘʢʞʝ ʦʪʚʝʯʘʝʪ ʟʘ ʣʶʙʳʝ ʟʘʜʘʯʠ, ʢʦʪʦʨʳʝ 

ʜʦʣʞʥʳ ʙʳʪʴ ʚʳʧʦʣʥʝʥʳ ʜʦ ʟʘʧʫʩʢʘ main. ɺ ʧʨʦʛʨʘʤʤʘʭ, ʥʘʧʠʩʘʥʥʳʭ 

ʥʘ ʷʟʳʢʝ C++, ʵʪʦʪ ʢʦʜ ʦʪʚʝʯʘʝʪ ʟʘ ʧʨʦʚʝʨʢʫ ʪʦʛʦ, ʯʪʦ ʢʦʥʩʪʨʫʢʪʦʨʳ 

ʛʣʦʙʘʣʴʥʦ ʦʧʨʝʜʝʣʝʥʥʳʭ ʦʙʲʝʢʪʦʚ ʚʳʟʳʚʘʶʪʩʷ ʜʦ ʟʘʧʫʩʢʘ main. 

ɸʥʘʣʦʛʠʯʥʦ ʚʳʟʳʚʘʝʪʩʷ ʢʦʜ ʦʯʠʩʪʢʠ, ʧʦʩʣʝ ʟʘʚʝʨʰʝʥʠʷ ʬʫʥʢʮʠʠ 

mainʜʣʷ ʪʦʛʦ, ʯʪʦʙʳ ʚʳʟʚʘʪʴ ʜʝʩʪʨʫʢʪʦʨʳ ʜʣʷ ʛʣʦʙʘʣʴʥʳʭ ʦʙʲʝʢʪʦʚ ʜʦ 

ʟʘʚʝʨʰʝʥʠʷ ʧʨʦʛʨʘʤʤʳ 

ɽʩʣʠ IDA ʫʜʘʝʪʩʷ, ʦʧʨʝʜʝʣʠʪʴ ʢʘʢʦʡ ʢʦʤʧʠʣʷʪʦʨ, 

ʠʩʧʦʣʴʟʦʚʘʣʩʷ ʜʣʷ ʩʦʟʜʘʥʠʷ ʦʧʨʝʜʝʣʝʥʥʦʛʦ ʙʠʥʘʨʥʦʛʦ ʬʘʡʣʘ, ʪʦ 

ʟʘʛʨʫʞʘʶʪʩʷ ʦʧʨʝʜʝʣʝʥʥʳʝ ʬʘʡʣʳ ʩʠʛʥʘʪʫʨ ʜʣʷ ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʭ 

ʙʠʙʣʠʦʪʝʢ ʢʦʤʧʠʣʷʪʦʨʘ ʠ ʜʘʣʝʝ ʧʨʠʤʝʥʷʶʪʩʷ ʢ ʙʠʥʘʨʥʦʤʫ ʬʘʡʣʫ. 

ʉʠʛʥʘʪʫʨʳ, ʢʦʪʦʨʳʝ ʧʦʩʪʘʚʣʷʶʪʩʷ ʚʤʝʩʪʝ ʩ IDA, ʦʙʳʯʥʦ ʦʪʥʦʩʷʪʩʷ ʢ 

ʧʨʦʧʨʠʝʪʘʨʥʳʤ ʢʦʤʧʠʣʷʪʦʨʘʤ, ʪʘʢʠʤ ʢʘʢ Microsoft Visual C++ ʠʣʠ 

Borland Delphi. ʊʘʢʦʡ ʚʳʙʦʨ ʦʙʫʩʣʦʚʣʝʥ ʪʝʤ, ʯʪʦ ʩ ʜʘʥʥʳʤʠ 

ʢʦʤʧʠʣʷʪʦʨʘʤʠ ʧʦʩʪʘʚʣʷʝʪʩʷ ʙʦʣʴʰʦʝ ʢʦʣʠʯʝʩʪʚʦ ʙʠʙʣʠʦʪʝʢ. ɺ ʩʣʫʯʘʝ 

ʩʦ ʩʚʦʙʦʜʥʦ ʨʘʩʧʨʦʩʪʨʘʥʷʝʤʳʤʠ ʢʦʤʧʠʣʷʪʦʨʘʤʠ, ʪʘʢʠʤʠ ʢʘʢ GNU gcc, 

ʧʨʦʙʣʝʤʘ ʚ ʪʦʤ, ʯʪʦ ʩʫʱʝʩʪʚʫʝʪ ʩʣʠʰʢʦʤ ʤʥʦʛʦ ʨʘʟʣʠʯʥʳʭ ʚʝʨʩʠʝʡ 

ʙʠʙʣʠʦʪʝʢ, ʪʘʢʞʝ ʢʘʢ ʤʥʦʛʦ ʠ ʦʧʝʨʘʮʠʦʥʥʳʭ ʩʠʩʪʝʤ ʩ ʢʦʪʦʨʳʤʠ 

ʧʦʩʪʘʚʣʷʝʪʩʷ ʢʦʤʧʠʣʷʪʦʨ. ʅʘʧʨʠʤʝʨ, ʢʘʞʜʘʷ ʚʝʨʩʠʷ FreeBSD 

ʧʦʩʪʘʚʣʷʝʪʩʷ ʚʤʝʩʪʝ ʩ ʫʥʠʢʘʣʴʥʦʡ ʚʝʨʩʠʝʡ ʩʪʘʥʜʘʨʪʥʦʡ ʙʠʙʣʠʦʪʝʢʠ C. 

ɼʣʷ ʪʦʛʦ, ʯʪʦʙʳ ʦʧʨʝʜʝʣʝʥʠʝ ʨʘʙʦʪʘʣʦ, ʥʝʦʙʭʦʜʠʤʦ ʩʦʟʜʘʚʘʪʴ ʬʘʡʣʳ 

ʩʠʛʥʘʪʫʨ ʜʣʷ ʢʘʞʜʦʡ ʚʝʨʩʠʠ ʙʠʙʣʠʦʪʝʢʠ. ʋʯʠʪʳʚʘʷ ʪʦ ʢʦʣʠʯʝʩʪʚʦ 

ʨʘʟʣʠʯʥʳʭ ʚʝʨʩʠʡ libc.a, ʢʦʪʦʨʳʝ ʧʦʩʪʘʚʣʷʶʪʩʷ ʚʤʝʩʪʝ ʩ ʨʘʟʣʠʯʥʳʤʠ 

ʜʠʩʪʨʠʙʫʪʠʚʘʤʠ Linux, ʵʪʦ ʙʳʣʦ ʙʳ ʧʨʦʩʪʦ ʥʝ ʧʨʘʢʪʠʯʥʦ. ʆʪʯʘʩʪʠ 

ʧʨʦʙʣʝʤʘ ʚ ʠʟʤʝʥʝʥʠʷʭ ʠʩʭʦʜʥʦʛʦ ʢʦʜʘ ʙʠʙʣʠʦʪʝʢ, ʯʪʦ ʧʨʠʚʦʜʠʪ ʢ 

ʧʦʣʫʯʝʥʠʶ ʠʥʦʛʦ ʩʢʦʤʧʠʣʠʨʦʚʘʥʥʦʛʦ ʢʦʜʘ, ʥʦ ʪʘʢʞʝ ʦʛʨʦʤʥʦʝ 

ʢʦʣʠʯʝʩʪʚʦ ʨʘʟʣʠʯʠʡ ʧʦʣʫʯʘʝʪʩʷ ʚʩʣʝʜʩʪʚʠʝ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʨʘʟʣʠʯʥʳʭ 

ʦʧʮʠʡ ʦʧʪʠʤʠʟʘʮʠʠ ʠ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʨʘʟʣʠʯʥʳʭ ʚʝʨʩʠʡ ʢʦʤʧʠʣʷʪʦʨʦʚ. 

ʀʟ-ʟʘ ʚʳʰʝʧʝʨʝʯʠʩʣʝʥʥʦʛʦIDA ʧʦʩʪʘʚʣʷʝʪʩʷ ʩ ʦʯʝʥʴ ʤʘʣʳʤ ʥʘʙʦʨʦʤ 

ʩʠʛʥʘʪʫʨ ʙʠʙʣʠʦʪʝʢ ʜʣʷ ʩʚʦʙʦʜʥʦ ʨʘʩʧʨʦʩʪʨʘʥʷʝʤʳʭ ʢʦʤʧʠʣʷʪʦʨʦʚ. ʅʦ 

ʝʩʪʴ ʠ ʭʦʨʦʰʠʝ ʥʦʚʦʩʪʠ ð ʚ ʩʢʦʨʦʤ ʚʨʝʤʝʥʠ ʚʳ ʫʚʠʜʠʪʝ, ʯʪʦ Hex-Rays 

ʜʝʣʘʝʪ ʜʦʩʪʫʧʥʳʤʠ ʠʥʩʪʨʫʤʝʥʪʳ ʜʣʷ ʩʘʤʦʩʪʦʷʪʝʣʴʥʦʛʦ ʩʦʟʜʘʥʠʷ 

ʩʠʛʥʘʪʫʨ ʠʟ ʩʪʘʪʠʯʝʩʢʠʭ ʙʠʙʣʠʦʪʝʢ. 

ʀʪʘʢ, ʚ ʢʘʢʠʭ ʞʝ ʚʩʝ-ʪʘʢʠ ʩʣʫʯʘʝʭ ʚʘʤ ʤʦʞʝʪ ʧʦʪʨʝʙʦʚʘʪʴʩʷ 

ʩʘʤʦʩʪʦʷʪʝʣʴʥʦ ʧʨʠʤʝʥʷʪʴ ʩʠʛʥʘʪʫʨʳ ʢ ʦʜʥʦʡ ʠʟ ʩʚʦʠʭ ʙʘʟ ʜʘʥʥʳʭ? 

ʆʙʳʯʥʦ IDA ʜʦʩʪʘʪʦʯʥʦ ʪʦʯʥʦ ʦʧʨʝʜʝʣʷʝʪ ʠʩʧʦʣʴʟʦʚʘʥʥʳʡ ʜʣʷ 

ʩʦʟʜʘʥʠʷ ʙʠʥʘʨʥʦʛʦ ʬʘʡʣʘ ʢʦʤʧʠʣʷʪʦʨ, ʦʜʥʘʢʦ ʩʠʛʥʘʪʫʨʳ ʜʣʷ ʥʝʛʦ 

ʤʦʛʫʪ ʦʪʩʫʪʩʪʚʦʚʘʪʴ. ɺ ʪʘʢʦʤ ʩʣʫʯʘʝ, ʫ ʚʘʩ ʝʩʪʴ ʚʳʙʦʨ ʣʠʙʦ ʦʙʦʡʪʠʩʴ 
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ʙʝʟ ʥʠʭ ʚʦʦʙʱʝ, ʣʠʙʦ ʥʘʡʪʠ ʚʝʨʩʠʶ ʩʪʘʪʠʯʝʩʢʦʡ ʙʠʙʣʠʦʪʝʢʠ, ʢʦʪʦʨʘʷ 

ʠʩʧʦʣʴʟʦʚʘʣʘʩʴ ʧʨʠ ʩʦʟʜʘʥʠʠ ʙʠʥʘʨʥʦʛʦ ʬʘʡʣʘ, ʠ ʩʦʟʜʘʪʴ ʩʦʙʩʪʚʝʥʥʳʝ 

ʩʠʛʥʘʪʫʨʳ. ɼʨʫʛʦʡ ʩʣʫʯʘʡ ð ʢʦʛʜʘ IDA ʥʝ ʫʜʘʣʦʩʴ ʦʧʨʝʜʝʣʠʪʴ 

ʢʦʤʧʠʣʷʪʦʨ, ʘ,ʩʣʝʜʦʚʘʪʝʣʴʥʦ, ʥʝʚʦʟʤʦʞʥʦ ʚʳʙʨʘʪʴ ʢʘʢʠʝ ʩʠʛʥʘʪʫʨʳ 

ʠʩʧʦʣʴʟʦʚʘʪʴ. ʕʪʦ ʯʘʩʪʦ ʤʦʞʝʪ ʚʩʪʨʝʯʘʪʴʩʷ ʚ ʩʠʪʫʘʮʠʷʭ, ʢʦʛʜʘ ʚʳ 

ʨʘʙʦʪʘʝʪʝ ʩ ʦʙʬʫʩʮʠʨʦʚʘʥʥʳʤ ʢʦʜʦʤ, ʚ ʢʦʪʦʨʦʤ ʧʨʦʮʝʜʫʨʘ ʟʘʧʫʩʢʘ 

ʙʳʣʘ ʩʫʱʝʩʪʚʝʥʥʦ ʠʟʤʝʥʝʥʘ ʜʣʷ ʪʦʛʦ, ʯʪʦʙʳ ʧʨʝʜʦʪʚʨʘʪʠʪʴ 

ʦʧʨʝʜʝʣʝʥʠʝ ʢʦʤʧʠʣʷʪʦʨʘ. ɺ ʧʦʜʦʙʥʦʤ ʩʣʫʯʘʝ ʧʝʨʚʦʝ, ʯʪʦ ʩʪʦʠʪ 

ʩʜʝʣʘʪʴ ð ʠʩʧʦʣʴʟʦʚʘʪʴ ʜʝ-ʦʙʬʫʩʢʘʪʦʨ, ʤʦʞʝʪ ʙʳʪʴ, ʚ ʪʘʢʦʤ ʩʣʫʯʘʝ 

ʧʦʷʚʠʪʩʷ ʚʦʟʤʦʞʥʦʩʪʴ ʥʘʡʪʠ ʧʦʜʭʦʜʷʱʠʝ ʩʠʛʥʘʪʫʨʳ.  

ɺ ʣʶʙʦʤ ʩʣʫʯʘʝ, ʚʳ ʤʦʞʝʪʝ ʟʘʛʨʫʟʠʪʴ ʩʠʛʥʘʪʫʨʳ ʚʨʫʯʥʫʶ ʧʨʠ 

ʧʦʤʦʱʠ ʤʝʥʶ  File Ʒ Load FileƷ FLIRT Signature File, ʢʦʪʦʨʦʝ ʚʳʟʦʚʝʪ 

ʜʠʘʣʦʛ ʚʳʙʦʨʘ ʩʠʛʥʘʪʫʨʳ, ʧʦʢʘʟʘʥʥʳʡ ʥʘ ʨʠʩ.2. 

 

ʈʠʩ.2. ɺʳʙʦʨ FLIRT ʩʠʛʥʘʪʫʨ. 

 

ɺ ʩʪʦʣʙʮʝ File ʥʘʭʦʜʷʪʩʷ ʠʤʝʥʘ ʚʩʝʭ ʬʘʡʣʦʚ ʩ ʨʘʩʰʠʨʝʥʠʝʤ 

.sig, ʥʘʭʦʜʷʱʠʭʩʷ ʚ ʜʠʨʝʢʪʦʨʠʠ <IDADIR>/sig. ɿʘʤʝʪʠʤ, ʯʪʦ ʥʝʪ 

ʥʝʦʙʭʦʜʠʤʦʩʪʠ ʫʢʘʟʳʚʘʪʴ ʜʦʧʦʣʥʠʪʝʣʴʥʳʝ ʧʫʪʠ ʜʣʷ ʩʠʛʥʘʪʫʨ. ɽʩʣʠ ʚʳ 

ʢʦʛʜʘ-ʥʠʙʫʜʴ ʩʦʟʜʘʜʠʪʝ ʩʚʦʠ ʩʠʛʥʘʪʫʨʳ, ʪʦ ʚʘʤ ʩʪʦʠʪ ʧʨʦʩʪʦ ʧʦʤʝʩʪʠʪʴ 

ʠʭ ʚ <IDADIR>/sig ʚʤʝʩʪʝ ʩ ʦʩʪʘʣʴʥʳʤʠ .sig-ʬʘʡʣʘʤʠ. ʉʪʦʣʙʝʮ Library 

name ʦʪʦʙʨʘʞʘʝʪ ʥʘʟʚʘʥʠʝ ʙʠʙʣʠʦʪʝʢʠ, ʢʦʪʦʨʦʝ ʭʨʘʥʠʪʩʷ ʚ ʢʘʞʜʦʤ 

ʬʘʡʣʝ ʩʠʛʥʘʪʫʨ. ʋʯʪʠʪʝ, ʯʪʦ ʜʘʥʥʦʝ ʟʥʘʯʝʥʠʝ ʟʘʜʘʝʪʩʷ ʩʦʟʜʘʪʝʣʝʤ 

ʬʘʡʣʘ ʩʠʛʥʘʪʫʨ (ʘ ʠʤ ʤʦʞʝʪʝ ʙʳʪʴ ʠ ʚʳ!) ʧʦ ʝʛʦ ʞʝʣʘʥʠʶ. 

ʂʦʛʜʘ ʚʳ ʚʳʙʠʨʘʝʪʝ ʤʦʜʫʣʴ ʙʠʙʣʠʦʪʝʢʠ, 

ʩʠʛʥʘʪʫʨʳʩʦʜʝʨʞʘʱʠʝʩʷ ʚ ʩʦʦʪʚʝʪʩʪʚʫʶʱʝʤ .sig-ʬʘʡʣʝ ʟʘʛʨʫʞʘʶʪʩʷ ʠ 
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ʩʨʘʚʥʠʚʘʶʪʩʷ ʩʦ ʚʩʝʤʠ ʬʫʥʢʮʠʷʤʠ ʚ ʙʘʟʝ ʜʘʥʥʳʭ. ʊʦʣʴʢʦ ʦʜʠʥ ʥʘʙʦʨ 

ʩʠʛʥʘʪʫʨ ʤʦʞʝʪ ʙʳʪʴ ʟʘʛʨʫʞʝʥ ʟʘ ʨʘʟ, ʧʦʵʪʦʤʫ ʝʩʣʠ ʚʳ ʭʦʪʠʪʝ 

ʧʨʠʤʝʥʠʪʴ ʥʝʩʢʦʣʴʢʦ ʨʘʟʣʠʯʥʳʭ ʬʘʡʣʦʚ ʩʠʛʥʘʪʫʨ, ʪʦ ʚʘʤ ʥʝʦʙʭʦʜʠʤʦ 

ʧʦʚʪʦʨʷʪʴ ʧʨʦʮʝʩʩ ʟʘʛʨʫʟʢʠ ʜʣʷ ʢʘʞʜʦʛʦ ʬʘʡʣʘ ʚ ʦʪʜʝʣʴʥʦʩʪʠ. ɺ ʩʣʫʯʘʝ 

ʦʙʥʘʨʫʞʝʥʠʷ ʩʦʦʪʚʝʪʩʪʚʠʷ ʬʫʥʢʮʠʠ ʩʠʛʥʘʪʫʨʝ, ʦʥʘ ʘʚʪʦʤʘʪʠʯʝʩʢʠ 

ʦʪʤʝʯʘʝʪʩʷ ʢʘʢ ʙʠʙʣʠʦʪʝʯʥʘʷ ʬʫʥʢʮʠʷ, ʠ ʧʝʨʝʠʤʝʥʦʚʳʚʘʝʪʩʷ 

ʩʦʦʪʚʝʪʩʪʚʝʥʥʦ ʩʦʚʧʘʚʰʝʡ ʩʠʛʥʘʪʫʨʝ. 

ʇʨʝʜʫʧʨʝʞʜʝʥʠʝ: ʊʦʣʴʢʦ ʬʫʥʢʮʠʠ, ʢʦʪʦʨʳʤ ʧʨʠʩʚʦʝʥʦ 

ʩʪʘʥʜʘʨʪʥʦʝ ʠʤʷ-ʟʘʛʣʫʰʢʘ, ʤʦʛʫʪ ʙʳʪʴ ʘʚʪʦʤʘʪʠʯʝʩʢʠ ʧʝʨʝʠʤʝʥʦʚʘʥʳ. 

ʀʥʳʤʠ ʩʣʦʚʘʤʠ, ʝʩʣʠ ʚʳ ʧʝʨʝʠʤʝʥʦʚʘʣʠ ʬʫʥʢʮʠʶ, ʠ ʧʦʩʣʝ ʵʪʦʛʦ ʦʥʘ 

ʩʦʚʧʘʣʘ ʩ ʩʠʛʥʘʪʫʨʦʡ, ʪʦ ʝʝ ʠʤʷ ʥʝ ʙʫʜʝʪ ʠʟʤʝʥʝʥʦ. ʇʦʵʪʦʤʫ ʚʘʞʥʦ 

ʧʨʠʤʝʥʷʪʴ ʩʠʛʥʘʪʫʨʳ ʢʘʢ ʤʦʞʥʦ ʨʘʥʴʰʝ ʚʦ ʚʨʝʤʷ ʥʘʯʘʣʘ ʘʥʘʣʠʟʘ. 

ʅʘʧʦʤʠʥʘʝʤ, ʯʪʦ ʧʨʠ ʠʩʧʦʣʴʟʦʚʘʥʠʠ ʩʪʘʪʠʯʝʩʢʠ ʩʚʷʟʘʥʥʳʭ 

ʙʠʙʣʠʦʪʝʢ, ʛʨʘʥʠʮʘ ʤʝʞʜʫ ʠʭ ʢʦʜʦʤ ʠ ʢʦʜʦʤ ʧʨʠʣʦʞʝʥʠʷ ʨʘʟʤʳʚʘʝʪʩʷ. 

ɽʩʣʠ ʚʘʤ ʧʦʩʯʘʩʪʣʠʚʠʣʦʩʴ ʧʦʣʫʯʠʪʴ ʙʠʙʣʠʦʪʝʢʫ, ʚ ʢʦʪʦʨʦʡ ʩʠʤʚʦʣʳ ʥʝ 

ʙʳʣʠ ʧʝʨʝʤʝʰʘʥʳ, ʪʦ ʢʘʢ ʤʠʥʠʤʫʤ ʫ ʚʘc ʙʫʜʫʪ ʧʦʣʝʟʥʳʝ ʠʤʝʥʘ 

ʬʫʥʢʮʠʡ (ʥʘʩʪʦʣʴʢʦ ʧʦʣʝʟʥʳʝ, ʥʘʩʢʦʣʴʢʦ ʦʪʚʝʪʩʪʚʝʥʥʳʡ ʧʨʦʛʨʘʤʤʠʩʪ 

ʠʭ ʥʘʟʥʘʯʘʣ), ʢʦʪʦʨʳʡ ʧʦʤʦʛʫʪ ʚʘʤ ʨʘʟʦʙʨʘʪʴʩʷ ʩ ʢʦʜʦʤ. ɺ ʣʶʙʦʤ 

ʩʣʫʯʘʝ, ʝʩʣʠ ʚ ʙʠʥʘʨʥʦʤ ʬʘʡʣʝ ʚʩʝ ʙʳʣʦ ʧʝʨʝʤʝʰʘʥʦ ʚ ʢʫʯʫ, ʫ ʚʘʩ, 

ʩʢʦʨʝʝ ʚʩʝʛʦ, ʙʫʜʫʪ ʩʦʪʥʠ ʬʫʥʢʮʠʡ ʩ ʘʚʪʦʤʘʪʠʯʝʩʢʠ ʟʘʜʘʥʥʳʤʠ IDA 

ʠʤʝʥʘʤʠ ʠ ʙʝʟ ʦʙʦʟʥʘʯʝʥʠʷ, ʯʪʦ ʢʘʞʜʘʷ ʠʟ ʥʠʭ ʜʝʣʘʝʪ. ɺ ʦʙʦʠʭ ʩʣʫʯʘʷʭ 

IDA ʩʤʦʞʝʪ ʦʧʨʝʜʝʣʠʪʴ ʙʠʙʣʠʦʪʝʯʥʳʝ ʬʫʥʢʮʠʠ ʪʦʣʴʢʦ, ʝʩʣʠ ʜʦʩʪʫʧʥʳ 

ʩʠʛʥʘʪʫʨʳ (ʠʤʝʥʘ ʬʫʥʢʮʠʡ ʩʘʤʠ ʧʦ ʩʝʙʝ ʥʝ ʥʝʩʫʪ ʜʦʩʪʘʪʦʯʥʦʡ 

ʠʥʬʦʨʤʘʮʠʠ ʜʣʷ ʦʧʨʝʜʝʣʝʥʠʷ ʠʭ ʧʨʝʜʥʘʟʥʘʯʝʥʠʷ). ʅʘ ʨʠʩ.2.1. ʧʦʢʘʟʘʥ  

Overview Navigator ʜʣʷ ʩʪʘʪʠʯʝʩʢʠ ʩʚʷʟʘʥʥʦʡ ʙʠʙʣʠʦʪʝʢʠ. 

 

ʈʠʩ.2.1. ʉʪʘʪʠʯʝʩʢʦʝ ʩʚʷʟʳʚʘʥʠʝ ʙʝʟ ʩʠʛʥʘʪʫʨ  

 

ʅʘ ʵʪʦʤ ʵʢʨʘʥʝ ʥʝʪ ʬʫʥʢʮʠʡ, ʢʦʪʦʨʳʝ ʙʳʣʠ ʙʳ ʦʧʨʝʜʝʣʝʥʳ 

ʢʘʢ ʙʠʙʣʠʦʪʝʯʥʳʝ ʬʫʥʢʮʠʠ, ʚʘʤ ʤʦʞʝʪ ʧʦʪʨʝʙʦʚʘʪʴʩʷ ʨʘʟʙʠʨʘʪʴ 

ʛʦʨʘʟʜʦ ʙʦʣʴʰʝ ʢʦʜʘ, ʯʝʤ ʚʳ ʩʦʙʠʨʘʣʠʩʴ. ʇʦʩʣʝ ʧʨʠʤʝʥʝʥʠʷ ʩʠʛʥʘʪʫʨ 

ʚʩʝ ʙʫʜʝʪ ʚʳʛʣʷʜʝʪʴ ʥʝʩʢʦʣʴʢʦ ʠʥʘʯʝ, ʢʘʢ ʧʦʢʘʟʘʥʦ ʥʘ ʨʠʩ.2.2. 
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ʈʠʩ.2.2. ʉʪʘʪʠʯʝʩʢʦʝ ʩʚʷʟʳʚʘʥʠʝ ʩ ʧʨʠʤʝʥʝʥʥʳʤʠ ʩʠʛʥʘʪʫʨʘʤʠ 

 

ʂʘʢ ʚʳ ʤʦʞʝʪʝ ʫʚʠʜʝʪʴ, ʦʢʥʦ Overview Navigator ʦʪʣʠʯʥʦ 

ʧʦʢʘʟʳʚʘʝʪ, ʥʘʩʢʦʣʴʢʦ ʵʬʬʝʢʪʠʚʥʳʤ ʙʳʣ ʦʧʨʝʜʝʣʝʥʥʳʡ ʥʘʙʦʨ 

ʩʠʛʥʘʪʫʨ. ɺ ʩʣʫʯʘʝ ʚʳʩʦʢʦʛʦ ʧʨʦʮʝʥʪʘ ʩʦʚʧʘʜʝʥʠʷ ʩ ʩʠʛʥʘʪʫʨʘʤʠ, 

ʙʦʣʴʰʠʝ ʯʘʩʪʠ ʢʦʜʘ ʙʫʜʫʪ ʦʪʤʝʯʝʥʳ ʢʘʢ ʙʠʙʣʠʦʪʝʯʥʳʝ, ʠ 

ʩʦʦʪʚʝʪʩʪʚʝʥʥʦ ʧʝʨʝʠʤʝʥʦʚʘʥʳ. ɺ ʧʨʠʤʝʨʝ, ʧʨʠʚʝʜʝʥʥʦʤ ʥʘ ʨʠʩ.2.2, 

ʢʦʜ ʧʨʠʣʦʞʝʥʠʷ, ʩʢʦʨʝʝ ʚʩʝʛʦ, ʨʘʩʧʦʣʦʞʝʥ ʚ ʢʨʘʡʥʝʡ ʣʝʚʦʡ ʯʘʩʪʠ 

ʵʢʨʘʥʘ. 

ɽʩʪʴ ʜʚʝ ʚʘʞʥʳʝ ʚʝʱʠ, ʢʦʪʦʨʳʝ ʩʪʦʠʪ ʧʦʤʥʠʪʴ ʚʦ ʚʨʝʤʷ 

ʧʨʠʤʝʥʝʥʠʷ ʩʠʛʥʘʪʫʨ. ɺʦ-ʧʝʨʚʳʭ, ʩʠʛʥʘʪʫʨʳ ʧʦʣʝʟʥʳ ʧʨʠ ʨʘʙʦʪʝ ʩ 

ʙʠʥʘʨʥʳʤ ʬʘʡʣʦʤ, ʚ ʢʦʪʦʨʦʤ ʢʦʜ ʥʝ ʙʳʣ çʦʙʨʝʟʘʥè, ʚ ʜʘʥʥʦʤ ʩʣʫʯʘʝ 

ʩʠʛʥʘʪʫʨʳ ʠʩʧʦʣʴʟʫʶʪʩʷ ʙʦʣʴʰʝ ʜʣʷ ʦʧʨʝʜʝʣʝʥʠʷ ʥʘʟʥʘʯʝʥʠʷ ʬʫʥʢʮʠʡ, 

ʯʝʤ ʧʨʦʩʪʦʛʦ ʠʭ ʧʝʨʝʠʤʝʥʦʚʘʥʠʷ. ɺʦ-ʚʪʦʨʳʭ, ʩʪʘʪʠʯʝʩʢʠ ʩʚʷʟʘʥʥʳʝ 

ʙʠʥʘʨʥʳʝ ʬʘʡʣʳ ʤʦʛʫʪ ʩʦʩʪʦʷʪʴ ʠʟ ʥʝʩʢʦʣʴʢʠʭ ʨʘʟʣʠʯʥʳʭ ʙʠʙʣʠʦʪʝʢ, 

ʧʦʵʪʦʤʫ ʤʦʞʝʪ ʧʦʪʨʝʙʦʚʘʪʴʩʷ ʧʨʠʤʝʥʝʥʠʝ ʥʝʩʢʦʣʴʢʠʭ ʩʠʛʥʘʪʫʨ. ʇʦʩʣʝ 

ʢʘʞʜʦʛʦ ʧʨʠʤʝʥʝʥʠʷ ʩʠʛʥʘʪʫʨʳ ʵʢʨʘʥ Overview Navigator ʙʫʜʝʪ 

ʠʟʤʝʥʷʪʴʩʷ ʜʣʷ ʦʪʨʘʞʝʥʠʷ ʩʪʝʧʝʥʠ ʦʧʨʝʜʝʣʝʥʠʷ ʙʠʙʣʠʦʪʝʯʥʦʛʦ ʢʦʜʘ. 

ʅʘ ʨʠʩ.2.3. ʦʪʦʙʨʘʞʝʥ ʧʨʠʤʝʨ, ʚ ʢʦʪʦʨʦʤ ʙʠʥʘʨʥʳʡ ʬʘʡʣ ʩʪʘʪʠʯʝʩʢʠ 

ʩʚʷʟʘʥ ʩʦ ʩʪʘʥʜʘʨʪʥʦʡ ʙʠʙʣʠʦʪʝʢʦʡ C ʠ ʢʨʠʧʪʦʛʨʘʬʠʯʝʩʢʦʡ 

ʙʠʙʣʠʦʪʝʢʦʡ OpenSSL. 

 

ʈʠʩ.2.3. ʉʪʘʪʠʯʝʩʢʠʡ ʙʠʥʘʨʥʳʡ ʬʘʡʣ ʩ ʦʜʥʠʤ ʥʘʙʦʨʦʤ ʩʠʛʥʘʪʫʨ 

 

ɺ ʜʘʥʥʦʤ ʩʣʫʯʘʝ ʙʳʣʠ ʧʨʠʤʝʥʝʥʳ ʩʠʛʥʘʪʫʨʳ ʜʣʷ ʚʝʨʩʠʠ 

OpenSSL, ʠʩʧʦʣʴʟʦʚʘʥʥʦʡ ʚ ʜʘʥʥʦʤ ʧʨʠʣʦʞʝʥʠʠ. ʅʝʙʦʣʴʰʦʡ ʫʯʘʩʪʦʢ 

(ʩʚʝʪʣʳʡ ʫʯʘʩʪʦʢ ʩʣʝʚʘ) ʙʳʣ ʦʪʤʝʯʝʥ ʢʘʢ ʙʠʙʣʠʦʪʝʯʥʳʡ ʢʦʜ. ɹʠʥʘʨʥʳʝ 

ʬʘʡʣʳ ʩʦ ʩʪʘʪʠʯʝʩʢʠʤ ʩʚʷʟʳʚʘʥʠʝʤ ʯʘʩʪʦ ʩʦʟʜʘʶʪʩʷ ʧʫʪʝʤ ʧʦʤʝʱʝʥʠʷ 

ʢʦʜʘ ʧʨʠʣʦʞʝʥʠʷ ʚ ʥʘʯʘʣʝ ʠ ʨʘʩʧʦʣʦʞʝʥʠʝ ʢʦʜʘ ʙʠʙʣʠʦʪʝʢ ʧʦʩʣʝ. 

ʇʦʩʤʦʪʨʝʚ ʥʘ ʜʘʥʥʳʡ ʨʠʩʫʥʦʢ, ʤʳ ʤʦʞʝʪ ʧʨʠʜʪʠ ʢ ʚʳʚʦʜʫ, ʯʪʦ ʦʙʣʘʩʪʴ 

ʧʘʤʷʪʠ ʩʧʨʘʚʘ ʦʪ ʙʠʙʣʠʦʪʝʢʠ OpenSSL, ʩʢʦʨʝʝ ʚʩʝʛʦ, ʟʘʥʷʪʘ ʢʦʜʦʤ 
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ʜʨʫʛʠʭ ʙʠʙʣʠʦʪʝʢ, ʚ ʪʦ ʚʨʝʤʷ ʢʘʢ ʢʦʜ ʧʨʠʣʦʞʝʥʠʷ ʨʘʩʧʦʣʦʞʝʥ ʣʝʚʝʝ 

ʙʠʙʣʠʦʪʝʢʠ OpenSSL. ɽʩʣʠ ʤʳ ʧʨʦʜʦʣʞʠʤ ʧʨʠʤʝʥʷʪʴ ʩʠʛʥʘʪʫʨʳ ʢ 

ʜʘʥʥʦʤʫ ʙʠʥʘʨʥʦʤʫ ʬʘʡʣʫ, ʪʦ ʚ ʨʝʟʫʣʴʪʘʪʝ ʤʳ ʧʦʣʫʯʠʤ ʪʦ, ʯʪʦ 

ʧʦʢʘʟʘʥʦ ʥʘ ʨʠʩ.2.4.  

 

ʈʠʩ.2.4. ʉʪʘʪʠʯʝʩʢʠʡ ʙʠʥʘʨʥʳʡ ʬʘʡʣ ʩ ʥʝʩʢʦʣʴʢʠʤʠ ʥʘʙʦʨʘʤʠ ʩʠʛʥʘʪʫʨ 

 

ɺ ʜʘʥʥʦʤ ʩʣʫʯʘʝ ʤʳ ʧʨʠʤʝʥʠʣʠ ʩʠʛʥʘʪʫʨʳ ʙʠʙʣʠʦʪʝʢ libc, 

libcrypto, libkrb5, libresolv ʠ ʧʨʦʯʠʭ. ɺ ʥʝʢʦʪʦʨʳʭ ʩʣʫʯʘʷʭ ʤʳ ʚʳʙʠʨʘʣʠ 

ʩʠʛʥʘʪʫʨʳ ʠʩʭʦʜʷ ʠʟ ʪʝʢʩʪʦʚʳʭ ʩʪʨʦʢ, ʥʘʡʜʝʥʥʳʭ ʚ ʙʠʥʘʨʥʦʤ ʬʘʡʣʝ, ʚ 

ʠʥʳʭ ʩʣʫʯʘʷʭ ʤʳ ʚʳʙʠʨʘʣʠ ʙʠʙʣʠʦʪʝʢʠ, ʢʦʪʦʨʳʝ ʪʝʩʥʦ ʩʚʷʟʘʥʳ ʩ ʫʞʝ 

ʨʘʥʝʝ ʥʘʡʜʝʥʥʳʤʠ ʙʠʙʣʠʦʪʝʢʘʤʠ. ʆʜʥʘʢʦ ʥʘ ʵʢʨʘʥʝ ʚʩʝ ʝʱʝ ʦʩʪʘʝʪʩʷ 

ʜʚʘ ʙʦʣʴʰʠʭ ʪʝʤʥʳʭ ʫʯʘʩʪʢʘ, ʚ ʢʨʘʡʥʝʡ ʣʝʚʦʡ ʯʘʩʪʠ ʠ ʥʝʤʥʦʛʦ ʧʨʘʚʝʝ 

ʩʝʨʝʜʠʥʳ. ɼʣʷ ʪʦʛʦ ʯʪʦʙʳ ʦʧʨʝʜʝʣʠʪʴ ʠʟ ʯʝʛʦ ʩʦʩʪʦʷʪ ʵʪʠ ʦʩʪʘʚʰʠʝʩʷ 

ʯʘʩʪʠ ʬʘʡʣʘ, ʥʝʦʙʭʦʜʠʤʦ ʨʘʟʙʠʨʘʪʴʩʷ ʜʘʣʝʝ. ɺ ʜʘʥʥʦʤ ʩʣʫʯʘʝ ʤʳ 

ʤʦʞʝʤ ʦʧʨʝʜʝʣʠʪʴ, ʯʪʦ ʫʯʘʩʪʦʢ ʩʧʨʘʚʘ ʵʪʦ ʢʘʢʘʷ-ʪʦ ʥʝʦʧʨʝʜʝʣʝʥʥʘʷ 

ʙʠʙʣʠʦʪʝʢʘ, ʘ ʫʯʘʩʪʦʢ ʩʣʝʚʘ ð ʢʦʜ ʧʨʠʣʦʞʝʥʠʷ. 

2.3. ʉʦʟʜʘʥʠʝ ʬʘʡʣʦʚ ʩʠʛʥʘʪʫʨ FLIRT 

ʂʘʢ ʤʳ ʫʞʝ ʩʢʘʟʘʣʠ ʨʘʥʝʝ ð ʙʳʣʦ ʙʳ ʥʝʧʨʘʢʪʠʯʥʦ, ʝʩʣʠ ʙʳ ʩ 

IDA ʧʦʩʪʘʚʣʷʣʠʩʴ ʬʘʡʣʳ ʩʠʛʥʘʪʫʨ ʜʣʷ ʚʩʝʭ ʩʫʱʝʩʪʚʫʶʱʠʭ ʙʠʙʣʠʦʪʝʢ. 

ɼʣʷ ʪʦʛʦ ʯʪʦʙʳ ʧʨʝʜʦʩʪʘʚʠʪʴ ʧʦʣʴʟʦʚʘʪʝʣʷʤ IDA ʠʥʩʪʨʫʤʝʥʪʳ ʠ 

ʥʝʦʙʭʦʜʠʤʫʶ ʠʥʬʦʨʤʘʮʠʶ ʜʣʷ ʩʦʟʜʘʥʠʷ ʩʦʙʩʪʚʝʥʥʳʭ ʩʠʛʥʘʪʫʨ Hex-

Rays ʨʘʩʧʨʦʩʪʨʘʥʷʝʪ ʥʘʙʦʨ ʠʥʩʪʨʫʤʝʥʪʦʚ ʧʦʜ ʥʘʟʚʘʥʠʝʤ Fast Library 

Acquisition for Identification and Recognition (FLAIR). FLAIR 

ʧʦʩʪʘʚʣʷʝʪʩʷ ʚʤʝʩʪʝ ʩ IDA ʥʘ CD, ʪʘʢʞʝ ʦʥ ʜʦʩʪʫʧʝʥ ʜʣʷ ʩʢʘʯʠʚʘʥʠʷ ʩ 

ʩʘʡʪʘ Hex-Rays ʜʣʷ ʘʚʪʦʨʠʟʦʚʘʥʥʳʭ ʧʦʣʴʟʦʚʘʪʝʣʝʡ. ʂʘʢ ʠ ʜʨʫʛʠʝ 

ʜʦʧʦʣʥʝʥʠʷ IDA, FLAIR ʨʘʩʧʨʦʩʪʨʘʥʷʝʪʩʷ ʚ ʚʠʜʝ Zip-ʬʘʡʣʘ. ɼʣʷ IDA 

ʚʝʨʩʠʠ 5.2 ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʡ ʥʘʙʦʨ ʠʥʩʪʨʫʤʝʥʪʦʚ FLAIR ʩʦʜʝʨʞʠʪʩʷ ʚ 

ʬʘʡʣʝ flair52.zip. ʅʦʚʳʝ ʚʝʨʩʠʠ FLAIR ʧʦʷʚʣʷʶʪʩʷ ʨʝʞʝ, ʯʝʤ ʥʦʚʳʝ 

ʚʝʨʩʠʠ IDA, ʧʦʵʪʦʤʫ ʚʘʤ ʩʪʦʠʪ ʠʩʧʦʣʴʟʦʚʘʪʴ ʧʦʩʣʝʜʥʶʶ ʚʝʨʩʠʶ 

FLAIR, ʢʦʪʦʨʘʷ ʥʝ ʧʨʝʚʳʰʘʝʪ ʚʘʰʫ ʚʝʨʩʠʶ IDA. 

ʋʩʪʘʥʦʚʢʘ FLAIR ʧʨʝʜʩʪʘʚʣʷʝʪ ʩʦʙʦʡ ʦʙʳʯʥʫʶ ʨʘʩʧʘʢʦʚʢʫ 

Zip-ʬʘʡʣʘ, ʦʜʥʘʢʦ ʤʳ ʥʘʩʪʦʷʪʝʣʴʥʦ ʨʝʢʦʤʝʥʜʫʝʤ ʩʦʟʜʘʪʴ ʦʪʜʝʣʴʥʫʶ 
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ʧʘʧʢʫ ʜʣʷ ʠʥʩʪʘʣʣʷʮʠʠ, ʪʘʢ ʢʘʢ ʬʘʡʣʳ ʚ Zip-ʘʨʭʠʚʝ ʥʝ ʩʦʙʨʘʥʳ ʚ ʦʜʥʫ 

ʧʘʧʢʫ ʚʝʨʭʥʝʛʦ ʫʨʦʚʥʷ. ɺ ʜʠʩʪʨʠʙʫʪʠʚʝ FLAIR ʚʳ ʥʘʡʜʝʪʝ ʥʝʩʢʦʣʴʢʦ 

ʪʝʢʩʪʦʚʳʭ ʬʘʡʣʦʚ, ʢʦʪʦʨʳʝ ʧʨʝʜʩʪʘʚʣʷʶʪ ʩʦʙʦʡ ʜʦʢʫʤʝʥʪʘʮʠʶ ʜʣʷ 

ʥʘʙʦʨʘ ʠʥʩʪʨʫʤʝʥʪʦʚ FLAIR. ʅʘʠʙʦʣʝʝ ʟʥʘʯʠʤʳʤʠ ʠʟ ʥʠʭ ʷʚʣʷʶʪʩʷ: 

readme.txt. ɺ ʜʘʥʥʦʤ ʬʘʡʣʝ ʦʧʠʩʳʚʘʝʪʩʷ ʧʨʦʮʝʩʩ ʩʦʟʜʘʥʠʷ 

ʩʠʛʥʘʪʫʨ. 

plb.txt . ʕʪʦʪ ʬʘʡʣ ʩʦʜʝʨʞʠʪ ʦʧʠʩʘʥʠʝ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʧʘʨʩʝʨʘ 

ʩʪʘʪʠʯʝʩʢʠʭ ʙʠʙʣʠʦʪʝʢ plb.exe. ɹʦʣʝʝ ʧʦʜʨʦʙʥʦ ʧʘʨʩʝʨʳ 

ʙʠʙʣʠʦʪʝʢ ʨʘʩʩʤʦʪʨʝʥʳ ʚ ʩʝʢʮʠʠ 2.3.3. 

pat.txt. ɺ ʜʘʥʥʦʤ ʬʘʡʣʝ ʫʪʦʯʥʷʶʪʩʷ ʦʩʦʙʝʥʥʦʩʪʠ ʬʦʨʤʘʪʘ 

ʬʘʡʣʦʚ ʰʘʙʣʦʥʦʤ, ʢʦʪʦʨʳʝ ʷʚʣʷʶʪʩʷ ʧʝʨʚʳʤ ʧʫʥʢʪʦʤ ʚ 

ʧʨʦʮʝʩʩʝ ʩʦʟʜʘʥʠʷ ʩʠʛʥʘʪʫʨ. ʌʘʡʣʳ ʰʘʙʣʦʥʦʤ ʪʘʢʞʝ 

ʨʘʩʩʤʦʪʨʝʥʳ ʚ ʩʝʢʮʠʠ 2.3.3. 

sigmake.txt. ɿʜʝʩʴ ʦʧʠʩʳʚʘʝʪʩʷ ʠʩʧʦʣʴʟʦʚʘʥʠʝ sigmake.exe ʜʣʷ 

ʩʦʟʜʘʥʠʷ .sig-ʬʘʡʣʦʚ ʠʟ ʬʘʡʣʦʚ ʘhʙʣʦʥʦʚ. ʇʦʜʨʦʙʥʦʩʪʠ ʚ 

ʩʝʢʮʠʠ 2.3.4. 

ɺ ʧʘʧʢʝ bin ʩʦʜʝʨʞʘʪʩʷ ʚʩʝ ʠʩʧʦʣʥʷʝʤʳʝ ʬʘʡʣʳ ʠʟ ʥʘʙʦʨʘ 

ʠʥʩʪʨʫʤʝʥʪʦʚ FLAIR.  

ɺ ʧʘʧʢʝ startup ʩʦʜʝʨʞʘʪʩʷ ʬʘʡʣʳ ʰʘʙʣʦʥʦʚ ʜʣʷ 

ʨʘʩʧʨʦʩʪʨʘʥʝʥʥʳʭ ʧʦʩʣʝʜʦʚʘʪʝʣʴʥʦʩʪʝʡ ʟʘʧʫʩʢʘ ʨʘʟʣʠʯʥʳʭ 

ʢʦʤʧʠʣʷʪʦʨʦʚ ʠ ʩʚʷʟʘʥʥʳʭ ʩ ʥʠʤʠ ʪʠʧʦʚ ʬʘʡʣʦʚ (PE, ELF ʠ ʪ.ʜ.). ɺʘʞʥʦ 

ʟʘʤʝʪʠʪʴ, ʯʪʦ, FLAIR ʩʦʩʪʦʠʪ ʠʟ ʠʥʩʪʨʫʤʝʥʪʦʚ, ʨʘʙʦʪʘʶʱʠʭ ʪʦʣʴʢʦ ʧʦʜ 

Windows, ʧʦʣʫʯʠʚʰʠʝʩʷ ʬʘʡʣʳ ʩʠʛʥʘʪʫʨ ʤʦʛʫʪ ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʩ 

ʚʝʨʩʠʷʤʠ IDA ʜʣʷ ʣʶʙʳʭ ʦʧʝʨʘʮʠʦʥʥʳʭ ʩʠʩʪʝʤ (Windows, Linux ʠ OS 

X). 

2.3.1. ʆʙʟʦʨ ʧʨʦʮʝʩʩʘ ʩʦʟʜʘʥʠʷ ʩʠʛʥʘʪʫʨ 

ʇʨʦʮʝʩʩ ʩʦʟʜʘʥʠʷ ʩʠʛʥʘʪʫʨ ʦʙʳʯʥʦ ʥʝ ʚʳʛʣʷʜʠʪ ʩʣʦʞʥʳʤ ʠ 

ʤʦʞʝʪ ʙʳʪʴ ʧʨʝʜʩʪʘʚʣʝʥ ʯʝʪʳʨʴʤʷ ʧʫʥʢʪʘʤʠ: 

 ʅʘʡʜʠʪʝ ʬʘʡʣ ʩʪʘʪʠʯʝʩʢʦʡ ʙʠʙʣʠʦʪʝʢʠ, ʜʣʷ ʢʦʪʦʨʦʛʦ ʚʳ 

ʭʦʪʠʪʝ ʩʦʟʜʘʪʴʬʘʡʣ ʩʠʛʥʘʪʫʨ. 

 ɺʦʩʧʦʣʴʟʫʡʪʝʩʴ ʦʜʥʠʤ ʠʟ ʧʘʨʩʝʨʦʚ FLAIR ʜʣʷ ʪʦʛʦ, ʯʪʦʙʳ 

ʩʦʟʜʘʪʴ ʬʘʡʣ ʰʘʙʣʦʥʘ ʜʣʷ ʙʠʙʣʠʦʪʝʢʠ. 

 ɿʘʧʫʩʪʠʪʝ sigmake.exe ʜʣʷ ʪʦʛʦ, ʯʪʦʙʳ ʦʙʨʘʙʦʪʘʪʴ 

ʧʦʣʫʯʠʚʰʠʡʩʷ ʬʘʡʣ ʰʘʙʣʦʥʘ ʠ ʩʛʝʥʝʨʠʨʦʚʘʪʴ ʬʘʡʣ ʩʠʛʥʘʪʫʨ. 

 ɼʦʙʘʚʴʪʝ ʥʦʚʳʡ ʬʘʡʣ ʩʠʛʥʘʪʫʨ ʚ IDA, ʩʢʦʧʠʨʦʚʘʚ ʝʛʦ ʚ 

<IDADIR>/sig. 

ʂ ʩʦʞʘʣʝʥʠʶ, ʥʘ ʧʨʘʢʪʠʢʝ ʪʦʣʴʢʦ ʧʦʩʣʝʜʥʠʡ ʧʫʥʢʪ 

ʚʳʧʦʣʥʷʝʪʩʷ ʪʘʢ ʞʝ ʣʝʛʢʦ, ʢʘʢ ʠ ʚʳʛʣʷʜʠʪ. ɺ ʩʣʝʜʫʶʱʠʭ ʨʘʟʜʝʣʘʭ ʤʳ 

ʨʘʩʩʤʦʪʨʠʤ ʧʝʨʚʳʝ ʪʨʠ ʰʘʛʘ ʙʦʣʝʝ ʧʦʜʨʦʙʥʦ. 
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2.3.2. ʆʧʨʝʜʝʣʝʥʠʝ ʠ ʧʨʠʦʙʨʝʪʝʥʠʝ ʩʪʘʪʠʯʝʩʢʠʭ ʙʠʙʣʠʦʪʝʢ 

ʇʝʨʚʳʤ ʧʫʥʢʪʦʤ ʚ ʧʨʦʮʝʩʩʝ ʩʦʟʜʘʥʠʷ ʩʠʛʥʘʪʫʨ, ʷʚʣʷʝʪʩʷ 

ʥʘʭʦʞʜʝʥʠʝ ʬʘʡʣʘ ʩʪʘʪʠʯʝʩʢʦʡ ʙʠʙʣʠʦʪʝʢʠ, ʜʣʷ ʢʦʪʦʨʦʡ ʚʳ ʭʦʪʠʪʝ ʵʪʠ 

ʩʠʛʥʘʪʫʨʳ ʩʦʟʜʘʪʴ. ʕʪʦ ʤʦʞʝʪ ʙʳʪʴ ʜʦʚʦʣʴʥʦ ʪʨʫʜʥʦ ʧʦ ʤʥʦʞʝʩʪʚʫ 

ʧʨʠʯʠʥ. ʇʝʨʚʳʤ ʧʨʝʧʷʪʩʪʚʠʝʤ ʷʚʣʷʝʪʩʷ ʦʧʨʝʜʝʣʝʥʠʝ ʪʦʛʦ, ʢʘʢʘʷ ʞʝ 

ʠʤʝʥʥʦ ʚʘʤ ʥʫʞʥʘ ʙʠʙʣʠʦʪʝʢʘ. ɽʩʣʠ ʙʠʥʘʨʥʳʡ ʬʘʡʣ ʥʝ ʧʦʜʚʝʨʛʩʷ 

çʫʜʘʣʝʥʠʶ ʣʠʰʥʝʛʦè, ʪʦ ʚʘʤ ʤʦʞʝʪ ʧʦʚʝʟʪʠ, ʠ ʚʳ ʥʘʡʜʝʪʝ ʥʘʟʚʘʥʠʷ 

ʬʫʥʢʮʠʡ ʚ ʜʠʟʘʩʩʝʤʙʣʠʨʦʚʘʥʥʦʤ ʢʦʜʝ, ʧʦ ʢʦʪʦʨʳʤ ʚ Google ʚʳ 

ʩʤʦʞʝʪʝ ʥʘʡʪʠ ʧʦʜʭʦʜʷʱʠʝ ʚʘʤ ʙʠʙʣʠʦʪʝʢʠ. 

ʆʜʥʘʢʦ ʥʝ ʚʩʝʛʜʘ ʚ ʙʠʥʘʨʥʳʭ ʬʘʡʣʘʭ ʠʥʬʦʨʤʘʮʠʷ ʦʙ ʠʭ 

ʧʨʦʠʩʭʦʞʜʝʥʠʠ ʤʦʞʝʪ ʙʳʪʴ ʜʦʩʪʫʧʥʘ ʪʘʢ ʧʨʦʩʪʦ. ɺ ʩʣʫʯʘʝ ʦʪʩʫʪʩʪʚʠʷ 

ʠʤʝʥ ʬʫʥʢʮʠʡ, ʤʦʞʥʦ ʧʦʧʨʦʙʦʚʘʪʴ ʧʦʠʩʢʘʪʴ ʧʦ ʪʝʢʩʪʦʚʳʤ ʩʪʨʦʢʘʤ, 

ʢʦʪʦʨʳʝ ʤʦʛʫʪ ʦʢʘʟʘʪʴʩʷ ʜʦʩʪʘʪʦʯʥʦ ʫʥʠʢʘʣʴʥʳ, ʠ ʧʦʟʚʦʣʷʪ ʦʧʨʝʜʝʣʠʪʴ 

ʙʠʙʣʠʦʪʝʢʫ, ʢʘʢ ʥʘʧʨʠʤʝʨ, ʷʚʥʦ ʚʠʜʥʦ ʚ ʩʣʝʜʫʶʱʝʤ ʧʨʠʤʝʨʝ: 

 

OpenSSL 0.9.8a 11 Oct 2005 

 

ɿʘʤʝʯʘʥʠʷ ʦ ʢʦʧʠʨʘʡʪʝ ʠ ʩʪʨʦʢʠ ʦʰʠʙʦʢ ʪʘʢʞʝ ʤʦʛʫʪ ʙʳʪʴ 

ʜʦʩʪʘʪʦʯʥʦ ʫʥʠʢʘʣʴʥʳ ʜʣʷ ʪʦʛʦ, ʯʪʦʙʳ ʚʦʩʧʦʣʴʟʦʚʘʪʴʩʷ ʠʭ ʧʦʠʩʢʦʤ ʚ 

Google. ɽʩʣʠ ʚʳ ʙʫʜʝʪʝ ʧʦʣʴʟʦʚʘʪʴʩʷ ʢʦʤʘʥʜʦʡ string ʠʟ ʢʦʤʘʥʜʥʦʡ 

ʩʪʨʦʢʠ, ʥʝ ʟʘʙʳʚʘʡʪʝ ʠʩʧʦʣʴʟʦʚʘʪʴ ʦʧʮʠʶ -a, ʢʦʪʦʨʘʷ ʟʘʧʫʩʢʘʝʪ 

ʧʨʠʥʫʜʠʪʝʣʴʥʳʡ ʧʦʠʩʢ ʧʦ ʚʩʝʡ ʙʠʙʣʠʦʪʝʢʝ, ʚ ʧʨʦʪʠʚʥʦʤ ʩʣʫʯʘʝ ʚʳ 

ʤʦʞʝʪʝ ʧʨʦʧʫʩʪʠʪʴ ʧʦʪʝʥʮʠʘʣʴʥʦ ʚʘʞʥʫʶ ʠʥʬʦʨʤʘʮʠʶ. 

ɺ ʩʣʫʯʘʝ ʝʩʣʠ ʚʳ ʨʘʙʦʪʘʝʪʝ ʩ ʙʠʙʣʠʦʪʝʢʦʡ ʩ ʦʪʢʨʳʪʳʤ 

ʠʩʭʦʜʥʳʤ ʢʦʜʦʤ, ʚʳ ʩʤʦʞʝʪʝ ʣʝʛʢʦ ʜʘʥʥʳʡ ʢʦʜ ʥʘʡʪʠ. ʂ ʩʦʞʘʣʝʥʠʶ, 

ʥʝʩʤʦʪʨʷ ʥʘ ʪʦ, ʯʪʦ ʠʩʭʦʜʥʳʡ ʢʦʜ ʤʦʞʝʪ ʙʳʪʴ ʧʦʣʝʟʝʥ ʜʣʷ ʧʦʥʠʤʘʥʠʷ 

ʧʦʚʝʜʝʥʠʷ ʙʠʥʘʨʥʦʛʦ ʬʘʡʣʘ, ʚʳ ʥʝ ʩʤʦʞʝʪʝ ʠʩʧʦʣʴʟʦʚʘʪʴ ʝʛʦ ʜʣʷ 

ʩʦʟʜʘʥʠʷ ʬʘʡʣʘ ʩʠʛʥʘʪʫʨ. ʂʦʥʝʯʥʦ, ʤʦʞʥʦ ʚʦʩʧʦʣʴʟʦʚʘʪʴʩʷ ʠʩʭʦʜʥʳʤ 

ʢʦʜʦʤ ʜʣʷ ʢʦʤʧʠʣʷʮʠʠ ʩʦʙʩʪʚʝʥʥʦʡ ʚʝʨʩʠʠ ʙʠʙʣʠʦʪʝʢʠ ʠ ʟʘʪʝʤ 

ʩʦʟʜʘʥʠʷ ʬʘʡʣʘ ʩʠʛʥʘʪʫʨ. ʆʜʥʘʢʦ, ʩʢʦʨʝʝ ʚʩʝʛʦ ʚʘʤ ʥʝ ʫʜʘʩʪʩʷ 

ʚʦʩʧʨʦʠʟʚʝʩʪʠ ʧʨʦʮʝʩʩ ʢʦʤʧʠʣʷʮʠʠ ʘʙʩʦʣʶʪʥʦ ʠʜʝʥʪʠʯʥʦ, ʧʦʵʪʦʤʫ 

ʧʦʣʫʯʝʥʥʘʷ ʙʠʙʣʠʦʪʝʢʘ ʙʫʜʝʪ ʩʠʣʴʥʦ ʦʪʣʠʯʘʪʴʩʷ ʦʪ ʘʥʘʣʠʟʠʨʫʝʤʦʡ 

ʚʘʤʠ ʙʠʙʣʠʦʪʝʢʠ, ʠ ʩʛʝʥʝʨʠʨʦʚʘʪʴ ʪʦʯʥʳʝ ʩʠʛʥʘʪʫʨʳ ʙʫʜʝʪ 

ʥʝʚʦʟʤʦʞʥʦ.  

ʃʫʯʰʝ ʚʩʝʛʦ ʧʦʧʳʪʘʪʴʩʷ ʦʧʨʝʜʝʣʠʪʴ ʪʦʯʥʦʝ ʧʨʦʠʩʭʦʞʜʝʥʠʝ 

ʙʠʥʘʨʥʦʛʦ ʬʘʡʣʘ. ʇʦʜ ʵʪʠʤ ʤʳ ʧʦʜʨʘʟʫʤʝʚʘʝʤ ʪʦʯʥʦʝ ʦʧʨʝʜʝʣʝʥʠʝ 

ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ, ʚʝʨʩʠʠ ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ, ʜʠʩʪʨʠʙʫʪʠʚʘ. 

ɺ ʩʣʫʯʘʝ ʚʣʘʜʝʥʠʷ ʪʘʢʦʡ ʠʥʬʦʨʤʘʮʠʝʡ, ʥʘʠʣʫʯʰʠʤ ʚʘʨʠʘʥʪʦʤ ʙʫʜʝʪ 

ʩʢʦʧʠʨʦʚʘʪʴ ʙʠʙʣʠʦʪʝʢʫ ʠʟ ʪʦʯʥʦ ʪʘʢʞʝ ʥʘʩʪʨʦʝʥʥʦʡ ʦʧʝʨʘʮʠʦʥʥʦʡ 

ʩʠʩʪʝʤʳ. ɿʜʝʩʴ, ʩʦʙʩʪʚʝʥʥʦ, ʧʦʷʚʣʷʝʪʩʷ ʧʝʨʚʳʡ ʚʦʧʨʦʩ, ʢʘʢ ʞʝ 

ʦʧʨʝʜʝʣʠʪʴ ʚ ʢʘʢʦʡ ʆʉ ʙʳʣ ʩʦʟʜʘʥ ʙʠʥʘʨʥʳʡ ʬʘʡʣ? ɼʣʷ ʵʪʦʛʦ 
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ʨʝʢʦʤʝʥʜʫʝʤ ʚʦʩʧʦʣʴʟʦʚʘʪʴʩʷ ʬʘʡʣʦʚʦʡ ʫʪʠʣʠʪʦʡ ʜʣʷ ʧʦʣʫʯʝʥʠʷ 

ʙʘʟʦʚʦʡ ʠʥʬʦʨʤʘʮʠʠ ʦ ʬʘʡʣʝ. ʄ  r ʥʘʙʣʶʜʘʣʠ ʧʨʠʤʝʨʥʳʡ ʚʳʚʦʜ 

ʠʥʬʦʨʤʘʮʠʠ ʠʟ ʬʘʡʣʘ. ʅʠʞʝ ʥʘʭʦʜʠʪʩʷ ʝʱʝ ʦʜʠʥ ʧʨʠʤʝʨ ʚʳʚʦʜʘ ʠʟ 

ʬʘʡʣʘ: 

 

$ file sample_file_1 

sample_file_1: ELF 32-bit LSB executable, Intel 80386, version 1 

(FreeBSD), 

for FreeBSD 5.4, statically linked, FreeBSD-style, stripped 

 

ɺ ʜʘʥʥʦʤ ʩʣʫʯʘʝ ʤʳ ʤʦʞʝʤ ʩʨʘʟʫ ʞʝ ʧʝʨʝʡʪʠ ʢ ʩʠʩʪʝʤʝ FreeBSD 5.4 ʠ 

ʜʦʩʪʘʪʴ libc.a ʠʟ ʥʝʝ. ɸ ʚʦʪ ʚ ʩʣʝʜʫʶʱʝʤ ʧʨʠʤʝʨʝ ʚʩʝ ʥʝ ʪʘʢ 

ʧʨʷʤʦʣʠʥʝʡʥʦ: 

 

$ file sample_file_2 

sample_file_2: ELF 32-bit LSB executable, Intel 80386, version 1 (SYSV), 

for GNU/Linux 2.6.9, statically linked, stripped 

 

ʊʦ, ʯʪʦ ʬʘʡʣ ʙʳʣ ʩʦʟʜʘʥ ʚ ʩʠʩʪʝʤʝ Linux ʚʠʜʥʦ ʩʨʘʟʫ ʞʝ, ʦʜʥʘʢʦ ʵʪʦʛʦ 

ʥʝʜʦʩʪʘʪʦʯʥʦ, ʪʘʢ ʢʘʢ ʢʦʣʠʯʝʩʪʚʦ ʜʠʩʪʨʠʙʫʪʠʚʦʚ Linux ʦʛʨʦʤʥʦ. 

ʇʦʠʩʢʘʚ ʜʘʣʝʝ ʧʦ ʩʪʨʦʢʘʤ, ʤʳ ʤʦʞʝʤ ʦʙʥʘʨʫʞʠʪʴ ʩʣʝʜʫʶʱʝʝ: 

 

GCC: (GNU) 4.1.1 20060525 (Red Hat 4.1.1-1) 

 

ɿʜʝʩʴ ʤʳ ʫʞʝ ʤʦʞʝʤ ʩʦʢʨʘʪʠʪʴ ʧʦʠʩʢ ʜʦ ʜʠʩʪʨʠʙʫʪʠʚʦʚ Red Hat (ʣʠʙʦ 

ʧʨʦʠʟʚʦʜʥʳʭ ʦʪ ʥʠʭ) ʩ gcc ʚʝʨʩʠʠ 4.1.1. ʄʝʪʢʠ GCC ʚʩʪʨʝʯʘʶʪʩʷ 

ʜʦʚʦʣʴʥʦ ʯʘʩʪʦ ʚ ʩʢʦʤʧʠʣʠʨʦʚʘʥʥʳʭ ʚ ʜʘʥʥʦʤ ʢʦʤʧʠʣʷʪʦʨʝ ʙʠʥʘʨʥʳʭ 

ʬʘʡʣʘʭ ʠ, ʢ ʩʯʘʩʪʴʶ ʜʣʷ ʥʘʩ, ʦʥʠ ʥʝ ʫʜʘʣʷʶʪʩʷ ʚʦ ʚʨʝʤʷ ʧʨʦʮʝʩʩʘ 

ʦʯʠʱʝʥʠʷ(stripping), ʠ ʦʩʪʘʶʪʩʷ ʜʦʩʪʫʧʥʳʤʠ. 

ʇʦʤʥʠʪʝ, ʯʪʦ ʬʘʡʣʦʚʘʷ ʫʪʠʣʠʪʘ ʵʪʦ ʥʝ ʝʜʠʥʩʪʚʝʥʥʳʡ ʩʧʦʩʦʙ ʜʣʷ 

ʠʜʝʥʪʠʬʠʢʘʮʠʠ ʬʘʡʣʘ. ɺ ʩʣʝʜʫʶʱʝʤ ʧʨʠʤʝʨʝ ʧʦʢʘʟʳʚʘʝʪʩʷ ʧʨʦʩʪʦʡ 

ʩʣʫʯʘʡ, ʢʦʛʜʘ ʪʠʧ ʬʘʡʣʘ ʠʟʚʝʩʪʝʥ, ʥʦ ʠʥʬʦʨʤʘʮʠʷ ʥʝ ʢʦʥʢʨʝʪʠʟʠʨʦʚʘʥʘ: 

 

$ file sample_file_3 

sample_file_3: ELF 32-bit LSB executable, Intel 80386, version 1 (SYSV), 

dynamically linked (uses shared libs), stripped 

 

ɼʘʥʥʳʡ ʧʨʠʤʝʨ ʙʳʣ ʩʜʝʣʘʥ ʚ ʩʠʩʪʝʤʝ  Solaris 10 x86. ʆʧʷʪʴ ʞʝ, ʵʪʦ 

ʙʳʣʦ ʚʳʷʩʥʝʥʦ ʧʨʠ ʧʦʤʦʱʠ ʫʪʠʣʠʪʳ strings. 

2.3.3. ʉʦʟʜʘʥʠʝ ʬʘʡʣʦʚ ʰʘʙʣʦʥʦʚ 
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ɼʣʷ ʪʦʛʦ ʯʪʦʙʳ ʧʨʠʩʪʫʧʠʪʴ ʢ ʚʳʧʦʣʥʝʥʠʶ ʜʘʥʥʦʛʦ ʧʫʥʢʪʘ ʫ 

ʚʘʩ ʫʞʝ ʜʦʣʞʥʳ ʙʳʪʴ ʙʠʙʣʠʦʪʝʢʠ, ʜʣʷ ʢʦʪʦʨʳʭ ʚʳ ʭʦʪʠʪʝ 

ʩʛʝʥʝʨʠʨʦʚʘʪʴ ʩʠʛʥʘʪʫʨʳ. ɼʘʥʥʳʡ ʧʫʥʢʪ ʟʘʢʣʶʯʘʝʪʩʷ ʚ ʩʦʟʜʘʥʠʠ ʬʘʡʣʘ 

ʰʘʙʣʦʥʘ ʜʣʷ ʢʘʞʜʦʡ ʙʠʙʣʠʦʪʝʢʠ. ʌʘʡʣʳ ʰʘʙʣʦʥʦʚ ʩʦʟʜʘʶʪʩʷ ʧʨʠ 

ʧʦʤʦʱʠ ʧʘʨʩʝʨʘ ʠʟ ʥʘʙʦʨʘ ʠʥʩʪʨʫʤʝʥʪʦʚ FLAIR. ʊʘʢʞʝ ʢʘʢ ʠ 

ʠʩʧʦʣʥʷʝʤʳʡ ʬʘʡʣʳ, ʬʘʡʣʳ ʙʠʙʣʠʦʪʝʢ ʤʦʛʫʪ ʙʳʪʴ ʨʘʟʣʠʯʥʳʭ 

ʬʦʨʤʘʪʦʚ. ɺ ʥʘʙʦʨʝ ʠʥʩʪʨʫʤʝʥʪʦʚ FLAIR ʝʩʪʴ ʧʘʨʩʝʨʳ ʜʣʷ ʥʝʩʢʦʣʴʢʠʭ 

ʧʦʧʫʣʷʨʥʳʭ ʬʦʨʤʘʪʦʚ. ɺ ʬʘʡʣʝ readme.txt ʦʧʠʩʘʥʦ, ʢʘʢʠʝ ʧʘʨʩʝʨʳ ʚʳ 

ʤʦʞʝʪʝ ʦʙʥʘʨʫʞʠʪʴ ʚ ʧʘʧʢʝ bin: 

 

plb.exe - ʧʘʨʩʝʨ ʜʣʷ ʙʠʙʣʠʦʪʝʢ OMF (ʠʩʧʦʣʴʟʫʝʪʩʷ 

ʢʦʤʧʠʣʷʪʦʨʘʤʠ Borland) 

pcf.exe - ʧʘʨʩʝʨ ʜʣʷ ʙʠʙʣʠʦʪʝʢ COFF (ʠʩʧʦʣʴʟʫʝʪʩʷ 

ʢʦʤʧʠʣʷʪʦʨʘʤʠ Microsoft) 

pelf.exe - ʧʘʨʩʝʨ ʜʣʷ ʙʠʙʣʠʦʪʝʢ ELF (ʠʩʧʦʣʴʟʫʶʪʩʷ ʚʦ ʤʥʦʛʠʭ 

Unix-ʩʠʩʪʝʤʘʭ) 

ppsx.exe - ʧʘʨʩʝʨ ʜʣʷ ʙʠʙʣʠʦʪʝʢ Sony PlayStation PSX 

ptmobj.exe - ʧʘʨʩʝʨ ʜʣʷ ʙʠʙʣʠʦʪʝʢ TriMedia 

pomf166.exe - ʧʘʨʩʝʨ ʜʣʷ ʬʘʡʣʦʚ ʦʙʲʝʢʪʦʚ Kiel OMF 166 

 

ɼʣʷ ʪʦʛʦ ʯʪʦʙʳ ʩʦʟʜʘʪʴ ʬʘʡʣ ʰʘʙʣʦʥʘ ʜʣʷ ʙʠʙʣʠʦʪʝʢʠ, 

ʫʢʘʞʠʪʝ ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʡ ʝʝ ʬʦʨʤʘʪʫ ʧʘʨʩʝʨ, ʠʤʷ ʙʠʙʣʠʦʪʝʢʠ ʠ ʠʤʷ 

ʬʘʡʣʘ ʰʘʙʣʦʥʘ, ʢʦʪʦʨʳʡ ʙʫʜʝʪ ʩʛʝʥʝʨʠʨʦʚʘʥ. ɼʣʷ ʙʠʙʣʠʦʪʝʢʠ libc.a ʠʟ 

ʩʠʩʪʝʤʳ FreeBSD 6.1 ʚʳ ʤʦʞʝʪʝ ʚʦʩʧʦʣʴʟʦʚʘʪʴʩʷ ʩʣʝʜʫʶʱʝʡ ʢʦʤʘʥʜʦʡ: 

 

$ ./pelf libc.a libc_FreeBSD61.pat 

libc.a: skipped 0, total 986 

 

ʇʘʨʩʝʨ ʚʳʚʦʜʠʪ ʥʘʟʚʘʥʠʝ ʠʩʧʦʣʴʟʦʚʘʚʰʝʛʦʩʷ ʬʘʡʣʘ, 

ʢʦʣʠʯʝʩʪʚʦ ʧʨʦʧʫʱʝʥʥʳʭ ʬʫʥʢʮʠʡ (0) ʠ ʢʦʣʠʯʝʩʪʚʦ ʰʘʙʣʦʥʦʚ 

ʩʠʛʥʘʪʫʨ, ʢʦʪʦʨʳʝ ʙʳʣʠ ʩʛʝʥʝʨʠʨʦʚʘʥʳ (986). ʆʧʮʠʠ ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʠ 

ʫ ʨʘʟʣʠʯʥʳʭ ʧʘʨʩʝʨʦʚ ʥʝʤʥʦʛʦ ʦʪʣʠʯʘʶʪʩʷ. ɼʣʷ ʪʦʛʦ ʯʪʦʙʳ ʫʟʥʘʪʴ ʠʭ, 

ʜʦʩʪʘʪʦʯʥʦ ʧʨʦʩʪʦ ʟʘʧʫʩʪʠʪʴ ʧʘʨʩʝʨ ʙʝʟ ʦʧʮʠʡ. ɺ ʬʘʡʣʝ plb.txt 

ʩʦʜʝʨʞʠʪʩʷ ʙʦʣʝʝ ʧʦʜʨʦʙʥʘʷ ʠʥʬʦʨʤʘʮʠʷ ʦ ʧʘʨʩʝʨʝ plb.exe. ʕʪʦʪ ʬʘʡʣ 

ʷʚʣʷʝʪʩʷ ʭʦʨʦʰʠʤ ʠʩʪʦʯʥʠʢʦʤ ʦʩʥʦʚʥʦʡ ʠʥʬʦʨʤʘʮʠʠ, ʪʘʢ ʢʘʢ ʤʥʦʛʠʝ 

ʠʟ ʦʧʠʩʘʥʥʳʭ ʦʧʮʠʡ ʪʘʢʞʝ ʧʨʠʥʠʤʘʶʪʩʷ ʠ ʜʨʫʛʠʤʠ ʧʘʨʩʝʨʘʤʠ. ɼʣʷ 

ʪʦʛʦ, ʯʪʦʙʳ ʩʛʝʥʝʨʠʨʦʚʘʪʴ ʬʘʡʣ ʰʘʙʣʦʥʘ, ʜʦʩʪʘʪʦʯʥʦ ʫʢʘʟʘʪʴ ʥʘʟʚʘʥʠʝ 

ʙʠʙʣʠʦʪʝʢʠ ʠ ʥʘʟʚʘʥʠʝ ʨʝʟʫʣʴʪʠʨʫʶʱʝʛʦ ʬʘʡʣʘ. 

ʇʘʨʩʝʨʳ plb ʠ pcf ʤʦʛʫʪ ʧʨʦʧʫʩʢʘʪʴ ʥʝʢʦʪʦʨʳʝ ʬʫʥʢʮʠʠ ʚ 

ʟʘʚʠʩʠʤʦʩʪʠ ʦʪ ʦʧʮʠʡ ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʠ ʠ ʦʪ ʩʪʨʫʢʪʫʨʳ ʬʘʡʣʘ 

ʙʠʙʣʠʦʪʝʢʠ. 
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ʌʘʡʣ ʰʘʙʣʦʥʦʚ ʧʨʝʜʩʪʘʚʣʷʝʪ ʩʦʙʦʡ ʪʝʢʩʪʦʚʳʡ ʬʘʡʣ, ʚ 

ʢʦʪʦʨʦʤ ʚ ʢʘʞʜʦʡ ʩʪʨʦʢʝ ʧʦ ʦʜʥʦʤʫ ʨʘʩʧʦʣʦʞʝʥʳ ʰʘʙʣʦʥʳ 

ʠʟʚʣʝʯʝʥʥʳʭ ʬʫʥʢʮʠʡ. ɼʘʣʝʝ ʧʨʠʚʝʜʝʥʳ ʥʝʩʢʦʣʴʢʦ ʩʪʨʦʢ ʠʟ ʬʘʡʣʘ 

ʰʘʙʣʦʥʦʚ ʩʦʟʜʘʥʥʦʛʦ ʨʘʥʝʝ: 

 

5589E58B55108B450C8B4D0885D2EB06890183C1044A75F88B4508C9C

3...... 00 0000 001D :0000 _wmems 

et 

5589E58B4D1057C1E102568B7D088B750CFCC1E902F3A55E8B45085F

C9C3.... 00 0000 001E :0000 _wmemc 

py 

5589E556538B751031DB39F38B4D088B550C73118B023901751183C104

83C204 19 A9BE 0039 :0000 _wmemc 

mp 

ʌʦʨʤʘʪ ʰʘʙʣʦʥʦʚ ʦʧʠʩʘʥ ʚ ʬʘʡʣʝ FLAIR.txt. ɽʩʣʠ ʚʢʨʘʪʮʝ, ʪʦ 

ʚ ʧʝʨʚʦʡ ʯʘʩʪʠ ʰʘʙʣʦʥʘ ʟʘʧʠʩʘʥʘ ʥʘʯʘʣʴʥʘʷ ʧʦʩʣʝʜʦʚʘʪʝʣʴʥʦʩʪʴ ʙʘʡʪ 

ʬʫʥʢʮʠʠ, ʤʘʢʩʠʤʫʤ 32 ʙʘʡʪʘ. ɽʩʪʴ ʥʝʢʦʪʦʨʳʝ ʙʘʡʪʳ, ʢʦʪʦʨʳʝ ʤʦʛʫʪ 

ʠʟʤʝʥʷʪʴʩʷ ʚ ʨʝʟʫʣʴʪʘʪʝ ʧʝʨʝʤʝʱʝʥʠʷ ʟʘʧʠʩʝʡ. ʊʘʢʠʝ ʙʘʡʪʳ 

ʦʪʦʙʨʘʞʘʶʪʩʷ ʜʚʦʝʪʦʯʠʝʤ. ʊʘʢʞʝ ʦʥʠ ʠʩʧʦʣʴʟʫʶʪʩʷ ʜʣʷ ʜʦʧʦʣʥʝʥʠʷ 

ʰʘʙʣʦʥʘ ʜʦ 64 ʩʠʤʚʦʣʦʚ, ʚ ʩʣʫʯʘʝ ʝʩʣʠ ʬʫʥʢʮʠʷ ʢʦʨʦʯʝ 32 ʙʘʡʪ (ʢʘʢ 

ʬʫʥʢʮʠʷ _wmemset ʚ ʧʨʝʜʳʜʫʱʝʤ ʧʨʠʤʝʨʝ). ʇʦʩʣʝ ʥʘʯʘʣʴʥʳʭ 32 ʙʘʡʪ 

ʨʘʩʧʦʣʘʛʘʝʪʩʷ ʜʦʧʦʣʥʠʪʝʣʴʥʘʷ ʠʥʬʦʨʤʘʮʠʷ ʜʣʷ ʙʦʣʝʝ ʪʦʯʥʦʛʦ 

ʩʨʘʚʥʝʥʠʷ ʩʠʛʥʘʪʫʨ. ɺ ʢʘʞʜʦʡ ʩʪʨʦʢʝ ʰʘʙʣʦʥʘ ʪʘʢʞʝ ʧʨʠʩʫʪʩʪʚʫʝʪ 

ʢʦʥʪʨʦʣʴʥʘʷ ʩʫʤʤʘ CRC16, ʢʦʪʦʨʘʷ ʚʳʯʠʩʣʷʝʪʩʷ ʠʟ ʯʘʩʪʠ ʬʫʥʢʮʠʠ, 

ʜʣʠʥʳ ʬʫʥʢʮʠʠ ʠ ʩʧʠʩʢʘ ʩʠʤʚʦʣʴʥʳʭ ʠʤʝʥ ʥʘ ʢʦʪʦʨʳʝ ʩʩʳʣʘʝʪʩʷ 

ʬʫʥʢʮʠʷ. ɺ ʦʩʥʦʚʥʦʤ, ʜʣʷ ʜʣʠʥʥʳʭ ʬʫʥʢʮʠʡ, ʢʦʪʦʨʳʝ ʩʩʳʣʘʶʪʩʷ ʥʘ 

ʙʦʣʴʰʦʝ ʢʦʣʠʯʝʩʪʚʦ ʩʠʤʚʦʣʴʥʳʭ ʠʤʝʥ, ʧʦʣʫʯʘʶʪʩʷ ʦʯʝʥʴ ʜʣʠʥʥʳʝ 

ʘhʙʣʦʥʳ. ɺ ʨʘʥʝʝ ʩʛʝʥʝʨʠʨʦʚʘʥʥʦʤ ʬʘʡʣʝ  libc_FreeBSD61.pat 

ʥʝʢʦʪʦʨʳʝ ʩʪʨʦʢʠ ʜʣʠʥʥʝʝ 20000 ʩʠʤʚʦʣʦʚ. 

ɼʚʘ ʩʠʤʚʦʣʘ ʥʘ ʦʜʠʥ ʙʘʡʪ, ʜʣʷ ʦʪʦʙʨʘʞʝʥʠʷ 32 ʙʘʡʪ ʪʨʝʙʫʝʪʩʷ 

64 ʰʝʩʪʥʘʜʮʘʪʝʨʠʯʥʳʭ ʩʠʤʚʦʣʘ. 

ʕʪʦ 16-ʙʠʪʥʦʝ ʢʦʥʪʨʦʣʴʥʦʝ ʟʥʘʯʝʥʠʝ. ʈʝʘʣʠʟʘʮʠʷ CRC16 

ʠʩʧʦʣʴʟʫʝʤʘʷ ʧʨʠ ʛʝʥʝʨʘʮʠʠ ʰʘʙʣʦʥʦʚ, ʚʢʣʶʯʝʥʘ ʚ ʥʘʙʦʨ 

ʠʥʩʪʨʫʤʝʥʪʦʚ FLAIR ʚ ʬʘʡʣʝ crc16.cpp. 

ʅʝʩʢʦʣʴʢʦ ʩʪʦʨʦʥʥʠʭ ʧʨʦʛʨʘʤʤʠʩʪʦʚ ʩʦʟʜʘʣʠ ʫʪʠʣʠʪʳ, 

ʧʨʝʜʥʘʟʥʘʯʝʥʥʳʝ ʜʣʷ ʛʝʥʝʨʘʮʠʠ ʰʘʙʣʦʥʦʚ ʠʟ ʙʘʟ ʜʘʥʥʳʭ IDA (ing). 

ʆʜʥʦʡ ʠʟ ʪʘʢʠʭ ʫʪʠʣʠʪ ʷʚʣʷʝʪʩʷ ʤʦʜʫʣʴ ʜʣʷ IDA ʩ ʥʘʟʚʘʥʠʝʤ 

IDB_2_PAT ʥʘʧʠʩʘʥʥʳʡ ɼʞ. ʉ. ʈʦʙʝʨʪʩʦʤ, ʤʦʜʫʣʴ ʧʦʟʚʦʣʷʝʪ 

ʛʝʥʝʨʠʨʦʚʘʪʴ ʰʘʙʣʦʥʳ ʜʣʷ ʦʜʥʦʡ ʠʣʠ ʩʨʘʟʫ ʥʝʩʢʦʣʴʢʠʭ ʬʫʥʢʮʠʡ ʠʟ 

ʙʘʟʳ ʜʘʥʥʳʭ. ʇʦʜʦʙʥʳʝ ʫʪʠʣʠʪʳ ʧʦʣʝʟʥʳ, ʚ ʩʣʫʯʘʝ ʝʩʣʠ ʚʳ ʦʞʠʜʘʝʪʝ 

ʚʩʪʨʝʪʠʪʴ ʩʭʦʜʥʳʡ ʢʦʜ ʚ ʜʨʫʛʠʭ ʙʘʟʘʭ ʜʘʥʥʳʭ, ʠ ʥʝ ʠʤʝʝʪʝ ʜʦʩʪʫʧʘ ʢ 



  

 30  

 

ʦʨʠʛʠʥʘʣʴʥʳʤ ʬʘʡʣʘʤ ʙʠʙʣʠʦʪʝʢ, ʢʦʪʦʨʳʝ ʠʩʧʦʣʴʟʦʚʘʣʠʩʴ ʧʨʠ 

ʩʦʟʜʘʥʠʠ ʘʥʘʣʠʟʠʨʫʝʤʦʛʦ ʙʠʥʘʨʥʦʛʦ ʬʘʡʣʘ. 

2.3.4. ʉʦʟʜʘʥʠʝ ʬʘʡʣʦʚ ʩʠʛʥʘʪʫʨ 

ʇʦʩʣʝ ʪʦʛʦ, ʢʘʢ ʚʳ ʩʦʟʜʘʣʠ ʬʘʡʣ ʰʘʙʣʦʥʦʚ, ʩʣʝʜʫʶʱʠʤ 

ʧʫʥʢʪʦʤ ʙʫʜʝʪ ʧʨʦʮʝʩʩ ʩʦʟʜʘʥʠʷ ʩʠʛʥʘʪʫʨ ʜʣʷ ʛʝʥʝʨʘʮʠʠ ʬʘʡʣʘ .sig 

ʧʦʜʭʦʜʷʱʝʛʦ ʜʣʷ IDA. ʌʦʨʤʘʪ ʬʘʡʣʘ ʩʠʛʥʘʪʫʨ IDA ʩʫʱʝʩʪʚʝʥʥʦ 

ʦʪʣʠʯʘʝʪʩʷ ʦʪ ʬʦʨʤʘʪʘ ʬʘʡʣʘ ʰʘʙʣʦʥʦʚ. ɺ ʬʘʡʣʘʭ ʩʠʛʥʘʪʫʨ 

ʠʩʧʦʣʴʟʫʝʪʩʷ ʧʨʦʧʨʠʝʪʘʨʥʳʡ ʬʦʨʤʘʪ, ʧʨʝʜʥʘʟʥʘʯʝʥʥʳʡ ʜʣʷ ʪʦʛʦ, ʯʪʦʙʳ 

ʤʠʥʠʤʠʟʠʨʦʚʘʪʴ ʟʘʥʠʤʘʝʤʦʝ ʠʥʬʦʨʤʘʮʠʝʡ ʠʟ ʬʘʡʣʘ ʰʘʙʣʦʥʦʚ ʤʝʩʪʦ ʠ 

ʩʜʝʣʘʪʴ ʩʨʘʚʥʝʥʠʝ ʩʠʛʥʘʪʫʨ ʙʦʣʝʝ ʵʬʬʝʢʪʠʚʥʳʤ. ʆʧʠʩʘʥʠʝ ʬʦʨʤʘʪʘ 

ʬʘʡʣʘ ʩʠʛʥʘʪʫʨ ʜʦʩʪʫʧʥʦ ʥʘ ʩʘʡʪʝ Hex-Rays. 

ɼʣʷ ʩʦʟʜʘʥʠʷ ʬʘʡʣʘ ʩʠʛʥʘʪʫʨ ʠʟ ʬʘʡʣʘ ʰʘʙʣʦʥʦʚ ʠʩʧʦʣʴʟʫʝʪʩʷ 

ʫʪʠʣʠʪʘ sigmake.exe ʠʟ FLAIR. ʈʘʟʜʝʣʝʥʠʝ ʧʨʦʮʝʩʩʦʚ ʛʝʥʝʨʘʮʠʠ 

ʩʠʛʥʘʪʫʨ ʠ ʰʘʙʣʦʥʦʚ ʧʦʟʚʦʣʷʝʪ ʜʦʙʠʪʴʩʷ ʠʭ ʧʦʣʥʦʡ ʥʝʟʘʚʠʩʠʤʦʩʪʠ, ʯʪʦ 

ʚ ʩʚʦʶ ʦʯʝʨʝʜʴ ʧʦʟʚʦʣʷʝʪ ʠʩʧʦʣʴʟʦʚʘʪʴ ʩʪʦʨʦʥʥʠʝ ʧʘʨʩʝʨʳ. ɺ 

ʧʨʦʩʪʝʡʰʝʤ ʚʠʜʝ, ʛʝʥʝʨʘʮʠʷ ʩʠʛʥʘʪʫʨ ʧʨʝʜʩʪʘʚʣʷʝʪ ʩʦʙʦʡ 

ʠʩʧʦʣʴʟʦʚʘʥʠʝ sigmake.exe ʜʣʷ ʧʘʨʩʠʥʛʘ .pat-ʬʘʡʣʘ, ʠ ʩʦʟʜʘʥʠʷ .sig-

ʬʘʡʣʘ ʢʘʢ ʧʦʢʘʟʘʥʦ ʥʠʞʝ: 

 

$ ./sigmake libssl.pat libssl.sig 

 

ɺ ʩʣʫʯʘʝ ʝʩʣʠ ʚʩʝ ʧʨʦʰʣʦ ʫʩʧʝʰʥʦ, ʙʫʜʝʪ ʩʦʟʜʘʥ .sig-ʬʘʡʣ 

ʛʦʪʦʚʳʡ ʢ ʧʦʤʝʱʝʥʠʶ ʚ ʧʘʧʢʫ <IDADIR>/sig. ʆʜʥʘʢʦ ʧʨʦʮʝʩʩ 

ʛʝʥʝʨʘʮʠʠ ʩʠʛʥʘʪʫʨ ʨʝʜʢʦ ʧʨʦʭʦʜʠʪ ʛʣʘʜʢʦ. 

ʇʨʠʤʝʯʘʥʠʝ: ɺ ʬʘʡʣʝ ʜʦʢʫʤʝʥʪʘʮʠʠ sigmake.txt 

ʨʝʢʦʤʝʥʜʫʝʪʩʷ ʠʩʧʦʣʴʟʦʚʘʪʴ ʜʣʷ ʬʘʡʣʦʚ ʩʠʛʥʘʪʫʨ ʢʦʨʦʪʢʠʝ ʠʤʝʥʘ ʚ 

ʬʦʨʤʘʪʝ MS-DOS 8.3. ʅʘ ʩʘʤʦʤ ʜʝʣʝ ʵʪʦ ʥʝ ʦʙʷʟʘʪʝʣʴʥʦ, ʧʨʦʩʪʦ ʚ 

ʩʣʫʯʘʝ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʜʣʠʥʥʳʭ ʠʤʝʥ ʬʘʡʣʦʚ ʚ ʜʠʘʣʦʛʝ ʚʳʙʦʨʘ ʩʠʛʥʘʪʫʨ 

ʙʫʜʫʪ ʦʪʦʙʨʘʞʘʪʴʩʷ ʪʦʣʴʢʦ ʧʝʨʚʳʝ 8 ʩʠʤʚʦʣʦʚ. 

ɻʝʥʝʨʘʮʠʷ ʩʠʛʥʘʪʫʨ ʯʘʩʪʦ ʷʚʣʷʝʪʩʷ ʠʪʝʨʘʪʠʚʥʳʤ ʧʨʦʮʝʩʩʦʤ, ʠ 

ʚʩʝ ʚʦʟʤʦʞʥʳʝ ʢʦʣʣʠʟʠʠ ʜʦʣʞʥʳ ʙʳʪʴ ʨʝʰʝʥʳ ʚʦ ʚʨʝʤʷ ʪʝʢʫʱʝʡ ʬʘʟʳ. 

ʆʜʥʦʡ ʠʟ ʢʦʣʣʠʟʠʡ ʤʦʞʝʪ ʙʳʪʴ ʪʦ, ʯʪʦ ʜʚʝ ʬʫʥʢʮʠʠ ʠʤʝʶʪ ʠʜʝʥʪʠʯʥʳʝ 

ʰʘʙʣʦʥʳ. ɽʩʣʠ ʥʝ ʨʝʰʠʪʴ ʵʪʫ ʧʨʦʙʣʝʤʫ, ʪʦ ʚʦ ʚʨʝʤʷ ʩʨʘʚʥʝʥʠʷ 

ʩʠʛʥʘʪʫʨ ʙʫʜʝʪ ʥʝʚʦʟʤʦʞʥʦ ʦʧʨʝʜʝʣʠʪʴ, ʢʘʢʘʷ ʞʝ ʙʳʣʘ ʠʩʧʦʣʴʟʦʚʘʥʘ 

ʬʫʥʢʮʠʷ. ʇʦʵʪʦʤʫ sigmake ʜʦʣʞʥʘ ʠʤʝʪʴ ʚʦʟʤʦʞʥʦʩʪʴ ʧʨʠʚʝʩʪʠ 

ʢʘʞʜʫʶ ʩʠʛʥʘʪʫʨʫ ʪʦʣʴʢʦ ʢ ʦʜʥʦʡ ʬʫʥʢʮʠʠ. ɺ ʩʣʫʯʘʝ ʝʩʣʠ ʵʪʦ 

ʥʝʚʦʟʤʦʞʥʦ ʠʟ-ʟʘ ʧʨʠʩʫʪʩʪʚʠʷ ʩʦʚʧʘʜʘʶʱʠʭ ʰʘʙʣʦʥʦʚ, sigmake ʥʝ 

ʩʛʝʥʝʨʠʨʫʝʪ .sig-ʬʘʡʣ, ʚʤʝʩʪʦ ʵʪʦʛʦ ʙʫʜʝʪ ʩʛʝʥʝʨʠʨʦʚʘʥ ʬʘʡʣ 

ʠʩʢʣʶʯʝʥʠʡ .exc. ɼʦʚʦʣʴʥʦ ʯʘʩʪʦ ʧʝʨʚʦʝ ʠʩʧʦʣʴʟʦʚʘʥʠʝ sigmake ʥʘʜ 

ʬʘʡʣʦʤ ʰʘʙʣʦʥʦʚ ʤʦʞʝʪ ʚʳʚʝʩʪʠ ʩʣʝʜʫʶʱʝʝ: 
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$ ./sigmake libc_FreeBSD61.pat libc_FreeBSD61.sig 

See the documentation to learn how to resolve collisions. 

: modules/leaves: 13443631/970, COLLISIONS: 911 

 

ʇʦʜ ʜʦʢʫʤʝʥʪʘʮʠʝʡ ʚ ʜʘʥʥʦʤ ʩʣʫʯʘʝ ʧʦʜʨʘʟʫʤʝʚʘʝʪʩʷ 

sigmake.txt, ʚ ʢʦʪʦʨʦʤ ʦʧʠʩʳʚʘʝʪʩʷ ʠʩʧʦʣʴʟʦʚʘʥʠʝ sigmake ʠ ʧʨʦʮʝʩʩ 

ʨʘʟʨʝʰʝʥʠʷ ʢʦʣʣʠʟʠʡ. ɺ ʜʝʡʩʪʚʠʪʝʣʴʥʦʩʪʠ, ʢʘʞʜʳʡ ʨʘʟ, ʢʦʛʜʘ 

ʟʘʧʫʩʢʘʝʪʩʷ sigmake, ʧʨʦʠʟʚʦʜʠʪʩʷ ʧʦʠʩʢ ʩʦʦʪʚʝʪʩʪʚʫʶʱʝʛʦ ʬʘʡʣʘ 

ʠʩʢʣʶʯʝʥʠʡ, ʚ ʢʦʪʦʨʦʤ ʤʦʞʝʪ ʩʦʜʝʨʞʘʪʴʩʷ ʠʥʬʦʨʤʘʮʠʷ ʦ ʨʘʟʨʝʰʝʥʠʠ 

ʢʦʣʣʠʟʠʡ, ʢʦʪʦʨʳʝ ʤʦʛʫʪ ʚʩʪʨʝʪʠʪʴʩʷ ʚʦ ʚʨʝʤʷ ʦʙʨʘʙʦʪʢʠ ʬʘʡʣʘ 

ʰʘʙʣʦʥʦʚ. ɺ ʩʣʫʯʘʝ ʦʪʩʫʪʩʪʚʠʷ ʬʘʡʣʘ ʠʩʢʣʶʯʝʥʠʡ ʠ ʧʦʷʚʣʝʥʠʷ 

ʢʦʣʣʠʟʠʠ, sigmake ʩʛʝʥʝʨʠʨʫʝʪ ʧʦʜʦʙʥʳʡ ʬʘʡʣ ʚʤʝʩʪʦ ʬʘʡʣʘ ʩʠʛʥʘʪʫʨ. 

ɺ ʧʨʝʜʳʜʫʱʝʤ ʧʨʠʤʝʨʝ ʤʳ ʙʳ ʦʙʥʘʨʫʞʠʣʠ ʪʦʣʴʢʦ ʯʪʦ ʩʦʟʜʘʥʥʳʡ ʬʘʡʣ 

libc_FreeBSD61.exc. ɺ ʧʝʨʚʳʡ ʨʘʟ  ʬʘʡʣ ʠʩʢʣʶʯʝʥʠʡ ʩʦʟʜʘʝʪʩʷ ʢʘʢ 

ʪʝʢʩʪʦʚʳʡ ʬʘʡʣ, ʚ ʢʦʪʦʨʦʤ ʜʝʪʘʣʴʥʦ ʦʧʠʩʘʥʳ ʢʦʥʬʣʠʢʪʳ, ʚʩʪʨʝʯʝʥʥʳʝ 

sigmake ʚʦ ʚʨʝʤʷ ʦʙʨʘʙʦʪʢʠ ʬʘʡʣʘ ʰʘʙʣʦʥʦʚ. ɼʣʷ ʪʦʛʦ ʯʪʦʙʳ 

ʧʨʝʜʦʩʪʘʚʠʪʴ sigmake ʠʥʬʦʨʤʘʮʠʶ ʜʣʷ ʨʘʟʨʝʰʝʥʠʷ ʢʦʥʬʣʠʢʪʦʚ 

ʰʘʙʣʦʥʦʚ, ʥʝʦʙʭʦʜʠʤʦ ʦʪʨʝʜʘʢʪʠʨʦʚʘʪʴ ʬʘʡʣ ʠʩʢʣʶʯʝʥʠʡ.  

ɺʩʝ ʩʛʝʥʝʨʠʨʦʚʘʥʥʳʝ sigmake ʬʘʡʣʳ ʠʩʢʣʶʯʝʥʠʡ ʥʘʯʠʥʘʶʪʩʷ 

ʩʦ ʩʣʝʜʫʶʱʠʭ ʩʪʨʦʢ: 

 

;--------- (delete these lines to allow sigmake to read this file) 

; add '+' at the start of a line to select a module 

; add '-' if you are not sure about the selection 

; do nothing if you want to exclude all modules 

 

ʅʘʟʥʘʯʝʥʠʝ ʵʪʠʭ ʩʪʨʦʢ ʟʘʢʣʶʯʘʝʪʩʷ ʚ ʪʦʤ, ʯʪʦʙʳ ʥʘʧʦʤʥʠʪʴ, 

ʢʘʢ ʨʘʟʨʝʰʘʪʴ ʢʦʣʣʠʟʠʠ. ɺʘʞʥʳʤ ʷʚʣʷʝʪʩʷ ʫʜʘʣʠʪʴ ʩʪʨʦʢʠ, 

ʥʘʯʠʥʘʶʱʠʝʩʷ ʩ ʪʦʯʢʠ ʩ ʟʘʧʷʪʦʡ, ʠʥʘʯʝ sigmake ʥʝ ʫʜʘʩʪʩʷ ʚʳʧʦʣʥʠʪʴ 

ʧʘʨʩʠʥʛ ʬʘʡʣʘ ʠʩʢʣʶʯʝʥʠʡ ʚʦ ʚʨʝʤʷ ʩʣʝʜʫʶʱʝʛʦ ʟʘʧʫʩʢʘ. ɺ ʢʘʯʝʩʪʚʝ 

ʩʣʝʜʫʶʱʝʛʦ ʰʘʛʘ ʥʝʦʙʭʦʜʠʤʦ ʫʢʘʟʘʪʴ, ʢʘʢʠʤ ʦʙʨʘʟʦʤ ʚʳ ʭʦʪʠʪʝ 

ʨʘʟʨʝʰʠʪʴ ʢʦʣʣʠʟʠʠ. ɺʦʪ ʥʝʩʢʦʣʴʢʦ ʩʪʨʦʢ ʠʟ  libc_FreeBSD61.exc:  

 

___ntohs            00 0000 0FB744240486C4C3..................... 

.. 

___htons            00 0000 0FB744240486C4C3..... ................ 

.. 

 

_index              00 0000 

538B4424088A4C240C908A1838D974074084DB75F531C05BC3..... 

.. 
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_strchr             00 0000 

538B4424088A4C240C908A1838D974074084DB75F531C05BC3..... 

.. 

 

_rindex             00 0000 

538B5424088A4C240C31C0908A1A38D9750289D04284DB75F35BC3.....

... 

.. 

_strrchr            00 0000 

538B5424088A4C240C31C0908A1A38D9750289D04284DB75F35BC3.....

... 

ɺ ʜʘʥʥʳʭ ʩʪʨʦʢʘʭ ʫʢʘʟʳʚʘʶʪʩʷ ʪʨʠ ʨʘʟʣʠʯʥʳʭ ʢʦʣʣʠʟʠʠ. ɺ 

ʪʝʢʫʱʝʤ ʩʣʫʯʘʝ ʥʘʤ ʩʦʦʙʱʘʝʪʩʷ, ʯʪʦ ʬʫʢʥʮʠʷ ntohs ʥʝʦʪʣʠʯʠʤʘ ʦʪ 

htons, ʫ index ʪʘʢʘʷ ʞʝ ʩʠʛʥʘʪʫʨʘ ʢʘʢ ʫ strchr, ʘ ʤʝʞʜʫ rindes ʠ strrchr 

ʢʦʣʣʠʟʠʷ. ɽʩʣʠ ʚʳ ʟʥʘʢʦʤʳ ʩ ʵʪʠʤʠ ʬʫʥʢʮʠʷ, ʪʦ ʵʪʦ ʚʨʷʜ ʣʠ ʚʘʩ ʫʜʠʚʠʪ, 

ʪʘʢ ʢʘʢ ʵʪʠ ʬʫʥʢʮʠʠ ʧʦ ʩʫʱʝʩʪʚʫ ʠʜʝʥʪʠʯʥʳ (ʥʘʧʨʠʤʝʨ, inder ʠ strchr 

ʚʳʧʦʣʥʷʶʪ ʦʜʥʦ ʠ ʪʦ ʞʝ ʜʝʡʩʪʚʠʝ). 

ɺʳ ʩʘʤʠ ʢʦʥʪʨʦʣʠʨʫʝʪʝ ʧʨʦʮʝʩʩ, ʧʦʵʪʦʤʫ ʚʳ ʜʦʣʞʥʳ ʫʢʘʟʘʪʴ 

ʜʣʷ sigmake ʧʦ ʦʜʥʦʡ ʬʫʥʢʮʠʠ ʘʩʩʦʮʠʠʨʦʚʘʥʥʦʡ ʩ ʩʠʛʥʘʪʫʨʦʡ ʚ ʢʘʞʜʦʡ 

ʛʨʫʧʧʝ. ʌʫʥʢʮʠʶ ʤʦʞʥʦ ʚʳʙʨʘʪʴ, ʧʦʩʪʘʚʠʚ ʧʝʨʝʜ ʝʝ ʠʤʝʥʝʤ ʧʣʶʩ (+), 

ʝʩʣʠ ʚʳ ʭʦʪʠʪʝ ʯʪʦʙʳ ʦʥʘ ʩʦʦʪʚʝʪʩʪʚʦʚʘʣʘ ʩʠʛʥʘʪʫʨʝ ʚ ʙʘʟʝ ʜʘʥʥʳʭ ʠʣʠ 

ʤʠʥʫʩ (-), ʝʩʣʠ ʚʳ ʧʨʦʩʪʦ ʭʦʪʠʪʝ ʯʪʦʙʳ ʢʘʞʜʳʡ ʨʘʟ ʧʨʠ ʩʦʚʧʘʜʝʥʠʠ 

ʩʠʛʥʘʪʫʨʳ ʜʦʙʘʚʣʷʣʩʷ ʢʦʤʤʝʥʪʘʨʠʡ. ɺ ʩʣʫʯʘʝ ʝʩʣʠ ʚʳ ʥʝ ʭʦʪʠʪʝ ʯʪʦʙʳ 

ʧʨʠʤʝʥʷʣʠʩʴ ʢʘʢʠʝ-ʦʪ ʠʤʝʥʘ, ʪʦ ʧʨʦʩʪʦ ʥʝ ʜʦʙʘʚʣʷʝʡʪʝ ʥʠʢʘʢʠʭ 

ʩʠʤʚʦʣʦʚ. ɺ ʩʣʝʜʫʶʱʠʭ ʩʪʨʦʢʘʭ ʦʪʨʘʞʘʝʪʩʷ ʦʜʠʥ ʠʟ ʚʦʟʤʦʞʥʳʭ ʧʫʪʝʡ 

ʨʘʟʨʝʰʝʥʠʷ ʚʳʰʝʧʝʨʝʯʠʩʣʝʥʥʳʭ ʢʦʣʣʠʟʠʡ: 

 

+___ntohs            00 0000 0FB744240486C4C3.............................................. 

.. 

___htons            00 0000 0FB744240486C4C3.............................................. 

.. 

 

_index              00 0000 

538B4424088A4C240C908A1838D974074084DB75F531C05BC3............ 

.. 

_strchr             00 0000 

538B4424088A4C240C908A1838D974074084DB75F531C05BC3............ 

.. 

 

_rindex             00 0000 

538B5424088A4C240C31C0908A1A38D9750289D04284DB75F35BC3.....

... 
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.. 

-_strrchr            00 0000 

538B5424088A4C240C31C0908A1A38D9750289D04284DB75F35BC3.....

... 

ɺ ʜʘʥʥʦʤ ʩʣʫʯʘʝ ʤʳ ʚʳʙʨʘʣʠ, ʯʪʦʙʳ ʠʩʧʦʣʴʟʦʚʘʣʦʩʴ ʠʤʷ ntohs 

ʢʘʞʜʳʡ ʨʘʟ, ʢʦʛʜʘ ʩʦʚʧʘʜʘʝʪ ʩʠʛʥʘʪʫʨʘ, ʘ ʪʘʢʞʝ ʯʪʦʙʳ ʜʦʙʘʚʣʷʣʩʷ 

ʢʦʤʤʝʥʪʘʨʠʡ ʦ strrchr ʢʘʞʜʳʡ ʨʘʟ ʪʦʛʜʘ ʢʦʛʜʘ ʩʦʚʧʘʜʘʝʪ ʪʨʝʪʴʷ 

ʩʠʛʥʘʪʫʨʘ. ʇʝʨʝʯʠʩʣʝʥʥʳʝ ʥʠʞʝ ʧʫʥʢʪʳ ʧʦʣʝʟʥʳ ʧʨʠ ʨʘʟʨʝʰʝʥʠʠ 

ʢʦʣʣʠʟʠʡ: 

 ɼʣʷ ʤʠʥʠʤʘʣʴʥʦʛʦ ʨʘʟʨʝʰʝʥʠʷ ʢʦʣʣʠʟʠʡ, ʧʨʦʩʪʦ 

ʫʜʘʣʠʪʝ ʧʝʨʚʳʝ ʯʝʪʳʨʝ ʟʘʢʦʤʤʝʥʪʠʨʦʚʘʥʥʳʝ ʩʪʨʦʢʠ ʚ 

ʥʘʯʘʣʝ ʬʘʡʣʘ ʠʩʢʣʶʯʝʥʠʡ. 

 ʅʠʢʦʛʜʘ ʥʝ ʜʦʙʘʚʣʷʡʪʝ ʙʦʣʴʰʝ ʦʜʥʦʛʦ ʧʣʶʩʘ ʠʣʠ 

ʤʠʥʫʩʘ ʚ ʢʘʞʜʦʡ ʦʪʜʝʣʴʥʦʡ ʛʨʫʧʧʝ ʢʦʣʣʠʟʠʡ. 

 ɽʩʣʠ ʚ ʛʨʫʧʧʝ ʢʦʣʣʠʟʠʡ ʥʘʭʦʜʠʪʩʷ ʪʦʣʴʢʦ ʦʜʥʘ 

ʬʫʥʢʮʠʷ, ʥʝ ʜʦʙʘʚʣʷʡʪʝ ʢ ʥʝʡ ʧʣʶʩ ʠʣʠ ʤʠʥʫʩ, ʧʨʦʩʪʦ 

ʧʨʦʠʛʥʦʨʠʨʫʡʪʝ ʝʝ. 

ɺ ʩʣʫʯʘʝ ʥʝʫʜʘʯʥʦʛʦ ʩʨʘʙʘʪʳʚʘʥʠʷ sigmake ʢ ʬʘʡʣʘʤ 

ʠʩʢʣʶʯʝʥʠʡ ʜʦʙʘʚʣʷʶʪʩʷ ʜʘʥʥʳʝ, ʚʢʣʶʯʘʷ ʢʦʤʤʝʥʪʘʨʠʠ. ʕʪʠ ʜʘʥʥʳʝ 

ʥʫʞʥʦ ʫʜʘʣʷʪʴ, ʠ ʢʦʨʨʝʢʪʠʨʦʚʘʪʴ ʦʨʠʛʠʥʘʣʴʥʳʝ ʜʘʥʥʳʝ (ʝʩʣʠ ʜʘʥʥʳʝ 

ʙʳʣʠ ʧʨʘʚʠʣʴʥʳʤʠ ʠʟʥʘʯʘʣʴʥʦ, ʪʦ sigmake ʩʨʘʙʦʪʘʝʪ ʥʦʨʤʘʣʴʥʦ ʚʦ 

ʚʪʦʨʦʡ ʨʘʟ) ʧʝʨʝʜ ʟʘʧʫʩʢʦʤ sigmake. 

ʇʦʩʣʝ ʪʦʛʦ ʢʘʢ ʚʳ ʩʜʝʣʘʝʪʝ ʚʩʝ ʥʝʦʙʭʦʜʠʤʳʝ ʠʟʤʝʥʝʥʠʷ ʚ 

ʬʘʡʣʝ ʠʩʢʣʶʯʝʥʠʡ, ʚʳ ʜʦʣʞʥʳ ʩʦʭʨʘʥʠʪʴ ʝʛʦ ʠ ʟʘʥʦʚʦ ʟʘʧʫʩʪʠʪʴ 

sigmake, ʠʩʧʦʣʴʟʫʷ ʪʝ ʞʝ ʦʧʮʠʠ ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʠ, ʯʪʦ ʠʩʧʦʣʴʟʦʚʘʣʠʩʴ 

ʠʟʥʘʯʘʣʴʥʦ. ɺʦ ʚʪʦʨʦʡ ʨʘʟ sigmake ʜʦʣʞʝʥ ʦʧʨʝʜʝʣʠʪʴ ʬʘʡʣ 

ʠʩʢʣʶʯʝʥʠʡ ʠ ʚʦʩʧʦʣʴʟʦʚʘʪʴʩʷ ʠʤ ʠ ʫʩʧʝʰʥʦ ʩʦʟʜʘʪʴ .sig-ʬʘʡʣ. ɺ 

ʩʣʫʯʘʝ ʧʦʜʦʙʥʦʛʦ ʫʩʧʝʰʥʦʛʦ ʟʘʚʝʨʰʝʥʠʷ ʚʳ ʥʝ ʫʚʠʜʠʪʝ ʩʦʦʙʱʝʥʠʡ ʦʙ 

ʦʰʠʙʢʘʭ, ʟʘʪʦ ʧʦʷʚʠʪʩʷ .sig-ʬʘʡʣ: 

 

$ ./sigmake libc_FreeBSD61.pat libc_FreeBSD61.sig 

 

ʇʦʩʣʝ ʪʦʛʦ ʢʘʢ ʙʳʣ ʫʩʧʝʰʥʦ ʩʛʝʥʝʨʠʨʦʚʘʥ ʬʘʡʣ ʩʠʛʥʘʪʫʨ ʚʳ 

ʤʦʞʝʪʝ ʩʢʦʧʠʨʦʚʘʪʴ ʝʛʦ ʚ ʧʘʧʢʫ <IDADIR>/sig. ʇʦʩʣʝ ʵʪʦʛʦ ʥʦʚʳʝ 

ʩʠʛʥʘʪʫʨʳ ʩʪʘʥʫʪ ʜʦʩʪʫʧʥʳ ʯʝʨʝʟ ʤʝʥʶ File Ʒ Load File Ʒ FLIRT 

Signature File. 

ɿʘʤʝʪʠʤ, ʯʪʦ ʤʳ ʧʨʦʧʫʩʪʠʣʠ ʤʥʦʞʝʩʪʚʦ ʦʧʮʠʡ ʜʦʩʪʫʧʥʳʭ ʢʘʢ 

ʜʣʷ ʧʘʨʩʝʨʦʚ ʰʘʙʣʦʥʦʚ, ʪʘʢ ʠ ʜʣʷ sigmake. ʉʧʠʩʦʢ ʦʧʮʠʡ ʚʳ ʤʦʞʝʪʝ 

ʧʦʩʤʦʪʨʝʪʴ ʚ ʬʘʡʣʘʭ plb.txt ʠ sigmake.txt. ɽʜʠʥʩʪʚʝʥʥʘʷ ʦʧʮʠʷ, ʦ 

ʢʦʪʦʨʦʡ ʤʳ ʭʦʪʝʣʠ ʙʳ ʫʧʦʤʷʥʫʪʴ ʵʪʦ ʦʧʮʠʷ -n ʜʣʷ sigmake. ʕʪʘ ʦʧʮʠʷ 

ʧʦʟʚʦʣʷʝʪ ʜʦʙʘʚʠʪʴ ʠʤʷ-ʦʧʠʩʘʥʠʝ ʚ ʬʘʡʣ ʩʠʛʥʘʪʫʨ. ʕʪʦ ʠʤʷ 

ʦʪʦʙʨʘʞʘʝʪʩʷ ʚʦ ʚʨʝʤʷ ʚʳʙʦʨʘ ʩʠʛʥʘʪʫʨ ʠ ʤʦʞʝʪ ʙʳʪʴ ʧʦʣʝʟʥʦ ʧʨʠ 
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ʩʦʨʪʠʨʦʚʢʝ ʩʧʠʩʢʘ ʜʦʩʪʫʧʥʳʭ ʩʠʛʥʘʪʫʨ. ʉʣʝʜʫʶʱʘʷ ʢʦʤʘʥʜʘ ʜʦʙʘʚʣʷʝʪ 

ʩʪʨʦʢʫ ʠʤʝʥʠ "FreeBSD 6.1 C standard library" ʚ ʛʝʥʝʨʠʨʫʝʤʳʡ ʬʘʡʣ 

ʩʠʛʥʘʪʫʨ: 

 

$ ./sigmake -n"FreeBSD 6.1 C standard library" libc_FreeBSD61.pat 

libc_FreeBSD61.sig 

 

ʊʘʢʞʝ ʠʤʝʥʘ ʙʠʙʣʠʦʪʝʢ ʤʦʛʫʪ ʫʢʘʟʳʚʘʪʴʩʷ ʚ ʬʘʡʣʘʭ 

ʠʩʢʣʶʯʝʥʠʡ. ʆʜʥʘʢʦ ʥʝ ʬʘʢʪ ʯʪʦ ʬʘʡʣ ʠʩʢʣʶʯʝʥʠʡ ʧʦʥʘʜʦʙʠʪʩʷ ʚʦ 

ʚʨʝʤʷ ʩʦʟʜʘʥʠʷ ʩʠʛʥʘʪʫʨ, ʧʦʵʪʦʤʫ ʦʧʮʠʷ ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʠ ʤʦʞʝʪ ʙʳʪʴ 

ʙʦʣʝʝ ʧʦʣʝʟʥʘ. ɼʣʷ ʙʦʣʝʝ ʧʦʜʨʦʙʥʦʡ ʠʥʬʦʨʤʘʮʠʠ ʦʙʨʘʪʠʪʝʩʴ ʢ 

sigmake.txt. 

2.3.5. ʉʪʘʨʪʦʚʳʝ ʩʠʛʥʘʪʫʨʳ 

IDA ʤʦʞʝʪ ʨʘʩʧʦʟʥʘʚʘʪʴ ʦʩʦʙʫʶ ʬʦʨʤʫ ʩʠʛʥʘʪʫʨ, ʥʘʟʳʚʘʝʤʫʶ 

ʩʪʘʨʪʦʚʳʤʠ ʩʠʛʥʘʪʫʨʘʤʠ. ʉʪʘʨʪʦʚʳʝ ʩʠʛʥʘʪʫʨʳ ʧʨʠʤʝʥʷʶʪʩʷ, ʢʦʛʜʘ 

ʙʠʥʘʨʥʳʡ ʬʘʡʣ ʟʘʛʨʫʞʘʝʪʩʷ ʚ ʙʘʟʫ ʜʘʥʥʳʭ ʧʝʨʚʳʡ ʨʘʟ ʜʣʷ ʦʧʨʝʜʝʣʝʥʠʷ, 

ʠʩʧʦʣʴʟʦʚʘʥʥʦʛʦ ʢʦʤʧʠʣʷʪʦʨʘ. ɽʩʣʠ IDA ʩʤʦʞʝʪ ʦʧʨʝʜʝʣʠʪʴ 

ʠʩʧʦʣʴʟʦʚʘʥʥʳʡ ʢʦʤʧʠʣʷʪʦʨ, ʪʦ ʜʦʧʦʣʥʠʪʝʣʴʥʳʡ ʩʠʛʥʘʪʫʨʳ, 

ʘʩʩʦʮʠʠʨʦʚʘʥʥʳʝ ʩ ʥʠʤ, ʙʫʜʫʪ ʟʘʛʨʫʞʝʥʳ ʘʚʪʦʤʘʪʠʯʝʩʢʠ ʚʦ ʚʨʝʤʷ 

ʥʘʯʘʣʴʥʦʛʦ ʘʥʘʣʠʟʘ ʙʠʥʘʨʥʦʛʦ ʬʘʡʣʘ. 

ʀʩʭʦʜʷ ʠʟ ʪʦʛʦ, ʯʪʦ ʠʟʥʘʯʘʣʴʥʦ ʪʠʧ ʢʦʤʧʠʣʷʪʦʨʘ ʥʝʠʟʚʝʩʪʝʥ 

ʧʨʠ ʧʝʨʚʦʡ ʟʘʛʨʫʟʢʝ ʬʘʡʣʘ, ʩʪʘʨʪʦʚʳʝ ʩʠʛʥʘʪʫʨʳ ʩʛʨʫʧʧʠʨʦʚʘʥʳ ʠ 

ʚʳʙʠʨʘʶʪʩʷ ʠʩʭʦʜʷ ʠʟ ʪʠʧʘ ʙʠʥʘʨʥʦʛʦ ʬʘʡʣʘ. ʅʘʧʨʠʤʝʨ, ʝʩʣʠ 

ʟʘʛʨʫʞʘʝʪʩʷ ʙʠʥʘʨʥʳʡ ʬʘʡʣ Windows PE, ʪʦ ʙʫʜʫʪ ʧʨʠʤʝʥʝʥʳ 

ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʝ ʩʠʛʥʘʪʫʨʳ ʜʣʷ ʪʦʛʦ ʯʪʦʙʳ ʦʧʨʝʜʝʣʠʪʴ ʢʘʢʦʡ 

ʢʦʤʧʠʣʷʪʦʨ ʠʩʧʦʣʴʟʦʚʘʣʩʷ ʜʣʷ ʩʦʟʜʘʥʠʷ ʧʦʜʦʙʥʦʛʦ ʬʘʡʣʘ. 

ɼʣʷ ʪʦʛʦ ʯʪʦʙʳ ʩʛʝʥʝʨʠʨʦʚʘʪʴ ʩʪʘʨʪʦʚʳʝ ʩʠʛʥʘʪʫʨʳ, sigmake 

ʦʙʨʘʙʘʪʳʚʘʝʪ ʰʘʙʣʦʥʳ, ʢʦʪʦʨʳʝ ʦʧʠʩʳʚʘʶʪ ʩʪʘʨʪʦʚʳʝ 

ʧʦʩʣʝʜʦʚʘʪʝʣʴʥʦʩʪʠ, ʛʝʥʝʨʠʨʫʝʤʳʝ ʨʘʟʣʠʯʥʳʤʠ ʢʦʤʧʠʣʷʪʦʨʘʤʠ ʠ 

ʛʨʫʧʧʠʨʫʝʪ ʠʭ ʚ ʦʜʠʥ ʩʧʝʮʠʘʣʴʥʳʡ ʬʘʡʣ ʩʠʛʥʘʪʫʨ. ʇʘʧʢʘ startup ʚ 

ʥʘʙʦʨʝ ʠʥʩʪʨʫʤʝʥʪʦʚ FLAIR ʩʦʜʝʨʞʠʪ ʩʪʘʨʪʦʚʳʝ ʰʘʙʣʦʥʳ, 

ʠʩʧʦʣʴʟʫʝʤʳʝ ʚ IDA, ʘ ʪʘʢʞʝ ʩʢʨʠʧʪ startup.bat ʠʩʧʦʣʴʟʫʝʤʳʡ ʜʣʷ 

ʩʦʟʜʘʥʠʷ ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʭ ʩʠʛʥʘʪʫʨ ʠʟ ʰʘʙʣʦʥʦʚ. ʇʨʠʤʝʨʳ ʩʦʟʜʘʥʠʷ 

ʩʪʘʨʪʦʨʚʳʭ ʩʠʛʥʘʪʫʨʳ ʚʳ ʤʦʞʝʪʝ ʧʦʩʤʦʪʨʝʪʴ ʚ  startup.bat  

ɺ ʩʣʫʯʘʝ ʝʩʣʠ ʚʘʤ ʧʨʠʭʦʜʠʪʩʷ ʨʘʙʦʪʘʪʴ ʩ PE-ʬʘʡʣʘʤʠ, ʚʳ 

ʤʦʞʝʪʝ ʟʘʤʝʪʠʪʴ ʥʝʩʢʦʣʴʢʦ ʬʘʡʣʦʚ pe_*.pat ʚ ʧʘʧʢʝ startup, 

ʦʧʠʩʳʚʘʶʱʠʭ ʩʪʘʨʪʦʚʳʝ ʰʘʙʣʦʥʳ ʠʩʧʦʣʴʟʫʝʤʳʝ ʧʦʧʫʣʷʨʥʳʤʠ 

Windows-ʢʦʤʧʠʣʷʪʦʨʘʤʠ, ʚʢʣʶʯʘʷ pe_vc.pat ʜʣʷ Visual Studio ʠ 

pe_gcc.pat ʜʣʷ Cygwin/gcc. ɽʩʣʠ ʚʳ ʭʦʪʠʪʝ ʜʦʙʘʚʠʪʴ ʜʦʧʦʣʥʠʪʝʣʴʥʳʝ 

ʩʪʘʨʪʦʚʳʝ ʰʘʙʣʦʥʳ ʜʣʷ PE-ʬʘʡʣʦʚ, ʪʦ ʚʘʤ ʥʫʞʥʦ ʣʠʙʦ ʜʦʙʘʚʠʪʴ ʠʭ ʚ 
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ʩʫʱʝʩʪʚʫʶʱʠʝ ʬʘʡʣʳ, ʣʠʙʦ ʩʦʟʜʘʪʴ ʥʦʚʳʡ ʬʘʡʣ ʰʘʙʣʦʥʦʚ ʩ 

ʧʨʝʬʠʢʩʦʤ pe_ ʜʣʷ ʪʦʛʦ, ʯʪʦʙʳ ʩʢʨʠʧʪ ʩʦʟʜʘʥʠʷ ʩʪʘʨʪʦʚʳʭ ʩʠʛʥʘʪʫʨ 

ʤʦʛ ʢʦʨʨʝʢʪʥʦ ʥʘʡʪʠ ʰʘʙʣʦʥʳ, ʠ ʩʦʚʤʝʩʪʠʪʴ ʠʭʩ ʩʫʱʝʩʪʚʫʶʱʠʤʠ. 

ʇʦʩʣʝʜʥʝʝ ʟʘʤʝʯʘʥʠʝ ʧʦ ʧʦʚʦʜʫ ʩʪʘʨʪʦʚʳʭ ʰʘʙʣʦʥʦʚ ʢʘʩʘʝʪʩʷ 

ʠʭ ʬʦʨʤʘʪʘ, ʢʦʪʦʨʳʡ ʥʝʩʢʦʣʴʢʦ ʦʪʣʠʯʘʝʪʩʷ ʦʪ ʰʘʙʣʦʥʦʚ ʜʣʷ 

ʙʠʙʣʠʦʪʝʯʥʳʭ ʬʫʥʢʮʠʡ. ʈʘʟʥʠʮʘ ʤʝʞʜʫ ʥʠʤʠ ʚ ʪʦʤ, ʯʪʦ ʚ ʩʪʘʨʪʦʚʳʭ 

ʰʘʙʣʦʥʘʭ ʤʦʛʫʪ ʫʢʘʟʳʚʘʪʴʩʷ ʜʦʧʦʣʥʠʪʝʣʴʥʳʝ ʩʠʛʥʘʪʫʨʳ, ʢʦʪʦʨʳʝ 

ʥʫʞʥʦ ʧʨʠʤʝʥʠʪʴ ʚ ʩʣʫʯʘʝ ʩʦʚʧʘʜʝʥʠʷ. ʂʨʦʤʝ ʧʨʠʤʝʨʦʚ ʩʪʘʨʪʦʚʳʭ 

ʰʘʙʣʦʥʦʚ ʚ ʧʘʧʢʝ startup ʙʦʣʴʰʝ ʥʝʪ ʥʠʢʘʢʦʛʦ ʦʧʠʩʘʥʠʷ ʠʭ ʬʦʨʤʘʪʘ ʚ 

ʪʝʢʩʪʦʚʳʭ ʬʘʡʣʘʭ, ʚʢʣʶʯʝʥʥʳʭ ʚ FLAIR. 

ɻʃɸɺɸ 3. ʈɸʉʐʀʈɽʅʀɽ ɹɸɿʓ ɿʅɸʅʀʁ IDA 

ʄʳ ʧʦʣʘʛʘʝʤ ʥʘ ʜʘʥʥʳʡ ʤʦʤʝʥʪ,ʦʯʝʚʠʜʥʦ, ʯʪʦ ʢʘʯʝʩʪʚʝʥʥʦʝ 

ʜʠʟʘʩʩʝʤʙʣʠʨʦʚʘʥʠʝ ʚʢʣʶʯʘʝʪ ʚ ʩʝʙʷ ʙʦʣʴʰʝ ʯʝʤ ʧʨʦʩʪʦ ʥʘʙʦʨ 

ʤʥʝʤʦʥʠʢ ʠ ʦʧʝʨʘʥʜʦʚ ʠʟʚʣʝʯʝʥʥʳʭ ʠʟ ʧʦʩʣʝʜʦʚʘʪʝʣʴʥʦʩʪʝʡ ʙʘʡʪ. ɼʣʷ 

ʪʦʛʦ ʯʪʦʙʳ ʜʠʟʘʩʩʝʤʙʣʠʨʦʚʘʥʠʝ ʧʨʠʥʦʩʠʣʦ ʧʦʣʴʟʫ, ʥʝʦʙʭʦʜʠʤʦ ʪʘʢʞʝ 

ʧʦʣʴʟʦʚʘʪʴʩʷ ʠʥʬʦʨʤʘʮʠʝʡ ʧʦʣʫʯʝʥʥʦʡ ʚʦ ʚʨʝʤʷ ʠʟʫʯʝʥʠʷ API, ʘ 

ʪʦʯʥʝʝ ʪʘʢʠʭ ʚʝʱʝʡ ʢʘʢ ʧʨʦʪʦʪʠʧʳ ʬʫʥʢʮʠʡ ʠ ʩʪʘʥʜʘʨʪʥʳʭ ʪʠʧʦʚ 

ʜʘʥʥʳʭ. ɺ ʵʪʦʡ ʛʣʘʚʝ ʤʳ ʙʫʜʝʤ ʠʟʫʯʘʪʴ ʫʪʠʣʠʪʳ idsutils ʠ loadint. 

ɼʘʥʥʳʝ ʫʪʠʣʠʪʳ ʜʦʩʪʫʧʥʳ ʥʘ ʜʠʩʢʝ IDA ʣʠʙʦ ʤʦʛʫʪ ʙʳʪʴ ʟʘʛʨʫʞʝʥʳ ʩ 

ʩʘʡʪʘ Hex-Rays. 

3.1. ɺʩʪʘʚʢʘ ʠʥʬʦʨʤʘʮʠʠ ʦ ʬʫʥʢʮʠʷʭ 

IDA ʧʦʣʫʯʘʝʪ ʟʥʘʥʠʝ ʦ ʬʫʥʢʮʠʷʭ ʠʟ ʜʚʫʭ ʠʩʪʦʯʥʠʢʦʚ: 

ʙʠʙʣʠʦʪʝʢ ʪʠʧʦʚ (type library, .til) ʠ ʬʘʡʣʦʚ ʫʪʠʣʠʪʳ IDS (.ids). ɺʦ ʚʨʝʤʷ 

ʥʘʯʘʣʴʥʦʛʦ ʵʪʘʧʘ ʘʥʘʣʠʟʘ, IDA ʠʩʧʦʣʴʟʫʝʪ ʠʥʬʦʨʤʘʮʠʶ ʭʨʘʥʷʱʫʶʩʷ ʚ 

ʜʘʥʥʳʭ ʬʘʡʣʘʭ ʜʣʷ ʪʦʛʦ, ʯʪʦʙʳ ʧʦʚʳʩʠʪʴ ʪʦʯʥʦʩʪʴ ʜʠʟʘʩʩʝʤʙʣʠʨʦʚʘʥʠʷ 

ʠ ʩʜʝʣʘʪʴ ʢʦʜ ʙʦʣʝʝ ʯʠʪʘʝʤʳʤ. ʕʪʦ ʜʦʩʪʠʛʘʝʪʩʷ ʧʨʠ ʧʦʤʦʱʠ ʚʢʣʶʯʝʥʠʷ 

ʠʤʝʥ ʧʘʨʘʤʝʪʨʦʚ ʬʫʥʢʮʠʡ ʠ ʪʠʧʦʚ, ʘ ʪʘʢʞʝ ʢʦʤʤʝʥʪʘʨʠʝʚ, ʢʦʪʦʨʳʝ 

ʠʜʫʪ ʩ ʨʘʟʣʠʯʥʳʤʠ ʙʠʙʣʠʦʪʝʯʥʳʤʠ ʬʫʥʢʮʠʷʤʠ.  

ʈʘʥʝʝ ʤʳ ʦʙʩʫʞʜʘʣʠ ʬʘʡʣʳ ʙʠʙʣʠʦʪʝʢ ʪʠʧʦʚ (type library files) 

ʠ ʤʝʭʘʥʠʟʤ, ʧʨʠ ʧʦʤʦʱʠ ʢʦʪʦʨʦʛʦ IDA ʭʨʘʥʠʪ ʨʘʩʧʦʣʦʞʝʥʠʝ ʩʣʦʞʥʳʭ 

ʩʪʨʫʢʪʫʨ ʜʘʥʥʳʭ. ʕʪʠ ʬʘʡʣʳ ʪʘʢʞʝ ʠʩʧʦʣʴʟʫʶʪʩʷ ʚ ʢʘʯʝʩʪʚʝ ʩʨʝʜʩʪʚ, 

ʢʦʪʦʨʳʝ IDA ʠʩʧʣʴʟʫʝʪ ʜʣʷ ʟʘʧʠʩʠ ʠʥʬʦʨʤʘʮʠʠ ʦ ʪʦʤ, ʢʘʢ ʚʳʟʳʚʘʪʴ 

ʬʫʥʢʮʠʶ ʠ ʧʦʩʣʝʜʦʚʘʪʝʣʴʥʦʩʪʴ ʝʝ ʧʘʨʘʤʝʪʨʦʚ. IDA ʠʩʧʦʣʴʟʫʝʪ 

ʠʥʬʦʨʤʘʮʠʶ ʠʟ ʩʠʛʥʘʪʫʨ ʬʫʥʢʮʠʡ ʥʝʩʢʦʣʴʢʠʤʠ ʧʫʪʷʤʠ. ɺʦ-ʧʝʨʚʳʭ, 

ʢʦʛʜʘ ʚ ʙʠʥʘʨʥʦʤ ʬʘʡʣʝ ʠʩʧʦʣʴʟʫʶʪʩʷ ʨʘʟʜʝʣʷʝʤʳʝ ʙʠʙʣʠʦʪʝʢʠ, IDA ʥʝ 
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ʤʦʞʝʪ ʫʟʥʘʪʴ ʢʘʢʠʝ ʦʩʦʙʝʥʥʦʩʪʠ ʚʳʟʦʚʘ ʤʦʛʫʪ ʧʨʠʤʝʥʷʪʴʩʷ ʜʣʷ ʵʪʠʭ 

ʬʫʥʢʮʠʡ. ɺ ʪʘʢʠʭ ʩʣʫʯʘʷʭ IDA ʧʳʪʘʝʪʩʷ ʩʨʘʚʥʠʪʴ ʙʠʙʣʠʦʪʝʯʥʳʝ 

ʬʫʥʢʮʠʠ ʩ ʘʩʩʦʮʠʠʨʦʚʘʥʥʳʤʠ ʩ ʥʠʤʠ ʩʠʛʥʘʪʫʨʘʤʠ ʚ ʬʘʡʣʝ ʙʠʙʣʠʦʪʝʢʠ 

ʪʠʧʦʚ. ɽʩʣʠ ʧʦʜʭʦʜʷʱʘʷ ʩʠʛʥʘʪʫʨʘ ʫʩʧʝʰʥʘ,ʥʘʡʜʝʥʘ, ʪʦ IDA ʤʦʞʝʪ 

ʧʦʥʷʪʴ, ʢʘʢ ʚʳʟʳʚʘʝʪʩʷ ʬʫʥʢʮʠʷ ʠ ʩʜʝʣʘʪʴ ʥʝʢʦʪʦʨʳʝ ʠʟʤʝʥʝʥʠʷ ʢ 

ʫʢʘʟʘʪʝʣʶ ʩʪʝʢʘ ʚ ʩʣʫʯʘʝ ʥʝʦʙʭʦʜʠʤʦʩʪʠ (ʥʘʧʦʤʠʥʘʝʤ, ʯʪʦ ʬʫʥʢʮʠʠ 

stdcall ʚʳʧʦʣʥʷʶʪ ʦʯʠʩʪʢʫ ʩʪʝʢʘ ʩʘʤʦʩʪʦʷʪʝʣʴʥʦ). ɺʪʦʨʦʡ ʧʫʪʴ 

ʠʩʧʩʧʣʦʣʴʟʦʚʘʥʠʷ ʩʠʛʥʘʪʫʨ ʬʫʥʢʮʠʡ ʟʘʢʣʶʯʘʝʪʩʷ ʚ ʪʦʤ, ʯʪʦʙʳ 

ʧʨʦʢʦʤʤʝʥʪʠʨʦʚʘʪʴ ʧʘʨʘʤʝʪʨʳ, ʧʝʨʝʜʘʚʘʝʤʳʝ ʬʫʥʢʮʠʠ ʜʣʷ 

ʦʙʦʟʥʘʯʝʥʠʷ ʢʘʢʦʡ ʠʤʝʥʥʦ ʧʘʨʘʤʝʪʨ ʚʜʚʠʛʘʝʪʩʷ ʚ ʩʪʝʢ ʜʦ ʚʳʟʦʚʘ 

ʬʫʥʢʮʠʠ. ʂʦʣʠʯʝʩʪʚʦ ʠʥʬʦʨʤʘʮʠʠ ʧʨʝʜʩʪʘʚʣʝʥʥʦʡ ʚ ʢʦʤʤʝʥʪʘʨʠʠ 

ʟʘʚʠʩʠʪ ʦʪ ʢʦʣʠʯʝʩʪʚʘ ʠʥʬʦʨʤʘʮʠʠ ʦʙʥʘʨʫʞʝʥʥʦʡ IDA ʚʦ ʚʨʝʤʷ 

ʧʘʨʩʠʥʛʘ ʩʠʛʥʘʪʫʨʳ ʬʫʥʢʮʠʠ. ʅʠʞʝ ʧʨʠʚʝʜʝʥʳ ʜʚʝ 

ʩʠʛʥʘʪʫʨʳ,ʷʚʣʷʶʱʠʝʩʷ ʢʦʨʨʝʢʪʥʳʤʠ ʦʙʲʷʚʣʝʥʠʷ C (legal C 

declarations), ʚʦ ʚʪʦʨʦʡ ʬʫʥʢʮʠʠ ʙʦʣʴʰʝ ʠʥʬʦʨʤʘʮʠʠ, ʪʘʢ ʢʘʢ ʚ ʥʝʡ 

ʧʨʝʜʦʩʪʘʚʣʷʝʪʩʷ ʠʤʷ ʧʘʨʘʤʝʪʨʘ ʚ ʜʦʧʦʣʥʝʥʠʝ ʢ ʪʠʧʘʤ ʜʘʥʥʳʭ. 

 

LSTATUS _stdcall RegOpenKey(HKEY, LPCTSTR, PHKEY); 

LSTATUS _stdcall RegOpenKey(HKEY hKey, LPCTSTR lpSubKey, 

PHKEY phkResult); 

 

ɹʠʙʣʠʦʪʝʢʠ ʪʠʧʦʚ IDA ʩʦʜʝʨʞʘʪ ʩʠʛʥʘʪʫʨʳ ʜʣʷ ʬʫʥʢʮʠʡ 

ʙʦʣʴʰʦʛʦ ʢʦʣʠʯʝʩʪʚʘ ʨʘʩʧʨʦʩʪʨʘʥʝʥʥʳʭ API, ʚʢʣʶʯʘʷ ʟʥʘʯʠʪʝʣʴʥʫʶ 

ʯʘʩʪʴ Windows API. ʉʪʘʥʜʘʨʪʥʳʡ ʜʠʟʘʩʩʝʤʙʣʠʨʦʚʘʥʥʳʡ ʢʦʜ ʚʳʟʦʚʘ 

ʬʫʥʢʮʠʠ RegOpenKey ʚʳʛʣʷʜʠʪ ʪʘʢ: 

 

.text:00401006   00C      lea     eax, [ebp+hKey] 

.text:00401009   00C      push    eax            ; phkResult 

.text:0040100A   010      push    offset SubKey  ; "Software\\Hex-Rays\\IDA"  

.text:0040100F   014      push    80000001h      ; hKey 

.text:00401014   018      call    ds:RegOpenKeyA 

.text:0040101A  00C   mov     [ebp+var_8], eax 

 

ɿʘʤʝʪʴʪʝ, ʯʪʦ IDA ʜʦʙʘʚʣʝʥʳ ʢʦʤʤʝʥʪʘʨʠʠ ʚ ʧʨʘʚʦʡ ʯʘʩʪʠ, 

ʦʪʦʙʨʘʞʘʶʱʠʝ, ʢʘʢʦʡ ʧʘʨʘʤʝʪʨ ʧʝʨʝʜʘʝʪʩʷ ʚ ʢʘʞʜʦʡ ʠʥʩʪʨʫʢʮʠʠ, 

ʚʝʜʫʱʝʡ ʢ ʚʳʟʦʚʫ RegOpenKey. ɺ ʩʣʫʯʘʝ ʝʩʣʠ ʚ ʩʠʛʥʘʪʫʨʝ ʬʫʥʢʮʠʠ 

ʧʨʠʩʫʪʩʪʚʫʶʪ ʬʦʨʤʘʣʴʥʳʝ ʠʤʝʥʘ ʧʘʨʘʤʝʪʨʦʚ, ʪʦ IDA ʧʦʧʳʪʘʝʪʩʷ ʧʦʡʪʠ 

ʝʱʝ ʜʘʣʴʰʝ, ʠ ʘʚʪʦʤʘʪʠʯʝʩʢʠ ʜʦʙʘʚʠʪ ʠʤʝʥʘ ʧʝʨʝʤʝʥʥʳʭ, 

ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʝ ʦʧʨʝʜʝʣʝʥʥʳʤ ʧʘʨʘʤʝʪʨʘʤ. ɺ ʜʚʫʭ 

ʚʳʰʝʧʨʠʚʝʜʝʥʥʳʭ ʩʣʫʯʘʷʭ ʚʠʜʥʦ, ʯʪʦ ʧʨʠʩʚʦʝʥʦ ʠʤʷ ʦʜʥʦʡ ʣʦʢʘʣʴʥʦʡ 

ʧʝʨʝʤʝʥʥʦʡ (hKey) ʠ ʦʜʥʦʡ ʛʣʦʙʘʣʴʥʦʡ (SubKey), ʥʘ ʦʩʥʦʚʘʥʠʠ ʠʭ 

ʩʦʦʪʚʝʪʩʪʚʠʷ ʬʦʨʤʘʣʴʥʳʤ ʧʘʨʘʤʝʪʨʘʤ ʚ ʧʨʦʪʦʪʠʧʝ RegOpenKey. ɽʩʣʠ 
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ʚʦ ʚʨʝʤʷ ʧʘʨʩʠʥʛʘ ʫ ʧʨʦʪʦʪʠʧʘ ʬʫʥʢʮʠʠ ʙʳʣʠ ʦʙʥʘʨʫʞʝʥʳ ʪʦʣʴʢʦ 

ʠʥʬʦʨʤʘʮʠʶ ʦ ʪʠʧʘʭ ʙʝʟ ʬʦʨʤʘʣʴʥʳʭ ʠʤʝʥ ʧʘʨʘʤʝʪʨʦʚ, ʪʦ ʪʦʛʜʘ ʚ 

ʧʨʝʜʳʜʫʱʝʤ ʧʨʠʤʝʨʝ ʦʪʦʙʨʘʞʘʣʠʩʴ ʙʳ ʠʤʝʥʘ ʪʠʧʦʚ ʜʘʥʥʳʭ 

ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʭ ʘʨʛʫʤʝʥʪʦʚ ʚʤʝʩʪʦ ʠʤʝʥ ʧʘʨʘʤʝʪʨʦʚ. ɺ ʩʣʫʯʘʝ ʩ 

ʧʘʨʘʤʝʪʨʦʤ lpSubKey ʠʤʷ ʧʘʨʘʤʝʪʨʘ ʥʝ ʦʪʦʙʨʘʞʘʝʪʩʷ, ʪʘʢ ʢʘʢ ʧʘʨʘʤʝʪʨ 

ʫʢʘʟʳʚʘʝʪ ʥʘ ʩʪʨʦʢʦʚʫʶ ʧʝʨʝʤʝʥʥʫʶ, ʧʦʵʪʦʤʫ ʦʪʦʙʨʘʞʘʝʪʩʷ 

ʩʦʜʝʨʞʠʤʦʝ ʩʪʨʦʢʠ. ɺ ʟʘʚʝʨʰʝʥʠʝ ʟʘʤʝʪʠʤ, ʯʪʦ RegOpenKey ʙʳʣʘ 

ʨʘʩʧʦʟʥʘʥʘ IDA ʢʘʢ ʬʫʥʢʮʠʷ stdcall, ʧʦʵʪʦʤʫ ʘʚʪʦʤʘʪʠʯʝʩʢʠ ʙʳʣ 

ʩʢʦʨʨʝʢʪʠʨʦʚʘʥ ʫʢʘʟʘʪʝʣʴ ʩʪʝʢʘ. ɺʩʷ ʜʘʥʥʘʷ ʠʥʬʦʨʤʘʮʠʷ ʙʳʣʘ 

ʧʦʣʫʯʝʥʘ ʠʟ ʩʠʛʥʘʪʫʨʳ ʬʫʥʢʮʠʠ, ʢʦʪʦʨʫʶ IDA ʪʘʢʞʝ ʦʪʦʙʨʘʞʘʝʪ ʢʘʢ 

ʢʦʤʤʝʥʪʘʨʠʡ ʚ ʜʠʟʘʩʩʝʤʙʣʠʨʦʚʘʥʥʦʤ ʢʦʜʝ ʚ ʩʦʦʪʚʝʪʩʪʚʫʶʱʝʤ ʤʝʩʪʝ ʚ 

ʪʘʙʣʠʮʝ ʠʤʧʦʨʪʘ, ʢʘʢ ʧʦʢʘʟʘʥʦ ʚ ʣʠʩʪʠʥʛʝ ʥʠʞʝ: 

 

.idata:0040A000 ; LSTATUS __stdcall RegOpenKeyA(HKEY hKey, 

LPCSTR lpSubKey, PHKEY phkResult) 

.idata:0040A000                 extrn RegOpenKeyA:dword ; CODE XREF: 

_main+14p 

.idata:0040A000                                         ; DATA XREF: _main+14r 

 

ʂʦʤʤʝʥʪʘʨʠʡ, ʦʪʦʙʨʘʞʘʶʱʠʡ ʧʨʦʪʦʪʠʧ ʬʫʥʢʮʠʠ ʙʳʣ ʚʟʷʪ 

IDA ʠʟ ʬʘʡʣʘ .til, ʩʦʜʝʨʞʘʱʝʛʦ ʠʥʬʦʨʤʘʮʠʶ ʦ ʬʫʥʢʮʠʷʭ Windows API. 

ɺ ʢʘʢʦʤ ʩʣʫʯʘʝ ʚʘʤ ʤʦʞʝʪ ʧʦʪʨʝʙʦʚʘʪʴʩʷ ʩʛʝʥʝʨʠʨʦʚʘʪʴ ʩʚʦʠ 

ʩʦʙʩʪʚʝʥʥʳʝ ʩʠʛʥʘʪʫʨʳ ʪʠʧʦʚ ʧʘʨʘʤʝʪʨʦʚ ʬʫʥʢʮʠʡ? ɺ ʣʶʙʦʤ ʩʣʫʯʘʝ 

ʢʦʛʜʘ ʚʘʤ ʚʩʪʨʝʯʘʝʪʩʷ ʙʠʥʘʨʥʳʡ ʬʘʡʣ, ʜʠʥʘʤʠʯʝʩʢʠ ʠʣʠ ʩʪʘʪʠʯʝʩʢʠ 

ʩʚʷʟʘʥʥʳʡ ʩ ʙʠʙʣʠʦʪʝʢʦʡ, ʜʣʷ ʢʦʪʦʨʫʡ ʫ IDA ʦʪʩʫʪʩʪʚʫʝʪ ʠʥʬʦʨʤʘʮʠʷ ʦ 

ʧʨʦʪʦʪʠʧʘʭ ʬʫʥʢʮʠʡ, ʚʳ ʤʦʞʝʪʝ ʩʛʝʥʝʨʠʨʦʚʘʪʴ ʩʠʛʥʘʪʫʨʳ ʪʠʧʦʚ ʜʣʷ 

ʚʩʝʭ ʬʫʥʢʮʠʡ ʩʦʜʝʨʞʘʱʠʭʩʷ ʚ ʙʠʙʣʠʦʪʝʢʝ ʜʣʷ ʪʦʛʦ, ʯʪʦʙʳ 

ʧʨʝʜʦʩʪʘʚʠʪʴ IDA ʚʦʟʤʦʞʥʦʩʪʴ  ʘʚʪʦʤʘʪʠʯʝʩʢʠ ʢʦʤʤʝʥʪʠʨʦʚʘʪʴ 

ʜʠʟʘʩʩʝʤʙʣʠʨʦʚʘʥʥʳʡ ʢʦʜ. ʇʨʠʤʝʨʘʤʠ ʧʦʜʦʙʥʳʭ ʙʠʙʣʠʦʪʝʢ ʤʦʛʫʪ 

ʧʦʩʣʫʞʠʪʴ ʙʠʙʣʠʦʪʝʢʠ ʩ ʠʟʦʙʨʘʞʝʥʠʷʤʠ ʠʣʠ ʢʨʠʧʪʦʛʨʘʬʠʯʝʩʢʠʝ 

ʙʠʙʣʠʦʪʝʢʠ, ʢʦʪʦʨʳʝ ʥʝ ʷʚʣʷʶʪʩʷ ʩʪʘʥʜʘʨʪʥʦʡ ʯʘʩʪʴʶ Windows, ʥʦ 

ʤʦʛʫʪ ʙʳʪʴ ʜʦʚʦʣʴʥʦ ʨʘʩʧʨʦʩʪʨʘʥʝʥʳ. ɺ ʢʘʯʝʩʪʚʝ ʢʦʥʢʨʝʪʥʦʛʦ ʧʨʠʤʝʨʘ 

ʤʦʞʥʦ ʧʨʠʚʝʩʪʠ ʢʨʠʧʪʦʛʨʘʬʠʯʝʩʢʫʶ ʙʠʙʣʠʦʪʝʢʫ OpenSSL.  

ʄʳ ʤʦʞʝʤ ʜʦʙʘʚʣʷʪʴ ʠʥʬʦʨʤʘʮʠʶ ʦ ʧʨʦʪʦʪʠʧʘʭ ʬʫʥʢʮʠʡ ʚ 

.til-ʬʘʡʣ, ʪʘʢʞʝ ʢʘʢ ʤʳ ʜʦʙʘʚʣʷʣʠ ʠʥʬʦʨʤʘʮʠʶ ʦ ʩʣʦʞʥʳʭ ʪʠʧʘʭ 

ʜʘʥʥʳʭ ʚ ʪʦʪ ʞʝ ʬʘʡʣ ʧʨʠ ʧʦʤʦʱʠ ʧʘʨʩʠʥʛʘ ʧʨʦʪʦʪʠʧʦʚ ʬʫʥʢʮʠʡ 

ʜʦʩʪʫʧʥʦʛʦ ʯʝʨʝʟ ʤʝʥʶ File Ʒ Load File Ʒ Parse C Header File. ʂ 

ʩʦʞʘʣʝʥʠʶ, ʢʘʢ ʤʳ ʨʘʥʝʝ ʦʙʩʫʞʜʘʣʠ, ʥʘ ʜʘʥʥʳʡ ʤʦʤʝʥʪ ʵʪʦ 

ʝʜʠʥʩʪʚʝʥʥʳʡ ʩʧʦʩʦʙ ʜʦʙʘʚʣʷʪʴ ʩʦʜʝʨʞʠʤʦʝ ʚ .til-ʬʘʡʣʳ, ʠ ʵʪʦ 

ʩʦʜʝʨʞʠʤʦʝ ʙʫʜʝʪ ʘʩʩʦʮʠʠʨʦʚʘʥʦ ʪʦʣʴʢʦ ʩ ʙʘʟʦʡ ʜʘʥʥʳʭ, ʚ ʢʦʪʦʨʦʡ 

ʧʨʦʚʦʜʠʣʩʷ ʧʘʨʩʠʥʛ. ʊʘʢ ʢʘʢ .til-ʬʘʡʣʳ ʘʨʭʠʚʠʨʫʶʪʩʷ ʚ .idb-ʬʘʡʣʳ ʚʦ 

ʚʨʝʤʷ ʟʘʢʨʳʪʠʷ ʙʘʟʳ ʜʘʥʥʳʭ, ʪʦ ʝʜʠʥʩʪʚʝʥʥʳʡ ʧʫʪʴ ʠʟʚʣʝʯʴ 
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ʠʥʬʦʨʤʘʮʠʶ, ʵʪʦ ʩʢʦʧʠʨʦʚʘʪʴ .til-ʬʘʡʣ ʠʟ ʨʘʙʦʯʝʡ ʜʠʨʝʢʪʦʨʠʠ IDA, 

ʢʦʛʜʘ ʙʘʟʘ ʜʘʥʥʳʭ ʦʪʢʨʳʪʘ. ʇʨʦʮʝʩʩ ʩʦʟʜʘʥʠʷ ʙʠʙʣʠʦʪʝʢʠ ʪʠʧʦʚ 

ʧʨʝʜʩʪʘʚʣʝʥ ʩʣʝʜʫʶʱʠʤʠ ʧʫʥʢʪʘʤʠ: 

ɿʘʛʨʫʟʠʪʝ ʠʩʧʦʣʥʷʝʤʳʡ ʬʘʡʣ ʚ ʥʦʚʫʶ ʙʘʟʫ ʜʘʥʥʳʭ. ʂʘʢʦʡ 

ʠʤʝʥʥʦ ʬʘʡʣ ʥʝ ʠʤʝʝʪ ʟʥʘʯʝʥʠʷ, ʪʘʢ ʢʘʢ ʥʘʤ ʧʨʦʩʪʦ ʥʘʜʦ ʧʦʣʫʯʠʪʴ 

ʜʦʩʪʫʧ ʢ ʚʦʟʤʦʞʥʦʩʪʠ IDA ʧʨʦʠʟʚʦʜʠʪʴ ʧʘʨʩʠʥʛ ʬʘʡʣʦʚ C. ɼʣʷ 

ʧʦʢʘʟʘʪʝʣʴʥʳʭ ʮʝʣʝʡ ʤʳ ʙʫʜʝʤ ʠʩʧʦʣʴʟʦʚʘʪʴ ʠʩʧʦʣʥʷʝʤʳʡ ʬʘʡʣ 

C:\IdaBook\ch13_examples\example_13_1.exe. 

ʇʨʦʠʟʚʝʜʠʪʝ ʧʘʨʩʠʥʛ ʟʘʛʦʣʦʚʦʯʥʳʭ ʬʘʡʣʦʚ C ʩʦʜʝʨʞʘʱʠʭ 

ʧʨʦʪʦʪʠʧʳ ʬʫʥʢʮʠʡ, ʢʦʪʦʨʳʡ ʚʳ ʭʦʪʠʪʝ ʜʦʙʘʚʠʪʴ. ɼʣʷ ʵʪʦʛʦ ʤʦʞʝʪ 

ʧʦʪʨʝʙʦʚʘʪʴʩʷ ʤʦʜʠʬʠʮʠʨʦʚʘʪʴ ʟʘʛʦʣʦʚʦʯʥʳʝ ʬʘʡʣʳ (ʥʘʧʨʠʤʝʨ ʫʙʨʘʪʴ 

ʚʩʝ ʥʝʩʪʘʥʜʘʨʪʥʳʝ ʪʠʧʳ, ʪʘʢʠʝ ʢʘʢ uchar ʠʣʠ dword), ʯʪʦʙʳ ʦʥʠ 

ʢʦʨʨʝʢʪʥʦ ʚʦʩʧʨʠʥʠʤʘʣʠʩʴ IDA. ʀʥʬʦʨʤʘʮʠʷ, ʠʟʚʣʝʯʝʥʥʘʷ ʚʦ ʚʨʝʤʷ 

ʧʘʨʩʠʥʛʘ ʙʫʜʝʪ ʜʦʙʘʚʣʝʥʘ ʚ ʣʦʢʘʣʴʥʳʡ .til-ʬʘʡʣ. ɺ ʜʘʥʥʦʤ ʩʣʫʯʘʝ ʠʤʷ 

ʬʘʡʣʘ ʙʫʜʝʪ C:\IdaBook\ch13_examples\example_13_1.til. 

ʇʝʨʝʜ ʟʘʢʨʳʪʠʝʤ ʙʘʟʳ ʜʘʥʥʳʭ ʩʢʦʧʠʨʫʡʪʝ .til-ʬʘʡʣ ʚ  

<IDADIR>/til. ɾʝʣʘʪʝʣʴʥʦ ʠʟʤʝʥʠʪʴ ʠʤʷ ʬʘʡʣʘ ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ 

ʥʘʟʚʘʥʠʝʤ ʙʠʙʣʠʦʪʝʢʠ, ʥʘʧʨʠʤʝʨ openssl.til. ʊʝʧʝʨʴ .til=ʬʘʡʣ ʜʦʩʪʫʧʝʥ 

ʜʣʷ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʯʝʨʝʟ ʦʧʝʨʘʮʠʶ ʚʩʪʘʚʢʠ (ʛʦʨʷʯʘʷ ʢʣʘʚʠʰʘ INSERT) 

ʚ ʦʢʥʝ Loaded Type Libraries (View Ʒ Open Subviews Ʒ Type Libraries). 

ʊʝʧʝʨʴ ʤʦʞʥʦ ʟʘʢʨʳʪʴ ʙʘʟʫ ʜʘʥʥʳʭ ʠ ʧʦ ʞʝʣʘʥʠʶ ʩʦʭʨʘʥʠʪʴ 

(ʝʩʣʠ ʟʘʛʦʣʦʚʦʯʥʳʝ ʬʘʡʣʳ ʥʝ ʠʤʝʣʠ ʦʪʥʦʰʝʥʠʷ ʢ ʢʦʥʢʨʝʪʥʦʡ ʙʘʟʝ 

ʜʘʥʥʳʭ, ʪʦ ʚʳ ʤʦʞʝʪʝ ʧʨʦʩʪʦ ʧʨʦʠʛʥʦʨʠʨʦʚʘʪʴ ʠʟʤʝʥʝʥʠʷ). 

ɺʩʝ ʵʪʦ ʭʦʨʦʰʦ ʠ ʜʘʞʝ ʦʪʣʠʯʥʦ, ʥʦ ʪʦʣʴʢʦ ʚ ʩʣʫʯʘʝ ʝʩʣʠ ʫ ʚʘʩ 

ʝʩʪʴ ʜʦʩʪʫʧ ʢ ʠʩʭʦʜʥʦʤʫ ʢʦʜʫ, ʢʦʪʦʨʳʡ ʤʦʞʥʦ ʠʩʧʦʣʴʟʦʚʘʪʴ ʜʣʷ 

ʧʘʨʩʠʥʛʘ. ʂ ʩʦʞʘʣʝʥʠʶ, ʯʘʱʝ ʚʩʝʛʦ ʫ ʚʘʩ ʥʝ ʙʫʜʝʪ ʜʦʩʪʫʧʘ ʢ ʠʩʭʦʜʥʦʤʫ 

ʢʦʜʫ, ʥʦ ʚʘʤ ʚʩʝ ʨʘʚʥʦ ʙʫʜʝʪ ʥʝʦʙʭʦʜʠʤʦ ʚʳʩʦʢʦʢʘʯʝʩʪʚʝʥʥʦʝ 

ʜʠʟʘʩʩʝʤʙʣʠʨʦʚʘʥʠʝ. ʂʘʢ ʞʝ ʤʦʞʥʦ ʦʙʫʯʠʪʴ IDA, ʚ ʩʣʫʯʘʝ ʝʩʣʠ ʫ ʚʘʩ 

ʥʝʪ ʠʩʭʦʜʥʦʛʦ ʢʦʜʘ? ʕʪʦ ʠ ʷʚʣʷʝʪʩʷ ʪʦʯʥʳʤ ʥʘʟʥʘʯʝʥʠʝʤ ʫʪʠʣʠʪ IDS 

(idsutils). ʋʪʠʣʠʪʳ IDS ʧʨʝʜʩʪʘʚʣʷʶʪ ʩʦʙʦʡ ʥʘʙʦʨ ʪʨʝʭ ʧʨʦʛʨʘʤʤ 

ʠʩʧʦʣʴʟʫʶʱʠʭʩʷ ʜʣʷ ʩʦʟʜʘʥʠʷ .ids-ʬʘʡʣʦʚ. ɼʘʚʘʡʪʝ ʩʥʘʯʘʣʘ 

ʦʙʩʫʜʠʤ,ʯʪʦ ʧʨʝʜʩʪʘʚʣʷʝʪ ʩʦʙʦʡ .ids-ʬʘʡʣ, ʠ ʟʘʪʝʤ ʨʘʩʩʤʦʪʨʠʤ, ʢʘʢ ʞʝ 

ʠʭ ʩʦʟʜʘʚʘʪʴ.  

3.1.1. ʌʘʡʣʳ IDS 

IDA ʠʩʧʦʣʴʟʫʝʪ .ids-ʬʘʡʣʳ ʜʣʷ ʪʦʛʦ ʯʪʦʙʳ çʫʢʨʝʧʠʪʴè ʩʚʦʠ 

ʟʥʘʥʠʷ ʦ ʙʠʙʣʠʦʪʝʯʥʳʭ ʬʫʥʢʮʠʷʭ. ɺ .ids-ʬʘʡʣʝ ʦʧʠʩʳʚʘʝʪʩʷ 

ʩʦʜʝʨʞʠʤʦʝ ʨʘʟʜʝʣʷʝʤʦʡ ʙʠʙʣʠʦʪʝʢʠ, ʧʫʪʝʤ ʩʦʟʜʘʥʠʷ ʩʧʠʩʢʘ ʚʩʝʭ 

ʵʢʩʧʦʨʪʠʨʦʚʘʥʥʳʭ ʬʫʥʢʮʠʡ ʩʦʜʝʨʞʘʱʠʭʩʷ ʚ ʙʠʙʣʠʦʪʝʢʝ. ʀʥʬʦʨʤʘʮʠʷ 

ʦ ʢʘʞʜʦʡ ʬʫʥʢʮʠʠ ʚʢʣʶʯʘʝʪ ʚ ʩʝʙʷ ʠʤʷ ʬʫʥʢʮʠʠ, ʩʚʷʟʘʥʥʳʡ ʩ ʥʝʡ 

ʧʦʨʷʜʢʦʚʳʡ ʥʦʤʝʨ, ʠʩʧʦʣʴʟʫʝʪ ʣʠ ʬʫʥʢʮʠʷ stdcall, ʠ ʝʩʣʠ ʜʘ, ʪʦ, ʢʘʢʦʝ 
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ʢʦʣʠʯʝʩʪʚʦ ʙʘʡʪ ʬʫʥʢʮʠʷ ʫʜʘʣʷʝʪ ʠʟ ʩʪʝʢʘ ʧʨʠ ʟʘʚʝʨʰʝʥʠʠ, ʪʘʢʞʝ 

ʭʨʘʥʷʪʩʷ ʜʦʧʦʣʥʠʪʝʣʴʥʳʝ ʢʦʤʤʝʥʪʘʨʠʠ, ʢʦʪʦʨʳʝ ʦʪʦʙʨʘʞʘʶʪʩʷ ʧʨʠ 

ʩʩʳʣʢʝ ʥʘ ʬʫʥʢʮʠʶ ʚ ʜʠʟʘʩʩʝʤʙʣʠʨʦʚʘʥʥʦʤ ʢʦʜʝ. ʅʘ ʧʨʘʢʪʠʢʝ .ids-

ʬʘʡʣʳ ʧʨʝʜʩʪʘʚʣʷʶʪ ʩʦʙʦʡ ʩʞʘʪʳʝ .idt-ʬʘʡʣʳ, ʩʦʜʝʨʞʘʱʠʝ ʪʝʢʩʪʦʚʳʝ 

ʦʧʠʩʘʥʠʷ ʢʘʞʜʦʡ ʙʠʙʣʠʦʪʝʯʥʦʡ ʬʫʥʢʮʠʠ. 

ʇʨʠ ʧʝʨʚʦʡ ʟʘʛʨʫʟʢʝ ʠʩʧʦʣʥʷʝʤʦʛʦ ʬʘʡʣʘ ʚ ʙʘʟʫ ʜʘʥʥʳʭ, IDA 

ʦʧʨʝʜʝʣʷʝʪ, ʩ ʢʘʢʠʤʠ ʨʘʟʜʝʣʷʝʤʳʤʠ ʙʠʙʣʠʦʪʝʢʘʤʠ ʦʥ ʩʚʷʟʘʥ. ɼʣʷ 

ʢʘʞʜʦʡ ʨʘʟʜʝʣʷʝʤʦʡ ʙʠʙʣʠʦʪʝʢʠ IDA ʧʨʦʠʟʚʦʜʠʪ ʧʦʠʩʢ 

ʩʦʦʪʚʝʪʩʪʚʫʶʱʝʛʦ .ids-ʬʘʡʣʘ ʚ ʧʘʧʢʝ <IDADIR>/ids ʜʣʷ ʪʦʛʦ, ʯʪʦʙʳ 

ʧʦʣʫʯʠʪʴ ʦʧʠʩʘʥʠʷ ʣʶʙʳʭ ʙʠʙʣʠʦʪʝʯʥʳʭ ʬʫʥʢʮʠʡ, ʢ ʢʦʪʦʨʳʤ ʜʘʥʥʳʡ 

ʠʩʧʦʣʥʷʝʤʳʡ ʬʘʡʣ ʤʦʞʝʪ ʦʙʨʘʱʘʪʴʩʷ. ɺʘʞʥʦ ʧʦʥʠʤʘʪʴ, ʯʪʦ .ids-ʬʘʡʣʳ 

ʥʝ ʦʙʷʟʘʪʝʣʴʥʦ ʭʨʘʥʷʪ ʩʠʛʥʘʪʫʨʳ ʬʫʥʢʮʠʡ. ʇʦʵʪʦʤʫ IDA ʥʝ ʚʩʝʛʜʘ 

ʤʦʞʝʪ ʧʨʝʜʦʩʪʘʚʠʪʴ ʘʥʘʣʠʟ ʧʘʨʘʤʝʪʨʦʚ ʬʫʥʢʮʠʡ, ʙʘʟʠʨʫʷʩʴ ʪʦʣʴʢʦ ʥʘ 

ʠʥʬʦʨʤʘʮʠʠ ʠʟ .ids-ʬʘʡʣʦʚ. ʆʜʥʘʢʦ IDA ʤʦʞʝʪ ʧʨʦʠʟʚʝʩʪʠ ʪʦʯʥʳʡ 

ʧʦʜʩʯʝʪ ʫʢʘʟʘʪʝʣʷ ʩʪʝʢʘ, ʚ ʩʣʫʯʘʝ ʝʩʣʠ .ids-ʬʘʡʣ ʩʦʜʝʨʞʠʪ ʢʦʨʨʝʢʪʥʫʶ 

ʠʥʬʦʨʤʘʮʠʶ ʦ ʚʳʟʦʚʝ ʬʫʥʢʮʠʡ ʠ ʢʦʣʠʯʝʩʪʚʝ ʙʘʡʪ, ʢʦʪʦʨʳʝ ʬʫʥʢʮʠʠ 

ʫʜʘʣʷʶʪ ʠʟ ʩʪʝʢʘ. ɺ ʩʠʪʫʘʮʠʷʭ, ʛʜʝ ʠʟ DLL ʵʢʩʧʦʨʪʠʨʫʶʪʩʷ ʠʩʢʘʞʝʥʥʳʝ 

ʠʤʝʥʘ (mangled names), IDA ʤʦʞʝʪ ʚʳʚʝʩʪʠ ʩʠʛʥʘʪʫʨʫ ʧʘʨʘʤʝʪʨʦʚ 

ʬʫʥʢʮʠʠ ʠʟ ʠʩʢʘʞʝʥʥʦʛʦ ʠʤʝʥʠ, ʚ ʜʘʥʥʦʤ ʩʣʫʯʘʝ ʠʥʬʦʨʤʘʮʠʷ 

ʩʪʘʥʦʚʠʪʩʷ ʜʦʩʪʫʧʥʦʡ ʧʨʠ ʟʘʛʨʫʟʢʝ .ids-ʬʘʡʣʘ. ʄʳ ʦʧʠʩʳʚʘʝʤ 

ʩʠʥʪʘʢʩʠʩ .idt-ʬʘʡʣʦʚ ʚ çCreating IDS Filesò ʚ ʨʘʟʜʝʣʝ 8.1.2. ɺ ʵʪʦʤ 

ʦʪʥʦʰʝʥʠʠ ʚ .til-ʬʘʡʣʘʭ ʩʦʜʝʨʞʠʪʩʷ ʛʦʨʘʟʜʦ ʙʦʣʴʰʝ ʠʥʬʦʨʤʘʮʠʠ 

ʧʦʣʝʟʥʦʡ ʜʣʷ ʜʠʟʘʩʩʝʤʙʣʠʨʦʚʘʥʠʷ ʚʳʟʦʚʦʚ ʬʫʥʢʮʠʡ, ʦʜʥʘʢʦ ʥʝ ʩʪʦʠʪ 

ʟʘʙʳʚʘʪʴ, ʯʪʦ ʜʣʷ ʠʭ ʛʝʥʝʨʘʮʠʠ ʥʝʦʙʭʦʜʠʤ ʠʩʭʦʜʥʳʡ ʢʦʜ. 

ɹʠʙʣʠʦʪʝʯʥʳʝ ʬʫʥʢʮʠʠ, ʢʦʪʦʨʳʝ ʠʩʧʦʣʴʟʫʶʪ ʚʳʟʦʚ, 

ʧʦʜʦʙʥʳʡ  stdcall ʤʦʛʫʪ ʥʘʥʝʩʪʠ ʫʱʝʨʙ ʘʥʘʣʠʟʫ ʫʢʘʟʘʪʝʣʷ ʩʪʝʢʘ. ɺ 

ʩʣʫʯʘʝ ʦʪʩʫʪʩʪʚʠʷ ʙʠʙʣʠʦʪʝʢ ʪʠʧʦʚ ʠʣʠ ʬʘʡʣʦʚ ʠʥʬʦʨʤʘʮʠʠ .ids, IDA 

ʥʝ ʤʦʞʝʪ ʦʧʨʝʜʝʣʠʪʴ ʠʩʧʦʣʴʟʫʝʪ ʠʤʧʦʨʪʠʨʦʚʘʥʥʘʷ ʬʫʥʢʮʠʷ ʚʳʟʦʚ 

stdcall ʠʣʠ ʥʝʪ. ʕʪʦ ʚʘʞʥʦ, ʪʘʢ ʢʘʢ IDA ʤʦʞʝʪ ʧʦʪʝʨʷʪʴ ʚʦʟʤʦʞʥʦʩʪʴ 

ʢʦʨʨʝʢʪʥʦ ʦʪʩʣʝʞʠʚʘʪʴ ʧʦʚʝʜʝʥʠʝ ʫʢʘʟʘʪʝʣʷ ʩʪʝʢʘ ʜʣʷ ʬʫʥʢʮʠʡ, ʫ 

ʢʦʪʦʨʳʭ ʥʝʠʟʚʝʩʪʥʘ ʠʥʬʦʨʤʘʮʠʷ ʦʙ ʠʭ ʚʳʟʦʚʝ. ʂʨʦʤʝ ʠʥʬʦʨʤʘʮʠʠ ʦʙ 

ʠʩʧʦʣʴʟʦʚʘʥʠʠ ʚʳʟʦʚʘ stdcall, IDA ʪʘʢʞʝ ʥʝʦʙʭʦʜʠʤʦ ʪʦʯʥʦ ʟʥʘʪʴ ʢʘʢʦʝ 

ʢʦʣʠʯʝʩʪʚʦ ʙʘʡʪ ʬʫʥʢʮʠʷ ʫʜʘʣʷʝʪ ʠʟ ʩʪʝʢʘ ʧʦʩʣʝ ʟʘʚʝʨʰʝʥʠʷ. ɺ ʩʣʫʯʘʝ 

ʦʪʩʪʩʪʚʠʷ ʠʥʬʦʨʤʘʮʠʠ ʦ ʚʳʟʦʚʝ, IDA ʧʳʪʘʝʪʩʷ ʘʚʪʦʤʘʪʠʯʝʩʢʠ 

ʦʧʨʝʜʝʣʠʪʴ ʠʩʧʣʦʣʴʟʫʝʪʩʷ ʣʠ ʚʳʟʦʚ ʧʦʜʦʙʥʳʡ stdcall ʧʨʠ ʧʦʤʦʱʠ 

ʤʝʪʦʜʘ ʤʘʪʝʤʘʪʠʯʝʩʢʦʛʦ ʘʥʘʣʠʟʘ ʠʟʚʝʩʪʥʦʛʦ ʢʘʢ ʩʠʤʧʣʝʢʩʥʳʡ ʤʝʪʦʜ 

(simplex method). ɺʪʦʨʦʡ ʤʝʪʦʜ ʦʩʥʦʚʳʚʘʝʪʩʷ ʥʘ ʨʫʯʥʦʡ ʧʨʘʚʢʝ 

ʧʦʣʴʟʦʚʘʪʝʣʝʤ. ʅʘ ʨʠʩ.3. ʦʪʦʙʨʘʞʝʥʘ ʩʧʝʮʠʘʣʴʥʘʷ ʬʦʨʤʘ ʜʠʘʣʦʛʘ 

ʨʝʜʘʢʪʠʨʦʚʘʥʠʷ ʬʫʥʢʮʠʡ. 
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ʈʠʩ.3.1. ʈʝʜʘʢʪʠʨʦʚʘʥʠʷ ʠʤʧʦʨʪʠʨʦʚʘʥʥʦʡ ʬʫʥʢʮʠʠ 

 

ɺʳ ʤʦʞʝʪʝ ʦʪʢʨʳʪʴ ʵʪʦʪ ʜʠʘʣʦʛ, ʚʳʙʨʘʚ ʷʯʝʡʢʫ ʥʫʞʥʦʡ 

ʬʫʥʢʮʠʠ ʚ ʪʘʙʣʠʮʝ ʠʤʧʦʨʪʘ ʠ ʟʘʪʝʤ ʚʳʟʚʘʚ ʤʝʥʶ  Edit Ʒ Functions Ʒ 

Edit Function (ʛʦʨʷʯʘʷ ʢʣʘʚʠʰʘ ALT-P). ʆʪʤʝʪʠʤ ʥʝʢʦʪʦʨʫʶ 

ʦʛʨʘʥʠʯʝʥʥʫʶ ʬʫʥʢʮʠʦʥʘʣʴʥʦʩʪʴ ʜʘʥʥʦʛʦ ʜʠʘʣʦʛʘ. ʀʟ-ʟʘ ʪʦʛʦ, ʯʪʦ ʵʪʦ 

ʠʤʧʦʨʪʠʨʦʚʘʥʥʘʷ ʬʫʥʢʮʠʷ ʫ IDA ʥʝʪ ʜʦʩʪʫʧʘ ʢ ʩʢʦʤʧʠʣʠʨʦʚʘʥʥʦʤʫ 

ʪʝʣʫ ʬʫʥʢʮʠʠ, ʠ ʧʦʵʪʦʤʫ ʥʝʪ ʠʥʬʦʨʤʘʮʠʠ ʦʪʥʦʩʠʪʝʣʴʥʦ ʩʪʨʫʢʪʫʨʳ 

ʢʘʜʨʘ ʩʪʝʢʘ ʬʫʥʢʮʠʠ, ʠ ʥʝʪ ʧʨʷʤʦʛʦ ʜʦʢʘʟʘʪʝʣʴʩʪʚʘ ʠʩʧʦʣʴʟʦʚʘʥʠʷ 

ʚʳʟʦʚʘ ʧʦʜʦʙʥʦʛʦ stdcall. ʀʟ-ʟʘ ʦʪʩʫʪʩʪʚʠʷ ʪʘʢʦʡ ʠʥʬʦʨʤʘʮʠʠ IDA 

ʫʩʪʘʥʘʚʣʠʚʘʝʪ ʧʦʣʝ Purged bytes ʚ -1, ʧʦʢʘʟʳʚʘʷ, ʯʪʦ ʥʝʠʟʚʝʩʪʥʦ ʢʘʢʦʝ 

ʢʦʣʠʯʝʩʪʚʦ ʙʘʡʪ ʬʫʥʢʮʠʷ ʫʜʘʣʷʝʪ ʠʟ ʩʪʝʢʘ ʧʨʠ ʟʘʚʝʨʰʝʥʠʠ. ɼʣʷ ʪʦʛʦ 

ʯʪʦʙʳ ʧʝʨʝʦʧʨʝʜʝʣʠʪʴ ʵʪʦ ʟʥʘʯʝʥʠʝ, ʚʘʤ ʥʫʞʥʦ ʩʘʤʦʩʪʦʷʪʝʣʴʥʦ ʝʛʦ 

ʚʚʝʩʪʠ, ʪʦʛʜʘ IDA ʙʫʜʝʪ ʧʦʣʴʟʦʚʘʪʴʩʷ ʵʪʦʡ ʠʥʬʦʨʤʘʮʠʝʡ ʧʨʠ ʘʥʘʣʠʟʝ 

ʫʢʘʟʘʪʝʣʷ ʩʪʝʢʘ. ɺ ʩʣʫʯʘʝ ʝʩʣʠ ʫ IDA ʝʩʪʴ ʠʥʬʦʨʤʘʮʠʷ ʦ ʧʦʚʝʜʝʥʠʠ 

ʬʫʥʢʮʠʠ, ʵʪʦ ʧʦʣʝ ʤʦʞʝʪ ʙʳʪʴ ʫʞʝ ʟʘʧʦʣʥʝʥʦ. ɿʘʤʝʪʠʤ, ʯʪʦ ʵʪʦ ʧʦʣʝ 

ʥʠʢʦʛʜʘ ʥʝ ʟʘʧʦʣʥʷʝʪʩʷ ʚ ʨʝʟʫʣʴʪʘʪʝ ʩʠʤʧʣʝʢʩʥʦʛʦ ʤʝʪʦʜʘ ʘʥʘʣʠʟʘ. 

3.1.2. ʉʦʟʜʘʥʠʝ ʬʘʡʣʦʚ IDS 

ʅʘʙʦʨ ʫʪʠʣʠʪ idsutils ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʩʦʟʜʘʥʠʷ .ids-ʬʘʡʣʦʚ. ɺ 

ʥʝʛʦ ʚʭʦʜʠʪ ʜʚʘ ʧʘʨʩʝʨʘ, dll2idt.exe ʜʣʷ ʠʟʚʣʝʯʝʥʠʷ ʠʥʬʦʨʤʘʮʠʠ ʠʟ 

Windows DLL ʠ ar2idt.exe ʜʣʷ ʠʟʚʣʝʯʝʥʠʷ ʠʥʬʦʨʤʘʮʠʠ ʠʟ ar-ʙʠʙʣʠʦʪʝʢ. 

ɺ ʦʙʦʠʭ ʩʣʫʯʘʷʭ ʨʝʟʫʣʴʪʘʪʦʤ ʷʚʣʷʝʪʩʷ ʪʝʢʩʪʦʚʳʡ .idt-ʬʘʡʣ, 

ʩʦʜʝʨʞʘʱʠʡ ʩʪʨʦʢʠ ʩ ʵʢʩʧʦʨʪʠʨʦʚʘʥʥʳʤʠ ʬʫʥʢʮʠʷʤʠ, ʚ ʢʦʪʦʨʳʭ 

ʦʩʫʱʝʩʪʚʣʷʝʪʩʷ ʧʨʠʚʷʟʢʘ ʧʦʨʷʜʢʦʚʦʛʦ ʥʦʤʝʨʘ ʢ ʠʤʝʥʠ ʬʫʥʢʮʠʠ. 

ʉʠʥʪʘʢʩʠʩ .idt-ʬʘʡʣʦʚ ʜʦʩʪʘʪʦʯʥʦ ʧʨʦʩʪ ʠ ʦʧʠʩʘʥ ʚ ʬʘʡʣʝ readme.txt 

ʧʦʩʪʘʚʣʷʝʤʦʤ ʩ idsutils. ɹʦʣʴʰʠʥʩʪʚʦ ʩʪʨʦʢ ʚ .idt-ʬʘʡʣʝ ʠʩʧʦʣʴʟʫʶʪʩʷ 

ʜʣ̫ ʦʧʠʩʘʥʠʷ ʵʢʩʧʦʨʪʠʨʦʚʘʥʥʳʭ ʬʫʥʢʮʠʡ ʧʦ ʩʣʝʜʫʶʱʝʡ ʩʭʝʤʝ: 
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ɿʘʧʠʩʴ ʥʘʯʠʥʘʝʪʩʷ ʩ ʧʦʣʦʞʠʪʝʣʴʥʦʛʦ ʯʠʩʣʘ ʧʨʝʜʩʪʘʚʣʷʶʱʝʛʦ 

ʩʦʙʦʡ ʧʦʨʷʜʢʦʚʳʡ ʥʦʤʝʨ ʵʢʩʧʦʨʪʠʨʦʚʘʥʥʦʡ ʬʫʥʢʮʠʠ. 

ʇʦʩʣʝ ʧʦʨʷʜʢʦʚʦʛʦ ʥʦʤʝʨʘ ʯʝʨʝʟ ʧʨʦʙʝʣ ʩʣʝʜʫʝʪ ʜʠʨʝʢʪʠʚʘ 

ʠʤʝʥʠ ʚ ʬʦʨʤʝ Name=function, ʥʘʧʨʠʤʝʨ, Name=RegOpenKeyA. 

ɽʩʣʠ ʠʩʧʦʣʴʟʦʚʘʥ ʩʧʝʮʠʘʣʴʥʳʡ ʥʫʣʝʚʦʡ ʧʦʨʷʜʢʦʚʳʡ ʥʦʤʝʨ, ʪʦ 

ʜʠʨʝʢʪʠʚʘ ʠʤʝʥʠ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʫʢʘʟʘʥʠʷ ʠʤʝʥʠ ʙʠʙʣʠʦʪʝʢʠ 

ʦʧʠʩʘʥʥʳʚʘʝʤʦʡ ʚ ʪʝʢʫʱʝʤ .idt-ʬʘʡʣʝ, ʥʘʧʨʠʤʝʨ: 

 

0 Name=advapi32.dll 

 

ʄʦʞʝʪ ʙʳʪʴ ʠʩʧʦʣʴʟʦʚʘʥʘ ʜʦʧʦʣʥʠʪʝʣʴʥʘʷ ʜʠʨʝʢʪʠʚʘ Pascal, 

ʠʩʧʦʣʴʟʫʝʤʘʷ ʜʣʷ ʪʦʛʦ, ʯʪʦʙʳ ʫʢʘʟʘʪʴ ʯʪʦ ʬʫʥʢʮʠʷ ʠʩʧʦʣʴʟʫʝʪ 

ʚʳʟʦʚ ʧʦʜʦʙʥʳʡ stdcall ʠ ʦʪʨʘʟʠʪʴ ʯʠʩʣʦ ʙʘʡʪ, ʢʦʪʦʨʦʝ ʬʫʥʢʮʠʷ 

ʫʙʠʨʘʝʪ ʠʟ ʩʪʝʢʘ ʧʨʠ ʟʘʚʝʨʰʝʥʠʠ. ʇʨʠʤʝʨ: 

 

483 Name=RegOpenKeyA Pascal=12 

 

ʊʘʢʞʝ ʤʦʞʝʪ ʧʨʠʩʫʪʩʪʚʦʚʘʪʴ ʜʦʧʦʣʥʠʪʝʣʴʥʘʷ ʜʠʨʝʢʪʠʚʘ ʜʣʷ 

ʫʢʘʟʘʥʠʷ ʢʦʤʤʝʥʪʘʨʠʷ, ʢʦʪʦʨʳʡ ʜʦʣʞʝʥ ʦʪʦʙʨʘʞʘʪʴʩʷ ʩ 

ʬʫʥʢʮʠʝʡ ʩ ʢʘʞʜʦʡ ʩʩʳʣʢʦʡ ʥʘ ʥʝʝ ʚ ʜʠʟʘʩʩʝʤʙʣʠʨʦʚʘʥʥʦʤ 

ʢʦʜʝ. ʇʦʣʥʦʩʪʴʶ ʟʘʧʠʩʴ ʤʦʞʝʪ ʚʳʛʣʷʜʝʪʴ ʚʦʪ ʪʘʢ: 

 

483 Name=RegOpenKeyAPascal=12 Comment=Openaregistrykey 

 

ɼʦʧʦʣʥʠʪʝʣʴʥʳʝ ʜʠʨʝʢʪʠʚʳ ʦʧʠʩʘʥʳ ʚ ʬʘʡʣʝ readme.txt. 

ʅʘʟʥʘʯʝʥʠʝ ʫʪʠʣʠʪ ʧʘʨʩʠʥʛʘ idsutils ʟʘʢʣʶʯʘʝʪʩʷ ʚ ʤʘʢʩʠʤʘʣʴʥʦʤ 

ʘʚʪʦʤʘʪʠʟʠʨʦʚʘʥʠʠ ʩʦʟʜʘʥʠʷ .idt-ʬʘʡʣʦʚ. ʇʝʨʚʳʡ ʰʘʛ ʚ ʩʦʟʜʘʥʠʠ .idt-

ʬʘʡʣʘ ʟʘʢʣʶʯʘʝʪʩʷ ʚ ʧʦʣʫʯʝʥʠʠ ʬʘʡʣʘ ʙʠʙʣʠʦʪʝʢʠ, ʢʦʪʦʨʫʶ ʚʳ ʭʦʪʠʪʝ 

ʨʘʟʦʙʨʘʪʴ, ʘ ʜʘʣʝʝ ʦʩʫʱʝʩʪʚʠʪʴ ʧʘʨʩʠʥʛ, ʚʦʩʧʦʣʴʟʦʚʘʚʰʠʩʴ 

ʩʦʦʪʚʝʪʩʪʚʫʶʱʝʡ ʫʪʠʣʠʪʦʡ. ʅʘʧʨʠʤʝʨ, ʜʣʷ ʪʦʛʦ ʯʪʦʙʳ ʩʦʟʜʘʪʴ .idt-ʬʘʡʣ 

ʜʣʷ OpenSSL ʙʠʙʣʠʦʪʝʢʠ ssleay32.dll, ʪʦ ʥʫʞʥʦ ʚʦʩʧʦʣʴʟʦʚʘʪʴʩʷ 

ʩʣʝʜʫʶʱʝʡ ʢʦʤʘʥʜʦʡ: 

 

$ ./dll2idt.exe ssleay32.dll 

Convert DLL to IDT file. Copyright 1997 by Yury Haron. Version 1.5 

File: ssleay32.dll   ... ok 

 

ɺ ʩʣʫʯʘʝ ʝʩʣʠ ʧʘʨʩʠʥʛ ʧʨʦʰʝʣ ʫʩʧʝʰʥʦ, ʪʦ ʙʫʜʝʪ ʩʦʟʜʘʥ ʬʘʡʣ 

SSLEAY32.DLL. ʆʪʣʠʯʠʝ ʚ ʨʝʛʠʩʪʨʝ ʙʫʢʚ ʚ ʠʤʝʥʠ ʬʘʡʣʦʚ ʟʘʢʣʶʯʘʝʪʩʷ 

ʚ ʪʦʤ, ʯʪʦ ʚʳʭʦʜʥʦʡ ʬʘʡʣ ʠʤʝʥʫʝʪʩʷ ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ ʥʘʟʚʘʥʠʝʤ 

ʙʠʙʣʠʦʪʝʢʠ, ʭʨʘʥʠʤʦʤ ʚ ʩʘʤʦʤ ʬʘʡʣʝ ʙʠʙʣʠʦʪʝʢʠ. ʇʝʨʚʳʝ ʥʝʩʢʦʣʴʢʦ 

ʩʪʨʦʢ ʨʝʟʫʣʴʪʠʨʫʶʱʝʛʦ .idt-ʬʘʡʣʘ: 
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ALIGNMENT 4 

;DECLARATION 

; 

0 Name=SSLEAY32.dll 

; 

121 Name=BIO_f_ssl 

173 Name=BIO_new_buffer_ssl_connect 

122 Name=BIO_new_ssl 

174 Name=BIO_new_ssl_connect 

124 Name=BIO_ssl_copy_session_id 

 

ɿʘʤʝʪʠʤ, ʯʪʦ ʧʘʨʩʝʨʳ ʥʝ ʤʦʛʫʪ ʦʧʨʝʜʝʣʠʪʴ, ʠʩʧʦʣʴʟʫʝʪ ʣʠ 

ʬʫʥʢʮʠʷ ʚʳʟʦʚ, ʧʦʜʦʙʥʳʡ stdcall, ʠ ʩʢʦʣʴʢʦ ʙʘʡʪ ʫʙʠʨʘʝʪʩʷ ʠʟ ʩʪʝʢʘ ʧʦ 

ʟʘʚʝʨʰʝʥʠʠ. ɼʦʧʦʣʥʝʥʠʷ ʜʣʷ ʜʠʨʝʢʪʠʚ Pascal ʠʣʠ Comment ʜʦʣʞʥʳ 

ʙʳʪʴ ʚʳʧʦʣʥʝʥʳ ʚʨʫʯʥʫʶ ʧʨʠ ʧʦʤʦʱʠ ʪʝʢʩʪʦʚʦʛʦ ʨʝʜʘʢʪʦʨʘ ʜʦ 

ʩʦʟʜʘʥʠʷ .ids-ʬʘʡʣʘ. ɿʘʢʣʶʯʠʪʝʣʴʥʳʤ ʰʘʛʦʤ ʜʣʷ ʩʦʟʜʘʥʠʷ .ids-ʬʘʡʣʘ 

ʷʚʣʷʝʪʩʷ ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʫʪʠʣʠʪʳ zipids.exe ʜʣʷ ʪʦʛʦ, ʯʪʦʙʳ ʩʞʘʪʴ .idt-

ʬʘʡʣ, ʠ ʟʘʪʝʤ ʩʢʦʧʠʨʦʚʘʪʴ ʨʝʟʫʣʴʪʠʨʫʶʱʠʡ .ids-ʬʘʡʣ ʚ ʧʘʧʢʫ 

<IDADIR>/ids. 

 

$ ./zipids.exe SSLEAY32.idt 

File: SSLEAY32.idt   ... {219 entries [0/0/0]}         packed 

$ cpSSLEAY32.ids ../Ida/ids 

 

ɿʜʝʩʴ ʧʦʢʘʟʘʥʦ, ʯʪʦ IDS ʟʘʛʨʫʞʘʝʪ SSLEAY32.ids ʢʘʞʜʳʡ ʨʘʟ, 

ʢʦʛʜʘ ʟʘʛʨʫʞʘʝʪʩʷ ʙʠʥʘʨʥʳʡ ʬʘʡʣ, ʩʚʷʟʘʥʥʳʡ ʩ ssleay32.dll. ɺ ʩʣʫʯʘʝ 

ʝʩʣʠ ʚʳ ʥʝ ʩʢʦʧʠʨʦʚʘʣʠ .ids-ʬʘʡʣ ʚ ʧʘʧʢʫ, ʪʦ ʚʳ ʤʦʞʝʪʝ ʧʨʦʩʪʦ 

ʟʘʛʨʫʟʠʪʴ ʝʛʦ ʯʝʨʝʟ ʤʝʥʶ File Ʒ Load File Ʒ IDS File. 

ɼʦʧʦʣʥʠʪʝʣʴʥʳʡ ʰʘʛ ʚ ʠʩʧʦʣʴʟʦʚʘʥʠʠ .ids-ʬʘʡʣʦʚ 

ʟʘʢʣʶʯʘʝʪʩʷ ʚ ʪʦʤ, ʯʪʦ ʚʳ ʤʦʞʝʪʝ ʧʨʠʚʷʟʘʪʴ ʠʭ ʢ ʢʦʥʢʨʝʪʥʳʤ .sig ʠʣʠ 

.til ʬʘʡʣʘʤ. ʂʦʛʜʘ ʚʳ ʚʳʙʠʨʘʝʪʝ .ids-ʬʘʡʣ, IDA ʠʩʧʦʣʴʟʫʝʪ 

ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʳʡ ʬʘʡʣ .ids <IDADIR>/idsnames. ʕʪʦʪ ʪʝʢʩʪʦʚʳʡ ʬʘʡʣ 

ʭʨʘʥʠʪ ʩʪʨʦʢʠ, ʧʦʟʚʦʣʷʶʱʠʝ ʩʜʝʣʘʪʴ ʩʣʝʜʫʶʱʝʝ: 

ʇʨʠʚʷʟʘʪʴ ʠʤʷ ʨʘʟʜʝʣʷʝʤʦʡ ʙʠʙʣʠʦʪʝʢʠ ʢ ʩʦʦʪʚʝʪʩʪʚʫʶʱʝʤʫ 

ʠʤʝʥʠ .ids-ʬʘʡʣʘ. ʕʪʦ ʧʦʟʚʦʣʷʝʪ IDA ʢʦʨʨʝʢʪʥʦ ʦʧʨʝʜʝʣʷʪʴ .ids-

ʬʘʡʣ, ʢʦʛʜʘ ʠʤʷ ʨʘʟʜʝʣʷʝʤʦʡ ʙʠʙʣʠʦʪʝʢʠ ʥʝʢʦʨʨʝʢʪʥʦ 

ʧʨʠʚʦʜʠʪʩʷ ʢ ʠʤʝʥʠ ʚ ʬʦʨʤʘʪʝ MS-DOS 8.3. ʇʨʠʤʝʨ: 

 

libc.so.6     libc.ids         + 
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ʇʨʠʚʷʟʘʪʴ .ids-ʬʘʡʣ ʢ .til-ʬʘʡʣʝ. ɺ ʜʘʥʥʳʭ ʩʣʫʯʘʷʭ IDA 

ʘʚʪʦʤʘʪʠʯʝʩʢʠ ʟʘʛʨʫʞʘʝʪ ʫʢʘʟʘʥʥʳʡ .til ʬʘʡʣ ʢʘʞʜʳʡ ʨʘʟ ʧʨʠ 

ʟʘʛʨʫʟʢʝ ʜʘʥʥʦʛʦ .ids-ʬʘʡʣʘ. ʉʣʝʜʫʶʱʠʡ ʧʨʠʤʝʨ ʧʦʢʘʟʳʚʘʝʪ, 

ʢʘʢ ʩʜʝʣʘʪʴ ʪʘʢ ʯʪʦʙʳ openssl.til ʟʘʛʨʫʞʘʣʩʷ ʢʘʞʜʳʡ ʨʘʟ ʧʨʠ 

ʟʘʛʨʫʟʢʝ SSLEAY32.ids: 

 

SSLEAY32.ids    SSLEAY32.ids      +   openssl.til 

 

ʇʨʠʚʷʟʘʪʴ .sig-ʬʘʡʣ ʢ ʩʦʦʪʚʝʪʩʪʚʫʶʱʝʤʫ .ids-ʬʘʡʣʫ. ɺ 

ʧʦʜʦʙʥʦʤ ʩʣʫʯʘʝ IDA ʘʚʪʦʤʘʪʠʯʝʩʢʠ ʟʘʛʨʫʞʘʝʪ ʫʢʘʟʘʥʥʳʡ .ids-

ʬʘʡʣ ʢʘʞʜʳʡ ʨʘʟ, ʢʦʛʜʘ ʜʘʥʥʳʡ .sig-ʬʘʡʣ ʧʨʠʤʝʥʷʝʪʩʷ ʢ 

ʜʠʟʘʩʩʝʤʙʣʠʨʦʚʘʥʥʦʤʫ ʢʦʜʫ. ʉʪʨʦʢʘ ʥʠʞʝ ʜʘʝʪ ʫʢʘʟʘʥʠʝ IDA 

ʟʘʛʨʫʞʘʪʴ SSLEAY32.ids ʢʘʞʜʳʡ ʨʘʟ, ʢʦʛʜʘ ʧʦʣʴʟʦʚʘʪʝʣʴ 

ʧʨʠʤʝʥʷʝʪ ʩʠʛʥʘʪʫʨʫ FLIRT libssl.sig: 

 

libssl.sig      SSLEAY32.ids      + 

 

ɺ ɻʣʘʚʝ 5 ʤʳ ʨʘʩʩʤʦʪʨʠʤ ʘʣʴʪʝʨʥʘʪʠʚʥʳʝ ʩʧʦʩʦʙʳ 

ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʧʘʨʩʝʨʦʚ ʙʠʙʣʠʦʪʝʢ, ʦʩʥʦʚʘʥʥʳʝ ʥʘ ʩʢʨʠʧʪʘʭ, ʘ ʪʘʢʞʝ 

ʚʦʩʧʦʣʴʟʫʝʤʩʷ ʘʥʘʣʠʟʦʤ ʬʫʥʢʮʠʡ IDA ʜʣʷ ʛʝʥʝʨʘʮʠʠ ʙʦʣʝʝ 

ʠʥʬʦʨʤʘʪʠʚʥʳʭ .idt-ʬʘʡʣʦʚ. 

 

3.2. ʀʟʤʝʥʝʥʠʝ ʧʨʝʜʦʧʨʝʜʝʣʝʥʥʳʭ ʢʦʤʤʝʥʪʘʨʠʝʚ ʧʨʠ ʧʦʤʦʱʠ 

loadint 

 

ʄʳ ʟʥʘʢʦʤʳ ʩ ʘʚʪʦʢʦʤʤʝʥʪʘʨʠʷʤʠ IDA, ʢʦʪʦʨʳʝ 

ʦʪʦʙʨʘʞʘʶʪʩʷ ʨʷʜʦʤ ʩ ʠʥʩʪʨʫʢʮʠʷʤʠ ʷʟʳʢʘ ʘʩʩʝʤʙʣʝʨʘ. ɺʦʪ ʜʚʘ 

ʧʨʠʤʝʨʘ ʧʦʜʦʙʥʳʭ ʢʦʤʤʝʥʪʘʨʠʝʚ: 

 

.text:08048654    leaecx, [esp+arg_0] ;LoadEffectiveAddress 

.text:08048658    and   esp, 0FFFFFFF0h ; Logical AND 

 

ʀʩʪʦʯʥʠʢʦʤ ʜʣʷ ʵʪʠʭ ʢʦʤʤʝʥʪʘʨʠʝʚ ʷʚʣʷʝʪʩʷ ʬʘʡʣ 

<IDADIR>/ida.int, ʚ ʢʦʪʦʨʦʤ ʦʥʠ ʭʨʘʥʷʪʩʷ ʦʪʩʦʨʪʠʨʦʚʘʥʥʳʤʠ ʧʦ ʪʠʧʫ 

ʧʨʦʮʝʩʩʦʨʘ, ʠ ʧʦ ʪʠʧʫ ʠʥʩʪʨʫʢʮʠʠ. ɺ ʩʣʫʯʘʝ ʝʩʣʠ ʘʚʪʦʢʦʤʤʝʥʪʠʨʦʚʘʥʠʝ 

ʚʢʣʶʯʝʥʦ, IDA ʙʫʜʝʪ ʧʨʦʠʟʚʦʜʠʪʴ ʧʦʠʩʢ ʢʦʤʤʝʥʪʘʨʠʝʚ ʜʣʷ ʢʘʞʜʦʡ 

ʠʥʩʪʨʫʢʮʠʠ, ʠ ʙʫʜʝʪ ʦʪʦʙʨʘʞʘʪʴ ʥʘʡʜʝʥʥʳʝ ʩʧʨʘʚʘ ʦʪ 

ʜʠʟʘʩʩʝʤʙʣʠʨʦʚʘʥʥʦʛʦ ʢʦʜʘ. 

ʋʪʠʣʠʪʳ loadint ʧʨʝʜʦʩʪʘʚʣʷʶʪ ʚʦʟʤʦʞʥʦʩʪʴ, ʢʘʢ 

ʤʦʜʠʬʠʮʠʨʦʚʘʪʴ ʩʫʱʝʩʪʚʫʶʱʠʝ ʢʦʤʤʝʥʪʘʨʠʠ, ʪʘʢ ʠ ʜʦʙʘʚʣʷʪʴ ʥʦʚʳʝ ʚ 

ʬʘʡʣ ida.int. ʊʘʢʞʝ ʢʘʢ ʠ ʚ ʩʣʫʯʘʝ ʩ ʜʨʫʛʠʤʠ ʜʦʧʦʣʥʠʪʝʣʴʥʳʤʠ 

ʫʪʠʣʠʪʘʤʠ, ʜʦʢʫʤʝʥʪʘʮʠʶ ʧʦ ʫʪʠʣʠʪʝ loadint ʚʳ ʤʦʞʝʪʝ ʥʘʡʪʠ ʚ ʬʘʡʣʝ 
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readme.txt, ʧʦʩʪʘʚʣʷʝʤʦʤ ʩ loadint. ʊʘʢʞʝ ʚʳ ʤʦʞʝʪʝ ʥʘʡʪʠ 

ʧʨʝʜʦʧʨʝʜʝʣʝʥʥʳʝ ʢʦʤʤʝʥʪʘʨʠʠ ʜʣʷ ʚʩʝʭ ʧʨʦʮʝʩʩʦʨʥʳʭ ʤʦʜʫʣʝʡ IDA ʚ 

ʚʠʜʝ .cmt-ʬʘʡʣʦʚ. ʀʟʤʝʥʝʥʠʝ ʩʫʱʝʩʪʚʫʶʱʠʭ ʢʦʤʤʝʥʪʘʨʠʝʚ 

ʟʘʢʣʶʯʘʝʪʩʷ ʚ ʧʨʦʩʪʦʤ ʧʦʠʩʢʝ ʬʘʡʣʘ ʢʦʤʤʝʥʪʘʨʠʝʚ ʜʣʷ ʥʫʞʥʦʛʦ 

ʧʨʦʮʝʩʩʦʨʘ (ʥʘʧʨʠʤʝʨ, pc.cmt ʜʣʷ x86), ʚʥʝʩʝʥʠʠ ʞʝʣʘʝʤʳʭ ʠʟʤʝʥʝʥʠʡ 

ʚ ʪʝʢʩʪ, ʟʘʧʫʩʢʝ loadint.exe ʜʣʷ ʧʝʨʝʩʦʟʜʘʥʠʷ ʬʘʡʣʘ ʢʦʤʤʝʥʪʘʨʠʝʚ 

ida.int, ʠ ʢʦʧʠʨʦʚʘʥʠʠ ʵʪʦʛʦ ʬʘʡʣʘ ʚ ʦʩʥʦʚʥʫʶ ʧʘʧʢʫ IDA, ʦʪʢʫʜʘ ʦʥ 

ʙʫʜʝʪ ʟʘʛʨʫʞʝʥ ʚ ʩʣʝʜʫʶʱʠʡ ʨʘʟ ʧʨʠ ʟʘʧʫʩʢʝ IDA. ʇʨʦʩʪʦʡ ʟʘʧʫʩʢ 

ʫʪʠʣʠʪʳ ʜʣʷ ʧʝʨʝʩʦʟʜʘʥʠʷ ʙʘʟʳ ʜʘʥʥʳʭ ʢʦʤʤʝʥʪʘʨʠʝʚ ʚʳʛʣʷʜʠʪ ʪʘʢ: 

 

$ ./loadint.exe comment.cmt ida.int 

Comment base loader. Version 2.04. Copyright (c) 1991-2007 by Ilfak 

Guilfanov 

Output database is not found. Creating... 

 

15958 cases, 15498 strings, total length: 512811 

 

ʇʨʠʤʝʨʘʤʠ, ʜʣʷ ʯʝʛʦ ʚʘʤ ʤʦʞʝʪ ʧʦʪʨʝʙʦʚʘʪʴʩʷ ʨʝʜʘʢʪʠʨʦʚʘʪʴ 

ʙʘʟʫ ʢʦʤʤʝʥʪʘʨʠʝʚ, ʷʚʣʷʶʪʩʷ ʠʟʤʝʥʝʥʠʝ ʩʫʱʝʩʪʚʫʶʱʠʭ ʢʦʤʤʝʥʪʘʨʠʝʚ, 

ʠʣʠ ʚʢʣʶʯʝʥʠʝ ʢʦʤʤʝʥʪʘʨʠʝʚ ʜʣʷ ʠʥʩʪʨʫʢʮʠʡ, ʫ ʢʦʪʦʨʳʭ ʥʘʟʥʘʯʝʥʥʳʝ 

ʢʦʤʤʝʥʪʘʨʠʠ ʦʪʩʫʪʩʪʚʫʶʪ. ɺ ʬʘʡʣʝ pc.cmt, ʥʘʧʨʠʤʝʨ, ʤʥʦʛʠʝ ʠʟ 

ʩʪʘʥʜʘʨʪʥʳʭ ʠʥʩʪʨʫʢʮʠʡ ʟʘʢʦʤʤʝʥʪʠʨʦʚʘʥʳ, ʯʪʦʙʳ ʧʨʠ ʚʢʣʶʯʝʥʠʠ 

ʘʚʪʦʢʦʤʤʝʥʪʠʨʦʚʘʥʠʷ ʥʝ ʦʪʦʙʨʘʞʘʣʦʩʴ ʩʣʠʰʢʦʤ ʤʥʦʛʦ ʢʦʤʤʝʥʪʨʘʨʠʝʚ. 

ʉʣʝʜʫʶʱʠʝ ʩʪʨʦʢʠ, ʠʟʚʣʝʯʝʥʥʳʝ ʠʟ pc.cmt, ʧʦʢʘʟʳʚʘʶʪ, ʯʪʦ ʜʣʷ 

ʠʥʩʪʨʫʢʮʠʠ x86 mov ʧʦ ʫʤʦʣʯʘʥʠʶ ʢʦʤʤʝʥʪʘʨʠʠ ʥʝ ʦʪʦʙʨʘʞʘʶʪʩʷ: 

 

NN_ltr:              "Load Task Register" 

//NN_mov:            "Move Data" 

NN_movsp:            "Move to/from Special Registers" 

 

ɼʣʷ ʪʦʛʦ, ʯʪʦʙʳ ʚʢʣʶʯʠʪʴ ʢʦʤʤʝʥʪʠʨʦʚʘʥʠʝ ʠʥʩʪʨʫʢʮʠʠ 

movʝ, ʥʝʦʙʭʦʜʠʤʦ ʨʘʩʢʦʤʤʝʥʪʠʨʦʚʘʪʴ ʩʨʝʜʥʶʶ ʩʪʨʦʢʫ, ʠ ʧʝʨʝʩʦʟʜʘʪʴ 

ʙʘʟʫ ʜʘʥʥʳʭ ʢʦʤʤʝʥʪʘʨʠʝʚ ʢʘʢ ʙʳʣʦ ʦʧʠʩʘʥʦ ʨʘʥʝʝ. 

ʉʫʱʝʩʪʚʫʝʪ ʦʜʥʦ ʤʘʣʝʥʴʢʦʝ ʟʘʤʝʯʘʥʠʝ, ʩʧʨʷʪʘʥʥʦʝ ʛʣʫʙʦʢʦ ʚ 

ʜʦʢʫʤʝʥʪʘʮʠʠ loadint  - ʫ loadint.exe ʜʦʣʞʝʥ ʙʳʪʴ ʜʦʩʪʫʧ ʢ ida.hlp, 

ʢʦʪʦʨʳʡ ʧʦʩʪʘʚʣʷʝʪʩʷ ʚʤʝʩʪʝ ʩ IDA. ɽʩʣʠ ʚʳ ʧʦʣʫʯʠʪʝ ʩʣʝʜʫʶʱʝʝ 

ʩʦʦʙʱʝʥʠʝ, ʪʦ ʚʘʤ ʩʪʦʠʪ ʩʢʦʧʠʨʦʚʘʪʴ ida.hlp ʚ ʧʘʧʢʫ loadint ʠ ʟʘʪʝʤ 

ʟʘʥʦʚʦ ʟʘʧʫʩʪʠʪʴ loadint.exe. 

 

$ ./loadint.exe comment.cmt ida.int 

Comment base loader. Version 2.04. Copyright (c) 1991-2007 by Ilfak 

Guilfanov 
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Can't initialize help system. 

File name: 'ida.hlp', Reason: can't find file (take it from IDA distributive). 

 

ʊʘʢʞʝ ʚʳ ʤʦʞʝʪʝ ʠʩʧʦʣʴʟʦʚʘʪʴ ʦʧʮʠʶ -n ʜʣʷ ʪʦʛʦ, ʯʪʦʙʳ 

ʫʢʘʟʘʪʴ ʨʘʩʧʦʣʦʞʝʥʠʝ ʧʘʧʢʠ IDADIR, ʢʘʢ ʧʦʢʘʟʘʥʦ ʚ ʩʣʝʜʫʶʱʝʡ 

ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʝ: 

 

$ ./loadint.exe -n <IDADIR> comment.cmt ida.int 

 

ʌʘʡʣ comment.cmt ʩʣʫʞʠʪ ʚ ʢʘʯʝʩʪʚʝ ʛʣʘʚʥʦʛʦ ʚʭʦʜʥʦʛʦ ʬʘʡʣʘ 

ʜʣʷ loadint. ʉʠʥʪʘʢʩʠʩ ʵʪʦʛʦ ʬʘʡʣʘ ʦʧʠʩʳʚʘʝʪʩʷ ʚ ʜʦʢʫʤʝʥʪʘʮʠʠ loadint. 

ɻʨʫʙʦ ʛʦʚʦʨʷ, comment.cmt ʩʦʟʜʘʝʪ ʧʨʠʚʷʟʢʫ ʪʠʧʦʚ ʧʨʦʮʝʩʩʦʨʘ 

ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʭ ʬʘʡʣʘʤ ʢʦʤʤʝʥʪʘʨʠʝʚ. ʌʘʡʣʳ ʢʦʤʤʝʥʪʘʨʠʝʚ ʜʣʷ 

ʦʧʨʝʜʝʣʝʥʥʳʭ ʧʨʦʮʝʩʩʦʨʦʚ ʚ ʩʚʦʶ ʦʯʝʨʝʜʴ ʦʧʨʝʜʝʣʷʶʪ ʧʨʠʚʷʟʢʫ 

ʢʦʥʢʨʝʪʥʳʭ ʠʥʩʪʨʫʢʮʠʡ ʢ ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʤ ʪʝʢʩʪʦʚʳʤ ʢʦʤʤʝʥʪʘʨʠʷʤ. 

ɺʝʩɹ ʧʨʦʮʝʩʩ ʧʨʦʭʦʜʠʪ ʚ ʟʘʚʠʩʠʤʦʩʪʠ ʦʪ ʥʝʩʢʦʣʴʢʠʭ ʢʦʥʩʪʘʥʪ (C-

ʧʦʜʦʙʥʳʝ enums), ʢʦʪʦʨʳʝ ʦʧʨʝʜʝʣʷʶʪ ʚʩʝ ʪʠʧʳ ʧʨʦʮʝʩʩʦʨʦʚ 

(ʥʘʡʜʝʥʥʳʝ ʚ comment.cmt), ʠ ʚʩʝ ʚʦʟʤʦʞʥʳʝ ʠʥʩʪʨʫʢʮʠʠ ʜʣʷ ʢʘʞʜʦʛʦ 

ʧʨʦʮʝʩʩʘ (ʥʘʡʜʝʥʥʳʝ ʚ allins.hpp). 

ɽʩʣʠ ʚʳ ʭʦʪʠʪʝ ʜʦʙʘʚʠʪʴ ʧʨʝʜʦʧʨʝʜʝʣʝʥʥʳʝ ʢʦʤʤʝʥʪʘʨʠʠ ʜʣʷ 

ʥʦʚʦʛʦ ʪʠʧʘ ʧʨʦʮʝʩʩʦʨʘ, ʪʦ ʧʨʠʜʝʪʩʷ ʩʜʝʣʘʪʴ ʙʦʣʴʰʝ, ʯʝʤ ʧʨʦʩʪʦ 

ʠʟʤʝʥʠʪʴ ʩʫʱʝʩʪʚʫʶʱʠʝ ʢʦʤʤʝʥʪʘʨʠʠ, ʪʘʢ ʢʘʢ ʜʘʥʥʳʡ ʧʨʦʮʝʩʩ ʪʝʩʥʦ 

ʩʚʷʟʘʥ ʩ ʧʨʦʮʝʩʩʦʤ ʩʦʟʜʘʥʠʷ ʥʦʚʳʭ ʧʨʦʮʝʩʩʦʨʥʳʭ ʤʦʜʫʣʝʡ. ɽʩʣʠ ʥʝ 

ʧʦʛʨʫʞʘʪʴʩʷ ʩʣʠʰʢʦʤ ʛʣʫʙʦʢʦ ʚ ʧʨʦʮʝʩʩ ʩʦʟʜʘʥʠʷ ʥʦʚʳʭ ʤʦʜʫʣʝʡ, ʪʦ 

ʜʣʷ ʩʦʟʜʘʥʠʷ ʢʦʤʤʝʥʪʘʨʠʝʚ ʜʣʷ ʥʦʚʦʛʦ ʪʠʧʘ ʧʨʦʮʝʩʩʦʨʘ, ʪʨʝʙʫʝʪʩʷ 

ʩʥʘʯʘʣʘ ʩʦʟʜʘʪʴ ʥʘʙʦʨ ʯʠʩʣʝʥʥʳʭ ʢʦʥʩʪʘʥʪ (ʨʘʟʜʝʣʷʝʤʳʭ ʩ ʜʘʥʥʳʤ 

ʧʨʦʮʝʩʩʦʨʥʳʤ ʤʦʜʫʣʝʤ) ʚ ʬʘʡʣʝ allins.hpp, ʢʦʪʦʨʳʡ ʦʧʨʝʜʝʣʷʝʪ ʧʦ 

ʢʦʥʩʪʘʥʪʝ ʜʣʷ ʢʘʞʜʦʡ ʠʥʩʪʨʫʢʮʠʠ ʚ ʥʘʙʦʨʝ. ɺʦ-ʚʪʦʨʳʭ, ʚʳ ʜʦʣʞʥʳ 

ʙʫʜʝʪʝ ʩʦʟʜʘʪʴ ʬʘʡʣ ʢʦʤʤʝʥʪʘʨʠʝʚ, ʚ ʢʦʪʦʨʦʤ ʦʩʫʱʝʩʪʚʣʷʝʪʩʷ ʧʨʠʚʷʟʢʘ 

ʧʝʨʝʯʠʩʣʝʥʥʳʭ ʠʥʩʪʨʫʢʮʠʡ ʢ ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʤ ʠʤ ʢʦʤʤʝʥʪʘʨʠʷʤ. ɺ-

ʪʨʝʪʴʠʭ, ʚʘʤ ʥʝʦʙʭʦʜʠʤʦ ʦʧʨʝʜʝʣʠʪʴ ʥʦʚʫʶ ʢʦʥʩʪʘʥʪʫ ʜʣʷ ʪʠʧʘ 

ʧʨʦʮʝʩʩʦʨʘ, ʠ ʩʦʟʜʘʪʴ ʟʘʧʠʩʴ ʚ ʬʘʡʣʝ comment.cmt, ʚ ʢʦʪʦʨʦʤ 

ʧʨʠʚʷʟʳʚʘʝʪʩʷ ʪʠʧ ʧʨʦʮʝʩʩʦʨʘ ʢ ʩʦʦʪʚʝʪʩʪʚʫʶʱʝʤʫ ʬʘʡʣʫ 

ʢʦʤʤʝʥʪʘʨʠʝʚ. ʇʦʩʣʝ ʪʦʛʦ ʢʘʢ ʚʳ ʚʳʧʦʣʥʠʪʝ ʵʪʠ ʪʨʠ ʰʘʛʘ, ʚʘʤ 

ʥʝʦʙʭʦʜʠʤʦ ʟʘʧʫʩʪʠʪʴ loadint.exe ʜʣʷ ʪʦʛʦ, ʯʪʦʙʳ ʧʝʨʝʩʦʟʜʘʪʴ ʙʘʟʫ 

ʜʘʥʥʳʭ ʢʦʤʤʝʥʪʘʨʠʝʚ. 
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ɻʃɸɺɸ 4. ʇɸʊʏʀʅɻ ɹʀʅɸʈʅʓʍ ʌɸʁʃʆɺ ʀ ɼʈʋɻʀɽ 

ʆɻʈɸʅʀʏɽʅʀʗ IDA 

 

ʆʜʥʠʤ ʠʟ ʩʘʤʳʭ ʯʘʩʪʦ ʟʘʜʘʚʘʝʤʳʭ ʚʦʧʨʦʩʦʚ ʫ ʥʦʚʳʭ 

ʧʦʣʴʟʦʚʘʪʝʣʝʡ IDA, ʷʚʣʷʝʪʩʷ ʚʦʧʨʦʩ ñʂʘʢ ʷ ʤʦʛʫ ʧʨʦʧʘʪʯʠʪʴ ʙʠʥʘʨʥʳʡ 

ʬʘʡʣ ʧʨʠ ʧʦʤʦʱʠ IDA?ò. ʉʘʤʳʤ ʧʨʦʩʪʦʡ ʦʪʚʝʪ ʥʘ ʵʪʦʪ ʚʦʧʨʦʩ - 

ñʅʠʢʘʢò. ʆʩʥʦʚʥʘʷ ʮʝʣʴ IDA, ʵʪʦ ʧʦʤʦʯʴ ʚʘʤ ʚ ʧʦʥʠʤʘʥʠʠ ʧʦʚʝʜʝʥʠʷ 

ʙʠʥʘʨʥʦʛʦ ʬʘʡʣʘ, ʧʨʝʜʦʩʪʘʚʠʚ ʚʘʤ ʚʦʟʤʦʞʥʦʩʪʠ ʜʣʷ ʥʘʠʣʫʯʰʝʛʦ 

ʜʠʟʘʩʩʝʤʙʣʠʨʦʚʘʥʠʷ ʠʟ ʚʩʝʭ ʩʫʱʝʩʪʚʫʶʱʠʭ. IDA ʥʝ ʧʨʝʜʥʘʟʥʘʯʝʥʘ ʜʣʷ 

ʪʦʛʦ ʯʪʦʙʳ ʦʙʣʝʛʯʠʪʴ ʤʦʜʠʬʠʢʘʮʠʶ ʠʩʩʣʝʜʫʝʤʳʭ ʚʘʤʠ ʬʘʡʣʦʚ. ʉʘʤʳʝ 

ʫʧʨʷʤʳʝ ʥʝ ʞʝʣʘʶʪ ʧʨʠʥʠʤʘʪʴ ñʅʠʢʘʢò ʚ ʢʘʯʝʩʪʚʝ ʦʪʚʝʪʘ, ʠ 

ʧʨʦʜʦʣʞʘʶʪ ʟʘʜʘʚʘʪʴ ʚʦʧʨʦʩʳ, ʪʘʢʠʝ ʢʘʢ: ñʏʪʦ ʧʦ ʧʦʚʦʜʫ ʤʝʥʶEdit Ʒ 

Patch Program?ò ʠ ñʂʘʢʦʝʪʦʛʜʘʧʨʝʜʥʘʟʥʘʯʝʥʠʝʫʤʝʥʶ File Ʒ Produce 

File Ʒ Create EXE File?ò. ɺ ʜʘʥʥʦʡ ʛʣʘʚʝ ʤʳ ʦʙʩʫʜʠʤ ʵʪʠ ʘʥʦʤʘʣʠʠ ʠ 

ʧʦʩʤʦʪʨʠʤ, ʤʦʞʝʤ ʣʠ ʤʳ ʟʘʩʪʘʚʠʪʴ IDA ʧʦʤʦʛʘʪʴ ʥʘʤ ʚ ʨʘʟʨʘʙʦʪʢʝ 

ʧʘʪʯʝʡ ʜʣʷ ʙʠʥʘʨʥʳʭ ʬʘʡʣʦʚ ʭʦʪʷ ʙʳ ʥʝʤʥʦʛʦ. 

4.1. ʄʘʣʦʠʟʚʝʩʪʥʦʝ ʴʝʥʶ  Patch Program 

ʄʝʥʶ  Edit Ʒ Patch Program ʚʧʝʨʚʳʝ ʙʳʣʦ ʫʧʦʤʷʥʫʪʦ ʚ ɻʣʘʚʝ 

6 ʢʘʢ ʦʜʥʘ ʠʟ ʩʢʨʳʪʳʭ ʚʦʟʤʦʞʥʦʩʪʝʡ ʚʝʨʩʠʠ IDA ʩ ʛʨʘʬʠʯʝʩʢʠʤ 

ʠʥʪʝʨʬʝʡʩʦʤ, ʢʦʪʦʨʫʶ ʤʦʞʥʦ ʚʢʣʶʯʠʪʴ ʚ ʬʘʡʣʝ ʢʦʥʬʠʛʫʨʘʮʠʠ 

idagui.cfg (ʚ ʢʦʥʩʦʣʴʥʳʭ ʚʝʨʩʠʷʭ IDA ʤʝʥʶ Patch ʜʦʩʪʫʧʥʦ ʧʦ 

ʫʤʦʣʯʘʥʠʶ). ʅʘ ʨʠʩʫʥʢʝ 4. ʧʦʢʘʟʘʥʳ ʦʧʮʠʠ, ʜʦʩʪʫʧʥʳʝ ʚ ʧʦʜʤʝʥʶ  Edit 

Ʒ Patch Program. 

 

ʈʠʩ.4. ʇʦʜʤʝʥʶ Patch Program 

 

ʂʘʞʝʪʩʷ, ʯʪʦ ʢʘʞʜʳʡ ʧʫʥʢʪ ʧʦʜʤʝʥʶ ʪʘʢ ʠ ʜʨʘʟʥʠʪ 

ʚʦʟʤʦʞʥʦʩʪʴʶ ʤʦʜʠʬʠʢʘʮʠʠ ʙʠʥʘʨʥʦʛʦ ʬʘʡʣʘ ʨʘʟʣʠʯʥʳʤʠ ʧʫʪʷʤʠ. ʅʦ 
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ʥʘ ʩʘʤʦʤ ʜʝʣʝ, ʵʪʦ ʦʧʮʠʠ ʧʨʝʜʣʘʛʘʶʪ ʪʨʠ ʨʘʟʣʠʯʥʳʭ ʧʫʪʠ ʜʣʷ 

ʤʦʜʠʬʠʢʘʮʠʠ ʙʘʟʳ ʜʘʥʥʳʭ ʠ ʙʠʥʘʨʥʦʛʦ ʬʘʡʣʘ, ʢʦʪʦʨʳʡ ʠʟ ʥʝʝ 

ʩʦʟʜʘʝʪʩʷ. ʇʦʩʣʝ ʩʦʟʜʘʥʠʷ ʙʘʟʳ ʜʘʥʥʳʭ IDA ʙʦʣʴʰʝ ʥʝ ʦʙʨʘʱʘʝʪʩʷ ʢ 

ʦʨʠʛʠʥʘʣʴʥʦʤʫ ʙʠʥʘʨʥʦʤʫ ʬʘʡʣʫ. ʀʩʭʦʜʷ ʠʟ ʚʳʰʝʩʢʘʟʘʥʥʦʛʦ, ʜʘʥʥʦʝ 

ʤʝʥʶ ʩʪʦʠʣʦ ʥʘʟʚʘʪʴ Patch Database, ʜʣʷ ʙʦʣʝʝ ʪʦʯʥʦʛʦ ʦʪʨʘʞʝʥʠʷ ʝʛʦ 

ʚʦʟʤʦʞʥʦʩʪʝʡ. 

ʅʦ ʥʝ ʚʩʝ ʧʦʪʝʨʷʥʦ, ʪʘʢ ʢʘʢ ʦʧʮʠʠ, ʥʘʭʦʜʷʱʠʝʩʷ ʚ ʤʝʥʶ, 

ʧʦʢʘʟʘʥʥʦʤ ʥʘ ʨʠʩ.4. ʧʨʝʜʣʘʛʘʶʪ ʩʘʤʳʡ ʧʨʦʩʪʦʡ ʧʫʪʴ ʧʦʥʘʙʣʶʜʘʪʴ ʟʘ 

ʵʬʬʝʢʪʘʤʠ ʦʪ ʠʟʤʝʥʝʥʠʡ, ʢʦʪʦʨʳʝ ʚʧʦʩʣʝʜʩʪʚʠʠ ʤʦʞʥʦ ʩʜʝʣʘʪʴ ʩ 

ʦʨʠʛʠʥʘʣʴʳʤ ʙʠʥʘʨʥʳʤ ʬʘʡʣʦʤ. ɼʘʣʝʝ ʚ ʵʪʦʡ ʛʣʘʚʝ ʤʳ ʨʘʩʩʢʘʞʝʤ ʢʘʢ 

ʵʩʧʦʨʪʠʨʦʚʘʪʴ ʩʜʝʣʘʥʥʳʝ ʚʘʤʠ ʠʟʤʝʥʝʥʠʷ, ʠ ʠʩʧʦʣʴʟʦʚʘʪʴ ʠʭ ʜʣʷ ʪʦʛʦ, 

ʯʪʦʙʳ ʧʨʦʧʘʪʯʠʪʴ ʦʨʠʛʠʥʘʣʴʥʳʡ ʙʠʥʘʨʥʳʡ ʬʘʡʣ. 

4.1.1. ʀʟʤʝʥʝʥʠʝ ʦʪʜʝʣʴʥʳʭ ʙʘʡʪ ʚ ʙʘʟʝ ʜʘʥʥʳʭ 

ʆʧʮʠʷ ʤʝʥʶ Edit Ʒ Patch Program Ʒ Change Byte 

ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʪʦʛʦ, ʯʪʦʙʳ ʠʟʤʝʥʠʪʴ ʟʥʘʯʝʥʠʝ ʦʜʥʦʛʦ ʠʣʠ 

ʥʝʩʢʦʣʴʢʠʭ ʙʘʡʪ ʚ ʙʘʟʝ ʜʘʥʥʳʭ IDA. ʅʘ ʨʠʩ.4.1 ʧʦʢʘʟʘʥ ʜʠʘʣʦʛ ʙʘʡʪ-

ʧʘʪʯʠʥʛʘ. 

 

ʈʠʩ.4.1. ɼʠʘʣʦʛ ʙʘʡʪ-ʧʘʪʯʠʥʛʘ 

 

ɺ ʜʠʘʣʦʛʝ ʦʪʨʘʞʘʶʪʩʷ 16 ʙʘʡʪ, ʥʘʯʠʥʘʶʱʠʭʩʷ ʩ ʪʝʢʫʱʝʡ 

ʧʦʟʠʮʠʠ ʢʫʨʩʦʨʘ. ɺʳ ʤʦʞʝʪʝ ʠʟʤʝʥʠʪʴ ʥʝʩʢʦʣʴʢʦ ʠʣʠ ʚʩʝ ʵʪʠ ʙʘʡʪʳ, ʥʦ 

ʚʳ ʥʝ ʤʦʞʝʪʝ ʠʟʤʝʥʷʪʴ ʙʘʡʪʳ, ʩʣʝʜʫʶʱʠʝ ʟʘ ʰʝʩʪʥʘʜʮʘʪʳʤ, ʜʣʷ ʵʪʦʛʦ 

ʚʘʤ ʥʘʜʦ ʟʘʢʨʳʪʴ ʜʠʘʣʦʛ, ʧʝʨʝʤʝʩʪʠʪʴ ʢʫʨʩʦʨ ʥʘ ʥʫʞʥʫʶ ʧʦʟʠʮʠʶ ʠ 

ʦʪʢʨʳʪʴ ʝʛʦ ʩʥʦʚʘ. ɺ ʜʠʘʣʦʛʝ ʪʘʢʞʝ ʦʪʦʙʨʘʞʘʝʪʩʷ ʩʤʝʱʝʥʠʝ ʜʣʷ 

ʦʪʦʙʨʘʞʘʝʤʳʭ ʙʘʡʪ (File offset). ʕʪʦ ʟʥʘʯʝʥʠʝ ʧʨʝʜʩʪʘʚʣʝʥʦ ʚ ʚʠʜʝ 

ʰʝʩʪʥʘʜʮʘʪʝʨʠʯʥʦʡ ʚʝʣʠʯʠʥʳ, ʧʦʢʘʟʳʚʘʶʱʝʡ ʩʤʝʱʝʥʠʝ ʚ ʙʠʥʘʨʥʦʤ 

ʬʘʡʣʝ. ɼʘʥʥʦʝ ʟʥʘʯʝʥʠʝ ʥʝ ʦʪʦʙʨʘʞʘʝʪ ʚʠʨʪʫʘʣʴʥʳʡ ʘʜʨʝʩ, ʧʦ ʢʦʪʦʨʦʤʫ 

ʙʘʡʪʳ ʨʘʩʧʦʣʦʞʝʥʳ ʚ ʙʘʟʝ ʜʘʥʥʳʭ. ʊʦ, ʯʪʦ IDA ʩʦʭʨʘʥʷʝʪ ʠʥʬʦʨʤʘʮʠʶ 
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ʦ ʩʤʝʱʝʥʠʠ ʚ ʦʨʠʛʠʥʘʣʴʥʦʤ ʬʘʡʣʝ, ʧʨʠʛʦʜʠʪʩʷ ʚ ʙʫʜʫʱʝʤ ʧʨʠ 

ʩʦʟʜʘʥʠʠ ʧʘʪʯʘ ʜʣʷ ʦʨʠʛʠʥʘʣʴʥʦʛʦ ʙʠʥʘʨʥʦʛʦ ʬʘʡʣʘ. ʂ ʪʦʤʫ ʞʝ, 

ʥʝʩʤʦʪʨʷ ʥʘ ʢʦʣʠʯʝʩʪʚʦ ʚʥʝʩʝʥʥʳʭ ʠʟʤʝʥʝʥʠʡ, ʚʳ ʚʩʝʛʜʘ ʩʤʦʞʝʪʝ 

ʧʦʩʤʦʪʨʝʪʴ ʦʨʠʛʠʥʘʣʴʥʦʝ ʟʥʘʯʝʥʠʝ ʙʘʡʪʘ ʚ ʧʦʣʝ Original Value. 

ʉʪʘʥʜʘʨʪʥʦʝ ʩʨʝʜʩʪʚʦ ʜʣʷ ʘʚʪʦʤʘʪʠʯʝʩʢʦʡ ʦʪʤʝʥʳ ʠʟʤʝʥʝʥʠʡ 

ʦʪʩʫʪʩʪʚʫʝʪ, ʥʦ ʤʦʞʥʦ ʩʦʟʜʘʪʴ ʩʢʨʠʧʪ ʜʣʷ ʚʳʧʦʣʥʝʥʠʷ ʜʘʥʥʦʡ ʟʘʜʘʯʠ. 

4.1.2. ʀʟʤʝʥʝʥʠʝ ʩʣʦʚʘ ʚ ʙʘʟʝ ʜʘʥʥʳʭ 

ʉʫʱʝʩʪʚʫʝʪ ʪʘʢʞʝ ʝʱʝ ʠ ʚʦʟʤʦʞʥʦʩʪʴ ʜʣʷ ʧʘʪʯʠʥʛʘ ʩʣʦʚ, 

ʧʫʩʪʴ ʠ ʥʝ ʪʘʢʘʷ ʧʦʣʝʟʥʘʷ ʢʘʢ ʙʘʡʪ-ʧʘʪʯʠʥʛ. ʅʘ ʨʠʩ.4.2. ʧʦʢʘʟʘʥ ʜʠʘʣʦʛ, 

ʚ ʢʦʪʦʨʦʤ ʤʦʞʥʦ ʠʟʤʝʥʠʪʴ ʪʦʣʴʢʦ ʦʜʥʦ ʩʣʦʚʦ ʠʟ ʜʚʫʭ ʙʘʡʪ ʟʘ ʨʘʟ.  

 

ʈʠʩ.4.2. ɼʠʘʣʦʛ Patch Word 

 

ʊʘʢʞʝ ʢʘʢ ʠ ʚ ʜʠʘʣʦʛʝ ʙʘʡʪ-ʧʘʪʯʠʥʛʘ, ʚ ʦʢʥʝ ʦʪʦʙʨʘʞʘʝʪʩʷ 

ʩʤʝʱʝʥʠʝ ʚ ʦʨʠʛʠʥʘʣʴʥʦʤ ʙʠʥʘʨʥʦʤ ʬʘʡʣʝ, ʘ ʥʝ ʚʠʨʪʫʘʣʴʥʳʡ ʘʜʨʝʩ 

ʠʟʤʝʥʷʝʤʦʛʦ ʩʣʦʚʘ. ʆʯʝʥʴ ʚʘʞʥʦ ʧʦʤʥʠʪʴ, ʯʪʦ ʙʘʡʪʳ ʩʣʦʚʘ 

ʦʪʦʙʨʘʞʘʶʪʩʷ ʚ ʧʦʨʷʜʢʝ ʧʨʠʥʷʪʦʤ ʜʣʷ ʨʘʙʦʪʳ ʧʨʦʮʝʩʩʦʨʘ. ʅʘʧʨʠʤʝʨ, 

ʧʨʠ ʜʠʟʘʩʩʝʤʙʣʠʨʦʚʘʥʠʠ ʢʦʜʘ ʜʣʷ x86, ʩʣʦʚʘ ʚʦʩʧʨʠʥʠʤʘʶʪʩʷ ʚ 

ʦʩʪʨʦʢʦʥʝʯʥʦʤ ʬʦʨʤʘʪʝ, ʚ ʪʦ ʚʨʝʤʷ ʢʘʢ ʚ MIPS ʦʥʠ ʚʦʩʧʨʠʥʠʤʘʶʪʩʷ ʚ 

ʪʫʧʦʢʦʥʝʯʥʦʤ ʬʦʨʤʘʪʝ. ʆʙʷʟʘʪʝʣʴʥʦ ʫʯʠʪʳʚʘʡʪʝ ʵʪʦ ʧʨʠ ʚʚʝʜʝʥʠʠ 

ʥʦʚʦʛʦ ʟʥʘʯʝʥʠʷ ʜʣʷ ʩʣʦʚʘ. ʊʘʢʞʝ ʢʘʢ ʠ ʚ ʧʨʝʜʳʜʫʱʝʤ ʜʠʘʣʦʛʝ 

ʦʪʦʙʨʘʞʘʝʪʩʷ ʦʨʠʛʠʥʘʣʴʥʦʝ ʟʥʘʯʝʥʠʝ ʩʣʦʚʘ ʠʟ ʙʠʥʘʨʥʦʛʦ ʬʘʡʣʘ, 

ʥʝʟʘʚʠʩʠʤʦ ʦʪ ʪʦʛʦ ʩʢʦʣʴʢʦ ʨʘʟ ʚʳ ʠʟʤʝʥʷʣʠ ʜʘʥʥʦʝ ʩʣʦʚʦ.  

4.1.3. ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʜʠʘʣʦʛʘ Assemble 

ʅʘʚʝʨʥʦʝ, ʦʜʥʦʡ ʠʟ ʩʘʤʳʭ ʠʥʪʝʨʝʩʥʳʭ ʚʦʟʤʦʞʥʦʩʪʝʡ IDA 

ʜʦʩʪʫʧʥʳʭ ʯʝʨʝʟ ʤʝʥʶ Patch Program ʷʚʣʷʝʪʩʷ ʦʧʮʠʷ Assemble (Edit Ʒ 
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Patch Program Ʒ Assemble). ʂ ʩʦʞʘʣʝʥʠʶ, ʜʘʥʥʘʷ ʦʧʮʠʷ ʜʦʩʪʫʧʥʘ ʥʝ 

ʜʣʷ ʚʩʝʭ ʪʠʧʦʚ ʧʨʦʮʝʩʩʦʨʦʚ, ʪʘʢ ʢʘʢ ʦʥʘ ʟʘʚʠʩʠʪ ʦʪ ʚʥʫʪʨʝʥʥʝʡ 

ʚʦʟʤʦʞʥʦʩʪʠ ʜʠʟʘʩʩʝʤʙʣʠʨʦʚʘʥʠʷ ʚ ʜʘʥʥʦʤ ʧʨʦʮʝʩʩʦʨʥʦʤ ʤʦʜʫʣʝ. 

ʅʘʧʨʠʤʝʨ, ʧʨʦʮʝʩʩʦʨʥʳʡ ʤʦʜʫʣʴ x86 ʧʦʜʜʝʨʞʠʚʘʝʪ 

ʜʠʟʘʩʩʝʤʙʣʠʨʦʚʘʥʠʝ, ʚ ʪʦ ʚʨʝʤʷ ʢʘʢ ʚ ʧʨʦʮʝʩʩʦʨʥʦʤ ʤʦʜʫʣʝ MIPS ʥʝʪ 

ʪʘʢʦʡ ʚʦʟʤʦʞʥʦʩʪʠ. ɺ ʩʣʫʯʘʝ ʝʩʣʠ ʚʦʟʤʦʞʥʦʩʪʴ ʜʠʟʘʩʩʝʤʙʣʠʨʦʚʘʥʠʷ 

ʥʝʜʦʩʪʫʧʥʘ, ʪʦ ʚʳ ʫʚʠʜʠʪʝ ʩʦʦʙʱʝʥʠʝ "Sorry, this processor module 

doesn't support the assembler.". 

ʆʧʮʠʷ Assemble ʧʦʟʚʦʣʷʝʪ ʚʘʤ ʚʚʦʜʠʪʴ ʫʪʚʝʨʞʜʝʥʠʷ ʥʘ ʷʟʳʢʝ 

ʘʩʩʝʤʙʣʝʨʘ, ʢʦʪʦʨʳʝ ʦʙʨʘʙʘʪʳʚʘʶʪʩʷ ʚʥʫʪʨʝʥʥʠʤ ʘʩʩʝʤʙʣʝʨʦʤ. 

ʈʝʟʫʣʴʪʠʨʫʶʱʠʝ ʙʘʡʪʳ ʠʥʩʪʨʫʢʮʠʠ ʟʘʧʠʩʳʚʘʝʪʩʷ ʚ ʪʝʢʫʱʫʶ ʧʦʟʠʮʠʶ 

ʥʘ ʵʢʨʘʥʝ. ʅʘ ʨʠʩʫʥʢʝ 4.3. ʦʪʦʙʨʘʞʝʥ ʜʠʘʣʦʛ Assemble Instruction 

ʠʩʧʦʣʴʟʫʝʤʳʡ ʜʣʷ ʚʚʝʜʝʥʠʷ ʠʥʩʪʨʫʢʮʠʠ.  

 

ʈʠʩ.4.3. ɼʠʘʣʦʛ Assemble Instruction 

 

ɺʳ ʤʦʞʝʪʝ ʚʚʝʩʪʠ ʟʘ ʨʘʟ ʪʦʣʴʢʦ ʦʜʥʫ ʠʥʩʪʨʫʢʮʠʶ ʚ ʧʦʣʝ 

Instruction. ʇʨʠ ʚʚʦʜʝ ʠʩʧʦʣʴʟʫʝʪʩʷ ʪʦʪ ʞʝ ʩʠʥʪʘʢʩʠʩ ʯʪʦ ʠ ʚ 

ʜʠʟʘʩʩʝʤʙʣʠʨʦʚʘʥʥʦʤ ʢʦʜʝ x86. ʇʦʩʣʝ ʥʘʞʘʪʠʷ ʢʥʦʧʢʠ ʆʂ (ʠʣʠ 

ENTER), ʚʚʝʜʝʥʥʘʷ ʚʘʤʠ ʠʥʩʪʨʫʢʮʠʷ ʘʩʩʝʤʙʣʠʨʫʝʪʩʷ, ʠ 

ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʝ ʝʡ ʙʘʡʪʳ ʟʘʥʦʩʷʪʩʷ ʚ ʙʘʟʫ ʜʘʥʥʳʭ ʥʘʯʠʥʘʷ ʩ 

ʚʠʨʪʫʘʣʴʥʦʛʦ ʘʜʨʝʩʘ, ʦʪʦʙʨʘʞʘʝʤʦʛʦ ʚ ʧʦʣʝ Address. ɺʥʫʪʨʝʥʥʠʡ 

ʘʩʩʝʤʙʣʝʨ IDA ʧʦʟʚʦʣʷʝʪ ʠʩʧʦʣʴʟʦʚʘʪʴ ʩʠʤʚʦʣʴʥʳʝ ʠʤʝʥʘ ʚʥʫʪʨʠ 

ʠʥʩʪʨʫʢʮʠʡ, ʧʨʠʩʫʪʩʪʚʫʶʱʠʝ ʚʥʫʪʨʠ ʧʨʦʛʨʘʤʤʳ. ʉʠʥʪʘʢʩʠʩ ʧʦʜʦʙʥʳʡ  

mov [ebp+var_4], eax ʠ call sub_401896 ʷʚʣʷʝʪʩʷ ʘʙʩʦʣʶʪʥʦ ʚʝʨʥʳʤ, ʠ 

ʘʩʩʝʤʙʣʝʨ ʙʫʜʝʪ ʢʦʨʨʝʢʪʥʦ ʦʙʨʘʙʘʪʳʚʘʪʴ ʩʠʤʚʦʣʴʥʳʝ ʩʩʳʣʢʠ. 

ʇʦʩʣʝ ʚʚʦʜʘ ʠʥʩʪʨʫʢʮʠʠ ʜʠʘʣʦʛ ʦʩʪʘʝʪʩʷ ʦʪʢʨʳʪʳʤ ʠ ʛʦʪʦʚʳʤ 

ʢ ʚʚʦʜʫ ʥʦʚʦʡ ʠʥʩʪʨʫʢʮʠʠ ʧʦ ʚʠʨʪʫʘʣʴʥʦʤʫ ʘʜʨʝʩʫ, ʩʣʝʜʫʶʱʝʤʫ ʟʘ 

ʘʜʨʝʩʦʤ ʚʚʝʜʝʥʥʦʡ ʨʘʥʝʝ ʠʥʩʪʨʫʢʮʠʠ. ɺʦ ʚʨʝʤʷ ʚʚʦʜʘ ʥʦʚʳʭ 

ʠʥʩʪʨʫʢʮʠʡ ʚ ʧʦʣʝ Previous line ʦʪʦʙʨʘʞʘʝʪʩʷ ʧʨʝʜʳʜʫʱʘʷ ʚʚʝʜʝʥʥʘʷ 

ʠʥʩʪʨʫʢʮʠʷ. 
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ʇʨʠ ʚʚʦʜʝ ʥʦʚʳʭ ʠʥʩʪʨʫʢʮʠʡ ʥʫʞʥʦ ʦʙʷʟʘʪʝʣʴʥʦ ʦʙʨʘʱʘʪʴ 

ʚʥʠʤʘʥʠʝ ʥʘ ʠʭ ʨʘʩʧʦʣʦʞʝʥʠʝ, ʦʩʦʙʝʥʥʦ ʝʩʣʠ ʚʚʦʜʠʤʘʷ ʠʥʩʪʨʫʢʮʠʷ 

ʜʣʠʥʥʝʝ ʟʘʤʝʱʘʝʤʦʡ. ɺ ʩʣʫʯʘʝ ʝʩʣʠ ʚʚʦʜʠʤʘʷ ʠʥʩʪʨʫʢʮʠʷ ʢʦʨʦʯʝ 

ʟʘʤʝʱʘʝʤʦʡ, ʚʘʤ ʥʝʦʙʭʦʜʠʤʦ ʨʝʰʠʪʴ, ʯʪʦ ʜʝʣʘʪʴ ʩ ʦʩʪʘʚʰʠʤʩʷ ʤʝʩʪʦʤ 

(ʚʚʝʜʝʥʠʝ ʠʥʩʪʨʫʢʮʠʠ NOP ʷʚʣʷʝʪʩʷ ʦʜʥʠʤ ʠʟ ʚʦʟʤʦʞʥʳʭ ʚʘʨʠʘʥʪʦʚ). 

ɽʩʣʠ ʞʝ ʚʚʦʜʠʤʘʷ ʠʥʩʪʨʫʢʮʠʷ ʜʣʠʥʥʝʝ ʟʘʤʝʱʘʝʤʦʡ, ʪʦ IDA ʟʘʤʝʥʠʪ 

ʥʝʦʙʭʦʜʠʤʦʝ ʢʦʣʠʯʝʩʪʚʦ ʙʘʡʪ ʚ ʧʦʩʣʝʜʫʶʱʝʡ ʠʥʩʪʨʫʢʮʠʠ ʜʣʷ ʪʦʛʦ, 

ʯʪʦʙʳ ʚʤʝʩʪʠʪʴ ʚʚʦʜʠʤʫʶ. ʕʪʦ ʤʦʞʝʪ ʙʳʪʴ ʥʝ ʪʝʤ ʧʦʚʝʜʝʥʠʝʤ, ʢʦʪʦʨʦʝ 

ʚʳ ʦʞʠʜʘʣʠ, ʧʦʵʪʦʤʫ ʚʘʞʥʦ ʧʣʘʥʠʨʦʚʘʪʴ ʚʚʦʜʠʤʳʝ ʠʟʤʝʥʝʥʠʷ ʩ 

ʦʩʪʦʨʦʞʥʦʩʪʴʶ ʧʝʨʝʜ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ ʘʩʩʝʤʙʣʝʨʘ ʜʣʷ ʠʟʤʝʥʝʥʠʷ ʙʘʡʪ 

ʧʨʦʛʨʘʤʤʳ. ʇʨʦʩʪʦʛʦ ʧʫʪʠ ʜʣʷ ʩʦʟʜʘʥʠʷ ʜʦʧʦʣʥʠʪʝʣʴʥʦʛʦ ʤʝʩʪʘ ʜʣʷ 

ʚʚʦʜʠʤʦʡ ʠʥʩʪʨʫʢʮʠʠ ʙʝʟ ʟʘʤʝʱʝʥʠʷ ʩʣʝʜʫʶʱʝʡ ʥʝ ʩʫʱʝʩʪʚʫʝʪ.  

ɺʘʞʥʦ ʧʦʤʥʠʪʴ, ʯʪʦ ʚʦʟʤʦʞʥʦʩʪʠ IDA ʜʣʷ ʧʘʪʯʠʥʛʘ ʙʘʟʳ 

ʜʘʥʥʳʭ ʦʛʨʘʥʠʯʠʚʘʶʪʩʷ ʤʘʣʝʥʴʢʠʤʠ, ʧʨʦʩʪʳʤʠ ʧʘʪʯʘʤʠ, ʢʦʪʦʨʳʝ 

ʣʝʛʢʦ ʫʤʝʱʘʶʪʩʷ ʚ ʧʨʦʩʪʨʘʥʩʪʚʦ ʚʥʫʪʨʠ ʙʘʟʳ ʜʘʥʥʳʭ. ɽʩʣʠ ʫ ʚʘʩ ʝʩʪʴ 

ʧʘʪʯ, ʢʦʪʦʨʦʤʫ ʪʨʝʙʫʝʪʩʷ ʜʦʧʦʣʥʠʪʝʣʴʥʦʝ ʤʝʩʪʦ, ʪʦ ʚʘʤ ʧʨʠʜʝʪʩʷ ʥʘʡʪʠ 

ʪʘʢʦʝ ʥʝʠʩʧʦʣʴʟʫʝʤʦʝ ʤʝʩʪʦ ʚʥʫʪʨʠ ʦʨʠʛʠʥʘʣʴʥʦʛʦ ʙʠʥʘʨʥʦʛʦ ʬʘʡʣʘ. 

ʇʦʜʦʙʥʳʝ ʧʫʩʪʳʝ ʤʝʩʪʘ ʯʘʩʪʦ ʜʦʙʘʚʣʷʶʪʩʷ ʢʦʤʧʠʣʷʪʦʨʘʤʠ ʜʣʷ 

ʦʪʜʝʣʝʥʠʷ ʩʝʢʮʠʡ ʚʥʫʪʨʠ ʙʠʥʘʨʥʦʛʦ ʬʘʡʣʘ. ʅʘʧʨʠʤʝʨ, ʚ ʙʠʥʘʨʥʳʭ 

ʬʘʡʣʘʭ Windows PE ʢʘʞʜʘʷ ʦʪʜʝʣʴʥʘʷ ʯʘʩʪʴ ʧʨʦʛʨʘʤʤʳ ʜʦʣʞʥʘ 

ʥʘʯʠʥʘʪʴʩʷ ʩ ʘʜʨʝʩʘ ʢʨʘʪʥʦʛʦ 512 ʙʘʡʪʘʤ. ɺ ʩʣʫʯʘʝ ʝʩʣʠ ʯʘʩʪʠ 

ʧʨʦʛʨʘʤʤʳ ʥʝ ʪʨʝʙʫʝʪʩʷ 512 ʙʘʡʪ, ʪʦ ʦʩʪʘʚʰʠʝʩʷ ʙʘʡʪʳ ʟʘʧʦʣʥʷʶʪʩʷ 

ʜʣʷ ʪʦʛʦ ʯʪʦʙʳ ʩʦʭʨʘʥʠʪʴ ʛʨʘʥʠʮʳ ʤʝʞʜʫ ʯʘʩʪʷʤʠ. ʉʣʝʜʫʶʱʠʝ ʩʪʨʦʢʠ 

ʠʟ ʜʠʟʘʩʩʝʤʙʣʠʨʦʚʘʥʥʦʛʦ ʢʦʜʘ ʬʘʡʣʘ PE ʦʪʨʘʞʘʶʪ ʧʦʜʦʙʥʫʶ 

ʩʠʪʫʘʮʠʶ: 

 

.text:0040963E     ; [00000006 BYTES: COLLAPSED FUNCTION 

RtlUnwind. PRESS KEYPAD "+" TO EXPAND] 

.text:00409644                     align 200h 

.text:00409644     _text           ends 

.text:00409644 

.idata:0040A000     ; Section 2. (virtual address 0000A000) 

 

ɺ ʜʘʥʥʦʤ ʩʣʫʯʘʝ IDA ʠʩʧʦʣʴʟʫʝʪ ʜʠʨʝʢʪʠʚʫ align ʜʣʷ 

ʦʪʦʙʨʘʞʝʥʠʷ ʪʦʛʦ, ʯʪʦ ʯʘʩʪʴ ʧʨʦʛʨʘʤʤʳ ʜʦʧʦʣʥʝʥʘ ʜʦ 512-ʙʘʡʪʥʦʡ 

(200h) ʛʨʘʥʠʮʳ, ʥʘʯʠʥʘʶʱʝʡʩʷ ʩ ʘʜʨʝʩʘ .text:00409644. ɺʝʨʭʥʝʡ 

ʛʨʘʥʠʮʝʡ ʷʚʣʷʶʪʩʷ ʩʣʝʜʫʶʱʠʝ 512 ʙʘʡʪ ʠʣʠ .text:00409800. 

ɼʦʧʦʣʥʝʥʥʘʷ ʦʙʣʘʩʪʴ ʦʙʳʯʥʦ ʟʘʧʦʣʥʷʝʪʩʷ ʥʫʣʷʤʠ ʠ ʚʧʦʣʥʝ ʟʘʤʝʪʥʘ ʚ 

ʰʝʩʪʥʘʜʮʘʪʝʨʠʯʥʦʤ ʚʠʜʝ. ɺ ʢʦʥʢʨʝʪʥʦʤ ʧʨʠʤʝʨʝ ʝʩʪʴ ʩʚʦʙʦʜʥʦʝ ʤʝʩʪʦ 

ʜʣʷ ʚʩʪʘʚʢʠ ʜʦ 444 ʙʘʡʪ (0x1BC = 409800h - 409644h), ʠʟʤʝʥʝʥʥʳʭ 

ʧʨʦʛʨʘʤʤʥʳʭ ʜʘʥʥʳʭ, ʢʦʪʦʨʳʝ ʤʦʛʫʪ ʧʝʨʝʧʠʩʘʪʴ ʥʝʩʢʦʣʴʢʦ ʠʣʠ ʚʩʝ 

ʥʫʣʠ ʚ ʢʦʥʮʝ ʯʘʩʪʠ .text . ɺʳ ʤʦʞʝʪʝ ʧʨʦʧʘʪʯʠʪʴ ʬʫʥʢʮʠʶ ʜʣʷ 
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ʪʦʛʦ,ʯʪʦʙʳ ʦʥʘ ʧʝʨʝʤʝʱʘʣʘʩʴ ʢ ʜʘʥʥʦʡ ʦʙʣʘʩʪʠ ʚ ʙʠʥʘʨʥʦʤ ʬʘʡʣʝ, 

ʚʳʧʦʣʥʷʣʘ ʜʦʙʘʚʣʝʥʥʳʝ ʠʥʩʪʨʫʢʮʠʠ, ʠ ʟʘʪʝʤ ʚʦʟʚʨʘʱʘʣʘʩʴ ʦʙʨʘʪʥʦ ʢ 

ʦʨʠʛʠʥʘʣʴʥʦʡ ʬʫʥʢʮʠʠ.  

ʉʪʦʠʪ ʦʪʤʝʪʠʪʴ ʯʪʦ ʩʝʢʮʠʷ .idata ʚ ʙʠʥʘʨʥʦʤ ʬʘʡʣʝ ʥʘ ʩʘʤʦʤ 

ʜʝʣʝ ʥʝ ʥʘʯʠʥʘʝʪʩʷ ʜʦ ʘʜʨʝʩʘ .idata:0040A000. ʕʪʦ ʨʝʟʫʣʴʪʘʪ 

ʦʛʨʘʥʠʯʝʥʠʷ ʨʘʩʧʦʣʦʞʝʥʠʷ ʧʘʤʷʪʠ (ʘ ʥʝ ʬʘʡʣʘ), ʚ ʢʦʪʦʨʦʤ ʪʨʝʙʫʝʪʩʷ, 

ʯʪʦʙʳ ʩʝʢʮʠʠ ʥʘʯʠʥʘʣʠʩʴ ʚ ʨʘʤʢʘʭ 4ʂʙ (ʦʜʥʘ ʩʪʨʘʥʠʮʘ ʧʘʤʷʪʠ). ɺ 

ʪʝʦʨʠʠ ʤʦʞʥʦ ʚʩʪʘʚʠʪʴ ʜʦʧʦʣʥʠʪʝʣʴʥʳʝ 2,048 ʙʘʡʪ ʤʦʜʠʬʠʮʠʨʦʚʘʥʥʳʭ 

ʜʘʥʥʳʭ ʚ ʜʠʘʧʘʟʦʥʝ ʧʘʤʷʪʠ 00409800-0040A000. ʉʣʦʞʥʦʩʪʴ 

ʟʘʢʣʶʯʘʝʪʩʷ ʚ ʪʦʤ, ʯʪʦ ʬʘʢʪʠʯʝʩʢʠ ʙʘʡʪʳ ʠʟ ʜʘʥʥʦʡ ʦʙʣʘʩʪʠ 

ʦʪʩʫʪʩʪʚʫʶʪ ʚ ʙʠʥʘʨʥʦʤ ʬʘʡʣʝ, ʭʨʘʥʠʤʦʤ ʥʘ ʜʠʩʢʝ. ɼʣʷ ʪʦʛʦ, ʯʪʦʙʳ 

ʠʩʧʦʣʴʟʦʚʘʪʴ ʵʪʦ ʧʨʦʩʪʨʘʥʩʪʚʦ, ʧʨʠʜʝʪʩʷ ʚʳʧʦʣʥʠʪʴ ʥʝʯʪʦ ʙʦʣʴʰʝʝ, 

ʯʝʤ ʧʨʦʩʪʫʶ ʚʩʪʘʚʢʫ ʥʝʦʙʭʦʜʠʤʳʭ ʙʘʡʪʦʚ. ɼʣʷ ʥʘʯʘʣʘ ʥʝʦʙʭʦʜʠʤʦ 

ʚʩʪʘʚʠʪʴ ʙʣʦʢ ʜʘʥʥʳʭ ʨʘʟʤʝʨʦʤ 2048 ʙʘʡʪ ʤʝʞʜʫ ʦʢʦʥʯʘʥʠʝʤ ʩʝʢʮʠʠ 

.text ʠ ʥʘʯʘʣʦʤ ʩʝʢʮʠʠ idata . ɼʘʣʝʝ ʥʝʦʙʭʦʜʠʤʦ ʠʩʧʨʘʚʠʪʴ ʨʘʟʤʝʨ 

ʩʝʢʮʠʠ .text ʚ ʟʘʛʦʣʦʚʢʝ PE ʬʘʡʣʘ. ʀ ʥʘʢʦʥʝʮ, ʥʝʦʙʭʦʜʠʤʦ ʠʟʤʝʥʠʪʴ 

ʨʘʩʧʦʣʦʞʝʥʠʝ .idata ʠ ʚʩʝʭ ʧʦʩʣʫʜʫʶʱʠʭ ʩʝʢʮʠʡ ʚʥʫʪʨʠ ʟʘʛʦʣʦʚʢʘ PE 

ʬʘʡʣʘ ʜʣʷ ʪʦʛʦ, ʯʪʦʙʳ ʫʢʘʟʘʪʴ, ʯʪʦ ʚʩʝ ʩʣʝʜʫʶʱʠʝ ʩʝʢʮʠʠ ʨʘʩʧʦʣʦʞʝʥʳ 

ʥʘ 2048 ʙʘʡʪ ʜʘʣʴʰʝ. ʇʦʜʦʙʥʳʝ ʠʟʤʝʥʝʥʠʷ ʥʝ ʟʚʫʯʘʪ ʩʣʠʰʢʦʤ 

ʫʞʩʣʦʞʥʳʤʠ, ʥʦ ʜʣʷ ʠʭ ʚʳʧʦʣʥʝʥʠʷ ʪʨʝʙʫʝʪʩʷ ʚʥʠʤʘʥʠʝ ʢ ʜʝʪʘʣʷʤ ʠ 

ʭʦʨʦʰʝʝ ʟʥʘʥʠʝ ʬʦʨʤʘʪʘ PE ʬʘʡʣʦʚ. 

4.2. ɺʳʭʦʜʥʳʝ ʬʘʡʣʳ IDA ʠ ʩʦʟʜʘʥʠʝ ʧʘʪʯʝʡ 

ɽʱʝ ʦʜʥʦʡ ʠʥʪʝʨʝʩʥʦʡ ʦʧʮʠʝʡ ʤʝʥʶ, ʷʚʣʷʝʪʩʷ  File Ʒ Produce 

File. ʉʫʜʷ ʧʦ ʦʧʮʠʷʤ ʚ ʜʘʥʥʦʤ ʤʝʥʶ, IDA ʤʦʞʝʪ ʩʦʟʜʘʚʘʪʴ ʬʘʡʣʳ 

ʬʦʨʤʘʪʦʚ  MAP, ASM, INC, LST, EXE, DIF, ʠ HTML. ʄʥʦʛʠʝ ʠʟ ʵʪʠʭ 

ʬʦʨʤʘʪʦʚ ʧʨʝʜʩʪʘʚʣʷʶʪ ʙʦʣʴʰʦʡ ʠʥʪʝʨʝʩ, ʧʦʵʪʦʤʫ ʤʳ ʦʧʠʰʝʤ ʠʭ ʚʩʝ ʚ 

ʩʣʝʜʫʶʱʠʭ ʨʘʟʜʝʣʘʭ. 

4.2.1. ʌʘʡʣʳ MAP 

ɺ ʬʘʡʣʘʭ ʬʦʨʤʘʪʘ .map ʦʧʠʩʳʚʘʝʪʩʷ ʦʙʱʝʝ ʨʘʩʧʦʣʦʞʝʥʠʝ 

ʚʥʫʪʨʠ ʙʠʥʘʨʥʦʛʦ ʬʘʡʣʘ, ʚʢʣʶʯʘʶʱʝʝ ʚ ʩʝʙʷ ʠʥʬʦʨʤʘʮʠʶ ʦ ʩʝʢʮʠʷʭ, 

ʠʟ ʢʦʪʦʨʳʭ ʩʦʩʪʦʠʪ ʬʘʡʣ, ʠ ʨʘʩʧʦʣʦʞʝʥʠʝ ʩʠʤʚʦʣʦʚ ʚʥʫʪʨʠ ʢʘʞʜʦʡ 

ʯʘʩʪʠ. ʇʨʠ ʩʦʟʜʘʥʠʠ .map-ʬʘʡʣʘ ʚʘʤ ʥʝʦʙʭʦʜʠʤʦ ʚʚʝʩʪʠ ʝʛʦ ʠʤʷ ʠ ʪʠʧʳ 

ʩʠʤʚʦʣʦʚ, ʢʦʪʦʨʳʝ ʚʳ ʭʦʪʠʪʝ ʚ ʥʝʤ ʩʦʭʨʘʥʠʪʴ. ʅʘ ʨʠʩ.4.4 ʧʦʢʘʟʘʥ 

ʜʠʘʣʦʛ ʩʦʟʜʘʥʠʷ .map-ʬʘʡʣʘ, ʚ ʢʦʪʦʨʦʤ ʤʦʞʥʦ ʚʳʙʨʘʪʴ ʢʘʢʫʶ 

ʠʥʬʦʨʤʘʮʠʶ ʩʣʝʜʫʝʪ ʩʦʭʨʘʥʠʪʴ. 
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ʈʠʩ.4.4. ʉʦʟʜʘʥʠʝ map-ʬʘʡʣʘ 

 

ɸʜʨʝʩʥʘʷ ʠʥʬʦʨʤʘʮʠʷ ʚ .map-ʬʘʡʣʝ ʧʨʝʜʩʪʘʚʣʝʥʘ ʩ 

ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʣʦʛʠʯʝʩʢʠʭ ʘʜʨʝʩʦʚ. ʃʦʛʠʯʝʩʢʠʡ ʘʜʨʝʩ ʦʧʠʩʳʚʘʝʪ 

ʨʘʩʧʦʣʦʞʝʥʠʝ ʩʠʤʚʦʣʘ ʩ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ ʥʦʤʝʨʘ ʩʝʛʤʝʥʪʘ ʠ ʩʤʝʱʝʥʠʷ 

ʚʥʫʪʨʠ ʩʝʛʤʝʥʪʘ. ʇʝʨʚʳʝ ʥʝʩʢʦʣʴʢʦ ʩʪʨʦʢ ʧʨʦʩʪʦʛʦ .map-ʬʘʡʣʘ 

ʦʪʦʙʨʘʞʝʥʳ ʥʠʞʝ. ɺ ʜʘʥʥʦʤ ʢʦʜʝ ʧʨʠʩʫʪʩʪʚʫʶʪ ʪʨʠ ʩʝʛʤʝʥʪʘ ʠ ʧʝʨʚʳʝ 

ʜʚʘ ʩʠʤʚʦʣʘ ʠʟ ʤʥʦʞʝʩʪʚʘ. ʃʦʛʠʯʝʩʢʠʡ ʘʜʨʝʩ _fprintf ʫʢʘʟʳʚʘʝʪ ʥʘ ʪʦ, 

ʯʪʦ ʦʥʘ ʨʘʩʧʦʣʦʞʝʥʘ ʩʦ ʩʤʝʱʝʥʠʝʤ 69h ʚʥʫʪʨʠ ʧʝʨʚʦʛʦ (.text) ʩʝʛʤʝʥʪʘ. 

 

Start         Length     Name                   Class 

0001:00000000 000008644H .text                  CODE 

0002:00000000 000001DD6H .rdata                 DATA 

0003:00000000 000002B84H .data                  DATA 

 

 Address         Publics by Value 

 0001:00000000      _main 

 0001:00000069      _fprintf 

 

ʌʘʡʣʳʬʦʨʤʘʪʘ .map, ʛʝʥʝʨʠʨʫʝʤʳʝ IDA ʩʦʚʤʝʩʪʠʤʳʩ Borland 

Turbo Debugger. ʅʘʟʥʘʯʝʥʠʝʤ ʜʘʥʥʳʭ ʬʘʡʣʦʚ, ʷʚʣʷʝʪʩʷ ʧʦʤʦʱʴ ʚ 

ʚʦʩʩʪʘʥʦʚʣʝʥʠʠ ʩʠʤʚʦʣʴʥʳʭ ʠʤʝʥ ʠʟ ʦʯʠʱʝʥʥʳʭ ʙʠʥʘʨʥʳʭ ʬʘʡʣʦʚ. 

4.2.2. ʌʘʡʣʳ ASM 

IDA ʤʦʞʝʪ ʩʦʟʜʘʪʴ .asm-ʬʘʣʡʘ ʠʟ ʪʝʢʫʱʝʡ ʙʘʟʳ ʜʘʥʥʳʭ. 

ʆʩʥʦʚʥʘʷ ʠʜʝʷ ʟʘʢʣʶʯʘʝʪʩʷ ʚ ʩʦʟʜʘʥʠʠ ʬʘʡʣʘ, ʢʦʪʦʨʳʡ ʤʦʞʥʦ 

ʧʨʦʧʫʩʪʠʪʴ ʯʝʨʝʟ ʘʩʩʝʤʙʣʝʨ ʜʣʷ ʧʝʨʝʩʦʟʜʘʥʠʷ ʠʩʧʦʣʴʟʦʚʘʥʥʦʛʦ 
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ʙʠʥʘʨʥʦʛʦ ʬʘʡʣʘ. IDA ʧʳʪʘʝʪʩʷ ʩʦʭʨʘʥʠʪʴ ʜʦʩʪʘʪʦʯʥʦʝ ʢʦʣʠʯʝʩʪʚʦ 

ʠʥʬʦʨʤʘʮʠʠ, ʚʢʣʶʯʘʷ ʪʘʢʠʝ ʚʝʱʠ ʢʘʢ ʨʘʩʧʦʣʦʞʝʥʠʝ ʩʪʨʫʢʪʫʨ, ʜʣʷ ʪʦʛʦ 

ʯʪʦʙʳ ʩʜʝʣʘʪʴ ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʘʩʩʝʤʙʣʝʨʘ ʤʘʢʩʠʤʘʣʴʥʦ ʚʦʟʤʦʞʥʳʤ. 

ʋʜʘʩʪʩʷ ʣʠ ʚʘʤ ʚʦʩʧʦʣʴʟʦʚʘʪʴʩʷ ʩʛʝʥʝʨʠʨʦʚʘʥʥʳʤ .asm-ʬʘʡʣʦʚ ʠʣʠ ʥʝʪ, 

ʟʘʚʠʩʠʪ ʦʪ ʤʥʦʞʝʩʪʚʘ ʬʘʢʪʦʨʦʚ, ʧʨʠʯʝʤ ʥʝ ʥʘ ʧʦʩʣʝʜʥʝʤ ʤʝʩʪʝ ʩʪʦʠʪ 

ʬʘʢʪʦʨ ʪʦʛʦ, ʯʪʦ ʠʩʧʦʣʴʟʫʝʤʳʡ ʚʘʤʠ ʘʩʩʝʤʙʣʝʨ ʜʦʣʞʝʥ ʧʦʥʠʤʘʪʴ 

ʩʠʥʪʘʢʩʠʩ, ʠʩʧʦʣʴʟʫʝʤʳʡ ʚ IDA.  

ʀʩʧʦʣʴʟʫʝʤʳʡ ʩʠʥʪʘʢʩʠʩ ʷʟʳʢʘ ʘʩʩʝʤʙʣʝʨʘ ʦʧʨʝʜʝʣʷʝʪʩʷ 

ʥʘʩʪʨʦʡʢʦʡ Target assembler, ʢʦʪʦʨʫʶ ʤʦʞʥʦ ʥʘʡʪʠ ʚʦ ʚʢʣʘʜʢʝ Analysis 

ʚ ʤʝʥʶ Options Ʒ General. ʇʦ ʫʤʦʣʯʘʥʠʶ IDA ʩʦʟʜʘʝʪ ʬʘʡʣ 

ʘʩʩʝʤʙʣʝʨʘ, ʚ ʢʦʪʦʨʦʤ ʦʪʨʘʞʘʝʪʩʷ ʚʩʷ ʙʘʟʘ ʜʘʥʥʳʭ. ʆʜʥʘʢʦ ʚʳ ʤʦʞʝʪʝ 

ʦʛʨʘʥʠʯʠʪʴ ʜʠʘʧʘʟʦʥ ʣʠʩʪʠʥʛʘ, ʧʨʠ ʧʦʤʦʱʠ ʤʳʰʠ ʠʣʠ, ʠʩʧʦʣʴʟʫʷ 

SHIFT-ʩʪʨʝʣʢʘ ʚʚʝʨʭ ʠ SHIFT-ʩʪʨʝʣʢʘ ʚʥʠʟ ʜʣʷ ʧʨʦʢʨʫʪʢʠ ʠ ʚʳʙʦʨʘ 

ʦʙʣʘʩʪʠ ʢʦʪʦʨʫʶ ʚʳ ʭʦʪʠʪʝ ʠʩʧʦʣʴʟʦʚʘʪʴ. ɺ ʢʦʥʩʦʣʴʥʦʡ ʚʝʨʩʠʠ IDA 

ʤʦʞʥʦ ʠʩʧʦʣʴʟʦʚʘʪʴ ʢʦʤʘʥʜʫ Anchor (ALT-L) ʜʣʷ ʪʦʛʦ, ʯʪʦʙʳ 

ʫʩʪʘʥʦʚʠʪʴ ʥʘʯʘʣʦ ʦʙʣʘʩʪʠ, ʠ ʟʘʪʝʤ ʠʩʧʦʣʴʟʦʚʘʪʴ ʩʪʨʝʣʢʠ ʜʣʷ ʪʦʛʦ 

ʯʪʦʙʳ ʝʝ ʨʘʩʰʠʨʠʪʴ. 

4.2.3. ʌʘʡʣʳ INC 

ʌʘʡʣ ʬʦʨʤʘʪʘ INC ʩʦʜʝʨʞʠʪ ʦʧʨʝʜʝʣʝʥʠʷ ʩʪʨʫʢʪʫʨ ʜʘʥʥʳʭ ʠ 

ʧʨʦʥʫʤʝʨʦʚʘʥʥʳʭ ʪʠʧʦʚ ʜʘʥʥʳʭ. ʇʦ ʩʫʪʠ, ʦʥ ʧʨʝʜʩʪʘʚʣʷʝʪ ʩʦʙʦʡ ʜʘʤʧ 

ʩʦʜʝʨʞʠʤʦʛʦ ʦʢʥʘ Structures ʚ ʬʦʨʤʝ, ʧʨʠʛʦʜʥʦʡ ʜʣʷ ʠʩʧʦʣʴʟʦʚʘʥʠʷ 

ʘʩʩʝʤʙʣʝʨʦʤ. 

4.2.4. ʌʘʡʣʳ LST 

LST-ʬʘʡʣ ʵʪʦ ʥʝ ʙʦʣʝʝ ʯʝʤ ʧʨʦʩʪʦʡ ʪʝʢʩʪʦʚʳʡ ʬʘʡʣ ʩ ʜʘʤʧʦʤ 

ʩʦʜʝʨʞʠʤʦʛʦ ʦʢʥʘ ʜʠʟʘʩʩʝʤʙʣʠʨʦʚʘʥʠʷ IDA. ʊʘʢʞʝ ʢʘʢ ʠ ʚ ʩʣʫʯʘʝ ʩ 

ASM-ʬʘʡʣʘʤʠ, ʚʳ ʤʦʞʝʪʝ ʚʳʜʝʣʠʪʴ ʦʧʨʝʜʝʣʝʥʥʫʶ ʦʙʣʘʩʪʴ. 

4.2.5. ʌʘʡʣʳ EXE 

ʅʝʩʤʦʪʨʷ ʥʘ ʪʦ, ʯʪʦ ʜʘʥʥʘʷ ʦʧʮʠʷ ʷʚʣʷʝʪʩʷ ʩʘʤʦʡ 

ʤʥʦʛʦʦʙʝʱʘʶʱʝʡ, ʥʘ ʜʝʣʝ, ʢ ʩʦʞʘʣʝʥʠʶ, ʠʤʝʥʥʦ ʚ ʥʝʡ ʙʦʣʴʰʝ ʚʩʝʛʦ 

"ʢʦʩʪʳʣʝʡ". ɺ ʦʙʱʝʤ, ʜʘʥʥʘʷ ʦʧʮʠʷ ʥʝ ʨʘʙʦʪʘʝʪ ʩ ʙʦʣʴʰʠʥʩʪʚʦʤ ʪʠʧʦʚ 

ʬʘʡʣʦʚ, ʧʦʵʪʦʤʫ, ʩʢʦʨʝʝ ʚʩʝʛʦ ʚʳ ʫʚʠʜʠʪʝ ʩʦʦʙʱʝʥʠʝ "This type of 

output file is not supported.". 

ʍʦʪʴ ʵʪʦ ʠ ʙʳʣʘ ʙʳ ʠʜʝʘʣʴʥʘʷ ʚʦʟʤʦʞʥʦʩʪʴ ʜʣʷ ʧʘʪʯʝʨʘ, 

ʬʘʢʪʠʯʝʩʢʠ ʧʝʨʝʩʦʟʜʘʪʴ ʠʩʧʦʣʥʷʝʤʳʡ ʬʘʡʣ ʠʟ ʙʘʟʳ ʜʘʥʥʳʭ IDA ʦʯʝʥʴ 

ʩʣʦʞʥʦ. ʀʥʬʦʨʤʘʮʠʷ, ʢʦʪʦʨʘʷ ʧʨʝʜʩʪʘʚʣʝʥʘ ʚʘʤ ʚ ʙʘʟʝ ʜʘʥʥʳʭ 
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IDA,ʩʦʩʪʘʚʣʝʥʘ ʠʟ ʩʦʜʝʨʞʠʤʦʛʦ ʩʝʢʮʠʡ, ʢʦʪʦʨʳʝ ʚ ʩʚʦʶ ʦʯʝʨʝʜʴ 

ʩʦʩʪʘʚʣʷʶʪ ʚʤʝʩʪʝ ʦʨʠʛʠʥʘʣʴʥʳʡ ʬʘʡʣ. ʆʜʥʘʢʦ ʝʩʪʴ ʤʥʦʞʝʩʪʚʦ 

ʩʣʫʯʘʝʚ, ʢʦʛʜʘ IDA ʦʙʨʘʙʘʪʳʚʘʝʪ ʥʝ ʚʩʝ ʩʝʢʮʠʠ ʠʩʭʦʜʥʦʛʦ ʬʘʡʣʘ, ʠ 

ʥʝʢʦʪʦʨʘʷ ʠʥʬʦʨʤʘʮʠʷ ʪʝʨʷʝʪʩʷ ʧʨʠ ʟʘʛʨʫʟʢʝ ʬʘʡʣʘ ʚ ʙʘʟʫ ʜʘʥʥʳʭ, 

ʜʝʣʘʷ ʧʝʨʝʩʦʟʜʘʥʠʝ ʬʘʡʣʘ ʠʟ ʙʘʟʳ ʜʘʥʥʳʭ ʥʝʚʦʟʤʦʞʥʳʤ. ʇʨʦʩʪʝʡʰʠʤ 

ʧʨʠʤʝʨʦʤ ʪʘʢʦʡ ʧʦʪʝʨʠ ʷʚʣʷʝʪʩʷ ʪʦ, ʯʪʦ IDA ʧʦ ʫʤʦʣʯʘʥʠʶ ʥʝ 

ʟʘʛʨʫʞʘʝʪ ʩʝʢʮʠʶ ʨʝʩʫʨʩʦʚ (.rsrc) ʠʟ PE ʬʘʡʣʦʚ, ʜʝʣʘʷ ʚʦʩʩʪʘʥʦʚʣʝʥʠʝ 

ʩʝʢʮʠʠ ʨʝʩʫʨʩʦʚ ʠʟ ʙʘʟʳ ʜʘʥʥʳʭ ʥʝʚʦʟʤʦʞʥʳʤ. 

ɺ ʜʨʫʛʠʭ ʩʣʫʯʘʷʭ IDA ʦʙʨʘʙʘʪʳʚʘʝʪ ʚʩʶ ʠʥʬʦʨʤʘʮʠʶ ʠʟ 

ʦʨʠʛʠʥʘʣʴʥʦʛʦ ʬʘʡʣʘ, ʥʦ ʜʝʣʘʝʪ ʝʝ ʪʨʫʜʥʦʜʦʩʪʫʧʥʦʡ ʚ ʝʝ ʦʨʠʛʠʥʘʣʴʥʦʡ 

ʬʦʨʤʝ. ʇʦʜʦʙʥʳʝ ʧʨʠʤʝʨʳ ʚʢʣʶʯʘʶʪ ʚ ʩʝʙʷ ʪʘʙʣʠʮʳ ʩʠʤʚʦʣʦʚ, 

ʪʘʙʣʠʮʳ ʠʤʧʦʨʪʘ ʠ ʪʘʙʣʠʮʳ ʵʢʩʧʦʨʪʘ, ʧʦʵʪʦʤʫ ʧʦʪʨʝʙʫʝʪʩʷ ʥʝʤʘʣʦ 

ʫʩʠʣʠʡ ʜʣʷ ʪʦʛʦ, ʯʪʦʙʳ ʧʦʣʥʦʮʝʥʥʦ ʚʦʩʩʪʘʥʦʚʠʪʴ ʠʭ ʜʣʷ ʧʝʨʝʩʦʟʜʘʥʠʷ 

ʠʩʧʦʣʥʷʝʤʦʛʦ ʬʘʡʣʘ. 

ɸʣʪʠ ʄʘʨ ɻʫʜʤʫʥʜʩʦʥ ʩʦʟʜʘʣ ʩʚʦʡ ʚʘʨʠʘʥʪ ʜʦʙʘʚʣʝʥʠʷ 

ʚʦʟʤʦʞʥʦʩʪʠ ʩʦʟʜʘʥʠʷ EXE-ʬʘʡʣʦʚ ʚ IDA - pe_scripts. ʕʪʦ ʥʘʙʦʨ 

ʩʢʨʠʧʪʦʚ IDA ʜʣʷ ʨʘʙʦʪʳ ʩ PE ʬʘʡʣʘʤʠ. ʆʜʠʥ ʠʟ ʬʘʡʣʦʚ ʥʘʟʳʚʘʝʪʩʷ 

pe_write.idc, ʠ ʦʥ ʧʨʝʜʥʘʟʥʘʯʝʥ ʜʣʷ ʩʦʟʜʘʥʠʷ ʜʘʤʧʘ ʨʘʙʦʯʝʛʦ ʦʙʨʘʟʘ PE 

ʠʟ ʩʫʱʝʩʪʚʫʶʱʝʡ ʙʘʟʳ ʜʘʥʥʳʭ. ɽʩʣʠ ʚʳ ʭʦʪʠʪʝ ʧʨʦʧʘʪʯʠʪʴ PE-ʬʘʡʣ, 

ʚʘʤ ʩʣʝʜʫʝʪ ʧʨʠʜʝʨʞʠʚʘʪʴʩʷ ʧʦʜʦʙʥʦʡ ʧʦʩʣʝʜʦʚʘʪʝʣʴʥʦʩʪʠ ʜʝʡʩʪʚʠʡ: 

 ɿʘʛʨʫʟʠʪʝ ʥʝʦʙʭʦʜʠʤʳʡ PE-ʬʘʡʣ ʚ IDA. ʋʙʝʜʠʪʝʩʴ, ʯʪʦ 

ʙʳ ʦʪʢʣʶʯʠʣʠ ʦʧʮʠʶ Make imports ʚ ʜʠʘʣʦʛʝ ʟʘʛʨʫʟʢʠ. 

 ɿʘʧʫʩʪʠʪʝ ʩʢʨʠʧʪ  pe_sections.idc ʜʣʷ ʪʦʛʦ, ʯʪʦʙʳ 

ʧʦʤʝʩʪʠʪʴ ʚʩʝ ʩʝʢʮʠʠ ʠʟ ʦʨʠʛʠʥʘʣʴʥʦʛʦ ʬʘʡʣʘ ʚ ʥʦʚʫʶ 

ʙʘʟʫ ʜʘʥʥʳʭ. 

 ʇʨʠʤʝʥʠʪʝ ʥʝʦʙʭʦʜʠʤʳʝ ʠʟʤʝʥʝʥʠʷ ʢ ʙʘʟʝ ʜʘʥʥʳʭ. 

 ɿʘʧʫʩʪʠʪʝ ʩʢʨʠʧʪ Execute the pe_write.idc ʜʣʷ ʪʦʛʦ, 

ʯʪʦʙʳ ʩʦʟʜʘʪʴ ʜʘʤʧ ʠʟ ʙʘʟʳ ʜʘʥʥʳʭ ʠ ʧʦʤʝʩʪʠʪʴ ʚ 

ʥʦʚʳʡ PE-ʬʘʡʣ. 

ʉʢʨʠʧʪʳ IDA ʨʘʩʩʤʘʪʨʠʚʘʶʪʩʷ ʚ ɻʣʘʚʝ 10. 

4.2.6. ʌʘʡʣʳ DIF 

DIF-ʬʘʡʣ ʩʦʜʝʨʞʠʪ ʚ ʩʝʙʝ ʩʧʠʩʦʢ ʚʩʝʭ ʠʟʤʝʥʝʥʥʳʭ ʚ ʙʘʟʝ 

ʜʘʥʥʳʭ IDA ʙʘʡʪ. ʕʪʦ ʩʘʤʳʡ ʧʦʣʝʟʥʳʡ ʬʦʨʤʘʪ ʬʘʡʣʘ ʜʣʷ ʧʘʪʯʠʥʛʘ 

ʦʨʠʛʠʥʘʣʴʥʦʛʦ ʙʠʥʘʨʥʦʛʦ ʬʘʡʣʘ ʥʘ ʦʩʥʦʚʝ ʚʥʝʩʝʥʥʳʭ ʚ ʙʘʟʫ ʜʘʥʥʳʭ 

ʠʟʤʝʥʝʥʠʡ. ʌʦʨʤʘʪʜʦʚʦʣʴʥʦʧʨʦʩʪ, ʚʦʪʧʨʠʤʝʨ .dif-ʬʘʡʣʘ: 
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000002F8: 83 FF 

000002F9: EC 75 

000002FA: 04 EC 

000002FB: FF 68 

 

ɺ ʬʘʡʣ ʚʢʣʶʯʝʥ ʦʜʥʦʩʪʨʦʯʥʳʡ ʟʘʛʣʘʚʥʳʡ ʢʦʤʤʝʥʪʘʨʠʡ, ʧʦʩʣʝ 

ʥʝʛʦ ʩʣʝʜʫʝʪ ʥʘʟʚʘʥʠʝ ʦʨʠʛʠʥʘʣʴʥʦʛʦ ʙʠʥʘʨʥʦʛʦ ʬʘʡʣʘ, ʠ ʟʘʪʝʤ ʩʧʠʩʦʢ 

ʠʟʤʝʥʝʥʠʡ. ʂʘʞʜʘʷ ʩʪʨʦʢʘ ʩ ʠʟʤʝʥʝʥʠʷʤʠ ʫʢʘʟʳʚʘʝʪ ʥʘ ʩʤʝʱʝʥʠʝ ʚ 

ʦʨʠʛʠʥʘʣʴʥʦʤ ʬʘʡʣʝ, ʛʜʝ ʙʳʣ ʠʟʤʝʥʝʥ ʙʘʡʪ, ʜʘʣʝʝ ʫʢʘʟʳʚʘʝʪʩʷ 

ʠʩʭʦʜʥʦʝ ʟʥʘʯʝʥʠʝ ʙʘʡʪʘ, ʠ, ʥʘʢʦʥʝʮ, ʥʦʚʦʝ ʟʥʘʯʝʥʠʝ. ɺ ʜʘʥʥʦʤ 

ʧʨʠʤʝʨʝ ʙʘʟʘ ʜʘʥʥʳʭ  ʜʣʷ ʬʘʡʣʘ  dif_example.exe ʙʳʣʘ ʠʟʤʝʥʝʥʘ ʚ 

ʯʝʪʳʨʝʭ ʤʝʩʪʘʭ ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʭ ʩʤʝʱʝʥʠʶ  0x2F8ï0x2FB ʚ 

ʦʨʠʛʠʥʘʣʴʥʦʤ ʬʘʡʣʝ. ɼʝʣʦ ʟʘ ʤʘʣʳʤ ð ʥʘʧʠʩʘʪʴ ʧʨʦʛʨʘʤʤʫ, ʢʦʪʦʨʘʷ 

ʧʫʪʝʤ ʧʘʨʩʠʥʛʘ .dif-ʬʘʡʣʘ ʙʫʜʝʪ ʤʦʜʠʬʠʮʠʨʦʚʘʪʴ ʦʨʠʛʠʥʘʣʴʥʳʡ 

ʙʠʥʘʨʥʳʡ ʬʘʡʣ. ɺʳ ʤʦʞʝʪʝ ʥʘʡʪʠ ʧʦʜʦʙʥʫʶ ʫʪʠʣʠʪʫ ʚ ʠʥʪʝʨʥʝʪʝ. 

4.2.7. ʌʘʡʣʳ HTML 

IDA ʤʦʞʝʪ ʠʩʧʦʣʴʟʦʚʘʪʴ ʷʟʳʢ ʛʠʧʝʨʪʝʢʩʪʦʚʦʡ ʨʘʟʤʝʪʢʠ ʜʣʷ 

ʩʦʟʜʘʥʠʷ ʣʠʩʪʠʥʛʘ ʜʠʟʘʩʩʝʤʙʣʠʨʦʚʘʥʥʦʛʦ ʢʦʜʘ ʩ ʮʚʝʪʦʚʦʡ ʨʘʟʤʝʪʢʦʡ. 

HTML-ʬʘʡʣ,ʩʦʟʜʘʚʘʝʤʳʡ IDA, ʧʨʝʜʩʪʘʚʣʷʝʪ ʠʟ ʩʝʙʷ LST-ʬʘʡʣ ʩ 

ʜʦʙʘʚʣʝʥʥʳʤʠ ʪʝʛʘʤʠ HTML, ʜʣʷ ʩʦʟʜʘʥʠʷ ʮʚʝʪʦʚʦʡ ʨʘʟʤʝʪʢʠ 

ʘʥʘʣʦʛʠʯʥʦʡ ʦʢʥʫ ʜʠʟʘʩʩʝʤʙʣʠʨʦʚʘʥʠʷ IDA. ʂ ʩʦʞʘʣʝʥʠʶ, 

ʚʩʛʝʥʝʨʠʨʦʚʘʥʥʳʭ HTML-ʬʘʡʣʘʭ ʥʝ ʩʦʜʝʨʞʠʪʩʷ ʥʠʢʘʢʠʭ 

ʛʠʧʝʨʪʝʢʩʪʦʚʳʭ ʩʩʳʣʦʢ, ʢʦʪʦʨʳʝ ʤʦʛʣʠ ʙʳ ʫʧʨʦʩʪʠʪʴ ʥʘʚʠʛʘʮʠʶ ʧʦ 

ʬʘʡʣʫ. ʅʘʧʨʠʤʝʨ, ʙʳʣʦ ʙʳ ʧʦʣʝʟʥʦ ʧʨʝʚʨʘʪʠʪʴ ʠʤʝʥʥʳʝ ʩʩʳʣʢʠ ʚ 

ʛʠʧʝʨʩʩʳʣʢʠ, ʜʣʷ ʪʦʛʦ, ʯʪʦʙʳ ʢʣʠʢʥʫʚ ʧʦ ʥʠʤ, ʩʨʘʟʫ ʞʝ ʧʝʨʝʤʝʱʘʪʴʩʷ ʢ 

ʩʦʦʪʚʝʪʩʪʚʫʶʱʝʤʫ ʠʤʝʥʠ. 

ɻʃɸɺɸ 5. ʆʊʃɸɼʏʀʂ IDA 

IDA ʰʠʨʦʢʦ ʠʟʚʝʩʪʥʘ ʢʘʢ ʜʠʟʘʩʩʝʤʙʣʝʨ, ʠ ʷʚʣʷʝʪʩʷ ʦʜʥʠʤ ʠʟ 

ʥʘʠʣʫʯʰʠʭ ʠʥʩʪʨʫʤʝʥʪʦʚ ʜʣʷ ʚʳʧʦʣʥʝʥʠʷ ʩʪʘʪʠʯʝʩʢʦʛʦ ʘʥʘʣʠʟʘ 

ʙʠʥʘʨʥʳʭ ʬʘʡʣʦʚ. ʀʟ-ʟʘ ʚʳʩʦʢʦʡ ʩʣʦʞʥʦʩʪʠ ʩʦʚʨʝʤʝʥʥʳʭ ʤʝʪʦʜʦʚ 

ʘʥʪʠʩʪʘʪʠʯʝʩʢʦʛʦ ʘʥʘʣʠʟʘ, ʜʦʚʦʣʴʥʦ ʯʘʩʪʦ ʤʦʞʥʦ ʚʩʪʨʝʪʠʪʴ ʩʦʯʝʪʘʥʠʝ 

ʠʩʧʦʣʴʟʦʚʘʥʠʷ, ʢʘʢ ʩʪʘʪʠʯʝʩʢʦʛʦ ʘʥʘʣʠʟʘ, ʪʘʢ ʠ ʜʠʥʘʤʠʯʝʩʢʦʛʦ, ʜʣʷ 

ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʧʨʝʠʤʫʱʝʩʪʚ ʦʙʦʠʭ. ɺ ʠʜʝʘʣʴʥʦʤ ʩʣʫʯʘʝ ʚʩʝ 

ʠʥʩʪʨʫʤʝʥʪʳ ʜʦʣʞʥʳ ʙʳʪʴ ʩʦʙʨʘʥʳ ʚ ʦʜʥʦʤ ʤʝʩʪʝ. ɺ ʚʝʨʩʠʠ 4.5 IDA 

ʧʦʷʚʠʣʩʷ ʚʩʪʨʦʝʥʥʳʡ ʦʪʣʘʜʯʠʢ Windows PE, ʝʱʝ ʙʦʣʝʝ ʫʢʨʝʧʠʚʰʠʡ 
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ʨʦʣʴ IDA ʢʘʢ ʠʥʩʪʨʫʤʝʥʪʘ ʜʣʷ ʚʩʝʩʪʦʨʦʥʥʝʛʦ ʨʝʚʝʨʩ-ʠʥʞʠʥʠʨʠʥʛʘ. ɺ 

ʧʦʩʣʝʜʫʶʱʠʭ ʚʝʨʩʠʷʭ ʚʦʟʤʦʞʥʦʩʪʠ ʦʪʣʘʜʯʠʢʘ ʙʳʣʠ ʨʘʩʰʠʨʝʥʳ ð 

ʧʦʷʚʠʣʘʩʴ ʫʜʘʣʝʥʥʘʷ ʦʪʣʘʜʢʘ ʜʣʷ Windows, Linux ʠ Mac OS X. 

ɺ ʥʝʩʢʦʣʴʢʠʭ ʩʣʝʜʫʶʱʠʭ ʛʣʘʚʘʭ ʤʳ ʨʘʩʢʨʦʝʤ ʙʘʟʦʚʳʝ 

ʚʦʟʤʦʞʥʦʩʪʠ ʦʪʣʘʜʯʠʢʘ IDA, ʨʘʩʩʢʘʞʝʤ, ʢʘʢ ʝʛʦ ʤʦʞʥʦ ʠʩʧʦʣʴʟʦʚʘʪʴ 

ʜʣʷ ʘʥʘʣʠʟʘ ʦʙʬʫʩʮʠʨʦʚʘʥʥʦʛʦ ʢʦʜʘ, ʠ ʢʘʢ ʚʳʧʦʣʥʷʪʴ ʫʜʘʣʝʥʥʫʶ 

ʦʪʣʘʜʢʫ ʜʣʷ ʙʠʥʘʨʥʳʭ ʬʘʡʣʦʚ Windows, Linux ʠ Mac OS X. ʅʝʩʤʦʪʨʷ 

ʥʘ ʪʦ, ʯʪʦ  ʯʠʪʘʪʝʣʴ ʟʥʘʢʦʤ ʩ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ ʦʪʣʘʜʯʠʢʦʚ, ʤʳ ʚʩʝ ʨʘʚʥʦ 

ʨʘʩʩʤʦʪʨʠʤ ʤʥʦʞʝʩʪʚʦ ʙʘʟʦʚʳʭ ʚʦʟʤʦʞʥʦʩʪʝʡ ʦʪʣʘʜʯʠʢʦʚ ʚʦ ʚʨʝʤʷ 

ʨʘʟʙʦʨʘ ʬʫʥʢʮʠʡ ʦʪʣʘʜʯʠʢʘ IDA. 

5.1 Launching the debugger 

ʆʪʣʘʜʯʠʢʠ ʚ ʦʩʥʦʚʥʦʤ ʠʩʧʦʣʴʟʫʶʪʩʷ ʜʣʷ ʚʳʧʦʣʥʝʥʠʷ ʜʚʫʭ 

ʪʠʧʦʚ ʟʘʜʘʥʠʡ: ʠʩʩʣʝʜʦʚʘʥʠʷ ʦʙʨʘʟʦʚ ʧʘʤʷʪʠ (ʜʘʤʧʦʚ ʷʜʨʘ) ʩʚʷʟʘʥʥʳʭ ʩ 

ʥʝʢʦʨʨʝʢʪʥʦ ʟʘʚʝʨʰʠʚʰʠʤʠʩʷ ʧʨʦʮʝʩʩʘʤʠ ʠ ʜʣʷ ʢʦʥʪʨʦʣʠʨʫʝʤʦʛʦ 

ʟʘʧʫʩʢʘ ʧʨʦʮʝʩʩʦʚ. ʉʝʩʩʠʷ ʦʪʣʘʜʢʠ ʥʘʯʠʥʘʝʪʩʷ ʩ ʚʳʙʦʨʘ ʧʨʦʮʝʩʩʘ ʜʣʷ 

ʦʪʣʘʜʢʠ. ɽʩʪʴ ʜʚʘ ʩʧʦʩʦʙʘ ʩʜʝʣʘʪʴ ʵʪʦ. ʇʝʨʚʳʡ ʟʘʢʣʶʯʘʝʪʩʷ ʚ ʪʦʤ, ʯʪʦ 

ʙʦʣʴʰʠʥʩʪʚʦ ʦʪʣʘʜʯʠʢʦʚ ʫʤʝʶʪ ʧʨʠʩʦʝʜʠʥʷʪʴʩʷ ʢ ʟʘʧʫʱʝʥʥʦʤʫ 

ʧʨʦʮʝʩʩʫ (ʧʨʠ ʥʘʣʠʯʠʠ ʫ ʧʦʣʴʟʦʚʘʪʝʣʷ ʧʨʘʚ ʥʘ ʵʪʦ). ɺ ʟʘʚʠʩʠʤʦʩʪʠ ʦʪ 

ʠʩʧʦʣʴʟʫʝʤʦʛʦ ʦʪʣʘʜʯʠʢʘ, ʦʥ ʤʦʞʝʪ ʠʤʝʪʴ ʚʦʟʤʦʞʥʦʩʪʴ ʩʘʤʦʩʪʦʷʪʝʣʴʥʦ 

ʦʪʦʙʨʘʞʘʪʴ ʩʧʠʩʦʢ ʜʦʩʪʫʧʥʳʭ ʧʨʦʮʝʩʩʦʚ ʜʣʷ ʚʳʙʦʨʘ. ɺ ʩʣʫʯʘʝ 

ʦʪʩʫʪʩʪʚʠʷ ʪʘʢʦʡ ʚʦʟʤʦʞʥʦʩʪʠ, ʧʦʣʴʟʦʚʘʪʝʣʴ ʜʦʣʞʝʥ ʩʘʤʦʩʪʦʷʪʝʣʴʥʦ 

ʦʧʨʝʜʝʣʠʪʴ ID ʧʨʦʮʝʩʩʘ, ʠ ʟʘʪʝʤ ʫʢʘʟʘʪʴ ʦʪʣʘʜʯʠʢʫ ʧʨʠʩʦʝʜʠʥʠʪʴʩʷ ʢ 

ʥʝʤʫ. ʂʘʢ ʠʤʝʥʥʦ ʧʨʦʠʩʭʦʜʠʪ ʧʨʠʩʦʝʜʠʥʝʥʠʝ ʦʪʣʘʜʯʠʢʘ ʢ ʧʨʦʮʝʩʩʫ, 

ʟʘʚʠʩʠʪ ʦʪ ʠʩʧʦʣʴʟʫʝʤʦʡ ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ, ʠ ʥʝ ʚʭʦʜʠʪ ʚ ʨʘʤʢʠ 

ʦʙʩʫʞʜʝʥʠʷ ʚ ʜʘʥʥʦʡ ʢʥʠʛʝ. ʇʨʠ ʧʨʠʩʦʝʜʠʥʝʥʠʠ ʢ ʫʞʝ ʟʘʧʫʱʝʥʥʦʤʫ 

ʧʨʦʮʝʩʩʫ, ʥʘʙʣʶʜʘʪʴ ʠʣʠ ʢʦʥʪʨʦʣʠʨʦʚʘʪʴ ʟʘʛʨʫʟʦʯʥʫʶ 

ʧʦʩʣʝʜʦʚʘʪʝʣʴʥʦʩʪʴ ʧʨʦʮʝʩʩʘ ʥʝʚʦʟʤʦʞʥʦ, ʪʘʢ ʢʘʢ ʚʝʩʴ ʢʦʜ ʟʘʛʨʫʟʢʠ ʠ 

ʠʥʠʮʠʘʣʠʟʘʮʠʠ ʙʫʜʝʪ ʫʞʝ ʟʘʚʝʨʰʝʥ ʢ ʤʦʤʝʥʪʫ ʧʨʠʩʦʝʜʠʥʝʥʠʷ. 

ʂʘʢ ʠʤʝʥʥʦ ʧʨʦʠʩʭʦʜʠʪ ʧʨʠʩʦʝʜʠʥʝʥʠʝ ʦʪʣʘʜʯʠʢʘ IDA ʢ 

ʧʨʦʮʝʩʩʫ, ʟʘʚʠʩʠʪ ʦʪ ʪʦʛʦ, ʦʪʢʨʳʪʘ ʣʠ ʚ ʜʘʥʥʳʡ ʤʦʤʝʥʪ ʙʘʟʘ ʜʘʥʥʳʭ. ɺ 

ʩʣʫʯʘʝ ʝʩʣʠ ʥʝ ʙʘʟʘ ʜʘʥʥʳʭ ʥʝ ʦʪʢʨʳʪʘ ʙʫʜʝʪ ʜʦʩʪʫʧʥʦ ʤʝʥʶ Debugger 

Ʒ Attach ʧʦʢʘʟʘʥʥʦʝ ʥʘ ʨʠʩ.5. 
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ʈʠʩ.5. ʇʨʠʩʦʝʜʠʥʝʥʠʝ ʢ ʧʨʦʮʝʩʩʫ 

 

ʀʟ ʜʦʩʪʫʧʥʳʭ ʦʧʮʠʡ ʤʝʥʶ ʤʦʞʥʦ ʚʳʙʨʘʪʴ ʨʘʟʣʠʯʥʳʝ 

ʦʪʣʘʜʯʠʢʠ. ʇʨʠ ʚʳʙʦʨʝ  Local Windows Debugger, IDA ʦʪʦʙʨʘʟʠʪ 

ʩʧʠʩʦʢ ʟʘʧʫʱʝʥʥʳʭ ʧʨʦʮʝʩʩʦʚ, ʢ ʢʦʪʦʨʳʤ ʤʦʞʥʦ ʧʨʠʩʦʝʜʠʥʠʪʴʩʷ. ʅʘ 

ʨʠʩ.5.1. ʧʦʢʘʟʘʥ ʧʨʠʤʝʨ ʧʦʜʦʙʥʦʛʦ ʩʧʠʩʢʘ. 

 

ʈʠʩ.5.1. ɼʠʘʣʦʛ ʚʳʙʦʨʘ ʧʨʦʮʝʩʩʘ ʜʣʷ ʦʪʣʘʜʢʠ 

 

ʇʦʩʣʝ ʚʳʙʦʨʘ ʧʨʦʮʝʩʩʘ, ʦʪʣʘʜʯʠʢ ʩʦʟʜʘʝʪ ʚʨʝʤʝʥʥʫʶ ʙʘʟʫ 

ʜʘʥʥʳʭ, ʧʫʪʝʤ ʩʥʷʪʠʷ ʦʙʨʘʟʘ ʧʘʤʷʪʠ ʟʘʧʫʱʝʥʥʦʛʦ ʧʨʦʮʝʩʩʘ. ɺ 

ʜʦʧʦʣʥʝʥʠʝ ʢ ʦʙʨʘʟʫ ʟʘʧʫʱʝʥʥʦʛʦ ʧʨʦʮʝʩʩʘ, ʚʦ ʚʨʝʤʝʥʥʦʡ ʙʘʟʝ ʜʘʥʥʳʭ 
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ʩʦʜʝʨʞʘʪʩʷ ʩʝʢʮʠʠ ʜʣʷ ʚʩʝʭ ʨʘʟʜʝʣʷʝʤʳʭ ʙʠʙʣʠʦʪʝʢ, ʟʘʛʨʫʞʝʥʥʳʭ 

ʧʨʦʮʝʩʩʦʤ, ʯʪʦ ʧʨʠʚʦʜʠʪ ʢ ʥʝʩʢʦʣʴʢʦ ʙʦʣʝʝ ʟʘʧʫʪʘʥʥʦʡ ʙʘʟʝ ʜʘʥʥʳʭ, 

ʯʝʤ ʚʳ ʧʨʠʚʳʢʣʠ ʚʠʜʝʪʴ. ɺ ʩʣʫʯʘʝ ʧʦʜʦʙʥʦʛʦ ʧʨʠʩʦʝʜʠʥʝʥʠʷ ʢ 

ʧʨʦʮʝʩʩʫ ʫ IDA ʙʫʜʝʪ ʤʘʣʦ ʜʦʩʪʫʧʥʦʡ ʠʥʬʦʨʤʘʮʠʠ ʜʣʷ 

ʜʠʟʘʩʩʝʤʙʣʠʨʦʚʘʥʠʷ ʧʨʦʮʝʩʩʘ, ʧʦʪʦʤʫ ʯʪʦ ʟʘʛʨʫʟʯʠʢ IDA ʥʠʢʦʛʜʘ ʥʝ 

ʦʙʨʘʙʘʪʳʚʘʝʪ ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʡ ʦʙʨʘʟ ʠʩʧʦʣʥʷʝʤʦʛʦ ʬʘʡʣʘ, ʢ ʪʦʤʫ ʞʝ 

ʥʝ ʙʳʣ ʚʳʧʦʣʥʝʥ ʘʚʪʦʤʘʪʠʟʠʨʦʚʘʥʥʳʡ ʘʥʘʣʠʟ ʙʠʥʘʨʥʦʛʦ ʬʘʡʣʘ. 

ʌʘʢʪʠʯʝʩʢʠ, ʧʦʩʣʝ ʧʨʠʩʦʝʜʠʥʝʥʠʷ ʦʪʣʘʜʯʠʢʘ ʢ ʧʨʦʮʝʩʩʫ, ʙʫʜʝʪ 

ʜʠʟʘʩʩʝʤʙʣʠʨʚʘʥʘ ʪʦʣʴʢʦ ʦʜʥʘ ʠʥʩʪʨʫʢʮʠʷ ð ʪʘ, ʥʘ ʢʦʪʦʨʫʶ 

ʫʩʪʘʥʦʚʣʝʥ ʫʢʘʟʘʪʝʣʴ ʠʥʩʪʨʫʢʮʠʡ. ʇʨʠʩʦʝʜʠʥʝʥʠʝ ʢ ʧʨʦʮʝʩʩʫ 

ʥʝʟʘʤʝʜʣʠʪʝʣʴʥʦ ʫʩʪʘʥʘʚʣʠʚʘʝʪ ʝʛʦ ʚʳʧʦʣʥʝʥʠʝ ʥʘ ʧʘʫʟʫ, ʧʦʟʚʦʣʷʷ ʚʘʤ 

ʫʩʪʘʥʦʚʠʪʴ ʪʦʯʢʠ ʦʩʪʘʥʦʚʢʠ ʜʦ ʧʦʚʪʦʨʥʦʛʦ ʟʘʧʫʩʢʘ ʧʨʦʮʝʩʩʘ.  

ɸʣʴʪʝʨʥʘʪʠʚʥʳʤ ʚʘʨʠʘʥʪʦʤ ʧʨʠʩʦʝʜʠʥʝʥʠʷ ʢ ʧʨʦʮʝʩʩʫ, 

ʷʚʣʷʝʪʩʷ ʦʪʢʨʳʪʠʝ ʩʦʦʪʚʝʪʩʪʚʫʶʱʝʛʦ ʙʠʥʘʨʥʦʛʦ ʬʘʡʣʘ ʚ IDA ʜʦ 

ʧʨʠʩʦʝʜʠʥʝʥʠʷ ʢ ʟʘʧʫʱʝʥʥʦʤʫ ʧʨʦʮʝʩʩʫ. ɽʩʣʠ ʚ ʜʘʥʥʳʡ ʤʦʤʝʥʪ 

ʧʨʠʩʫʪʩʪʚʫʝʪ ʦʪʢʨʳʪʘʷ ʙʘʟʘ ʜʘʥʥʳʭ, ʪʦ ʤʝʥʶ Debugger ʧʨʠʥʠʤʘʝʪ 

ʩʦʚʝʨʰʝʥʥʦ ʜʨʫʛʦʡ ʚʠʜ, ʧʦʢʘʟʘʥʥʳʡ ʥʘ ʨʠʩ.5.2. 
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ʈʠʩ.5.2. ʄʝʥʶ Debugger ʧʨʠ ʦʪʢʨʳʪʦʡ ʙʘʟʝ ʜʘʥʥʳʭ 

 

ɼʣʷ ʪʦʛʦ ʯʪʦʙʳ ʤʦʞʥʦ ʙʳʣʦ ʚʦʩʧʦʣʴʟʦʚʘʪʴʩʷ ʦʧʮʠʝʡ ʤʝʥʶ 

Debugger Ʒ Attach to Process, ʥʝʦʙʭʦʜʠʤʦ ʜʘʪʴ IDA ʚʦʟʤʦʞʥʦʩʪʴ ʥʘʡʪʠ 

ʧʨʦʮʝʩʩ ʩ ʪʝʤ ʞʝ ʠʤʝʥʝʤ, ʯʪʦ ʠ ʫ ʟʘʛʨʫʞʝʥʥʦʛʦ ʥʘ ʜʘʥʥʳʡ ʤʦʤʝʥʪ 

ʠʩʧʦʣʥʷʝʤʦʛʦ ʬʘʡʣʘ. ʇʨʠ ʚʳʙʦʨʝ  Attach to Process ʦʪʦʙʨʘʞʘʝʪʩʷ 

ʩʧʠʩʦʢ ʚʩʝʭ ʧʨʦʮʝʩʩʦʚ ʩ ʩʦʚʧʘʜʘʶʱʠʤʠ ʠʤʝʥʘʤʠ. ɺʳ ʤʦʞʝʪʝ ʚʳʙʨʘʪʴ 

ʧʨʠʩʦʝʜʠʥʝʥʠʝ ʢ ʣʶʙʦʤʫ ʠʟ ʵʪʠʭ ʧʨʦʮʝʩʩʦʚ, ʥʦ IDA ʥʝ ʛʘʨʘʥʪʠʨʫʝʪ, ʯʪʦ 

ʵʪʦʪ ʧʨʦʮʝʩʩ ʙʳʣ ʟʘʧʫʱʝʥ ʩ ʪʝʤ ʞʝ ʦʙʨʘʟʦʤ ʙʠʥʘʨʥʦʛʦ ʬʘʡʣʘ, ʯʪʦ 

ʦʪʢʨʳʪ ʚ ʪʝʢʫʱʝʡ ʙʘʟʝ ʜʘʥʥʳʭ IDA. 

ɺʪʦʨʳʤ ʚʘʨʠʘʥʪʦʤ ʜʣʷ ʦʪʣʘʜʢʠ, ʷʚʣʷʝʪʩʷ ʟʘʧʫʩʢ ʧʨʦʮʝʩʩʘ ʧʦʜ 

ʢʦʥʪʨʦʣʝʤ ʦʪʣʘʜʯʠʢʘ. ɺ ʩʣʫʯʘʝ ʦʪʩʫʪʩʪʚʠʷ ʦʪʢʨʳʪʦʡ ʙʘʟʳ ʜʘʥʥʳʭ, 

ʥʦʚʳʡ ʧʨʦʮʝʩʩ ʤʦʞʝʪ ʙʳʪʴ ʟʘʧʫʱʝʥ ʯʝʨʝʟ ʤʝʥʶ Debugger Ʒ Run. ɽʩʣʠ 
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ʞʝ ʙʘʟʘ ʜʘʥʥʳʭ ʦʪʢʨʳʪʘ, ʪʦ ʥʦʚʳʡ ʧʨʦʮʝʩʩ ʟʘʧʫʩʢʘʝʪʩʷ ʯʝʨʝʟ Debugger 

Ʒ Start Process ʠʣʠ Debugger Ʒ Run to Cursor. ʇʨʠ ʠʩʧʦʣʴʟʦʚʘʥʠʠ 

ʦʪʣʘʜʢʠ ʩ ʦʪʢʨʳʪʦʡ ʙʘʟʦʡ ʜʘʥʥʳʭ, ʟʘʧʫʱʝʥʥʳʡ ʧʨʦʮʝʩʩ ʙʫʜʝʪ 

ʚʳʧʦʣʥʷʪʴʩʷ ʜʦ ʧʝʨʚʦʡ ʪʦʯʢʠ ʦʩʪʘʥʦʚʢʠ (ʚʘʤ ʥʫʞʥʦ ʫʩʪʘʥʦʚʠʪʴ ʝʝ ʜʦ 

ʟʘʧʫʩʢʘ  Debugger Ʒ Start Process), ʠʣʠ ʧʦʢʘ ʚʳ ʩʘʤʦʩʪʦʷʪʝʣʴʥʦ ʥʝ 

ʫʩʪʘʥʦʚʠʪʝ ʧʨʦʮʝʩʩ ʥʘ ʧʘʫʟʫ ʧʨʠ ʧʦʤʦʱʠ ʤʝʥʶ Debugger Ʒ Pause 

Process. ʇʨʠ ʠʩʧʦʣʴʟʦʚʘʥʠʠ ʧʫʥʢʪʘ ʤʝʥʶ  Debugger Ʒ Run to Cursor 

ʪʦʯʢʘ ʦʩʪʘʥʦʚʢʠ ʙʫʜʝʪ ʫʩʪʘʥʦʚʣʝʥʘ ʘʚʪʦʤʘʪʠʯʝʩʢʠ ʚ ʪʝʢʫʱʝʡ ʧʦʟʠʮʠʠ 

ʢʫʨʩʦʨʘ. ɺ ʪʘʢʦʤ ʩʣʫʯʘʝ, ʟʘʧʫʱʝʥʥʳʡ ʧʨʦʮʝʩʩ ʙʫʜʝʪ ʚʳʧʦʣʥʷʪʴʩʷ ʜʦ 

ʵʪʦʡ ʪʦʯʢʠ, ʠʣʠ ʜʦ ʪʦʯʢʠ ʫʩʪʘʥʦʚʣʝʥʥʦʡ ʨʘʥʝʝ. ɺ ʩʣʫʯʘʝ ʝʩʣʠ ʧʨʦʮʝʩʩ 

ʥʝ ʜʦʭʦʜʠʪ ʜʦ ʢʘʢʦʡ-ʣʠʙʦ ʪʦʯʢʠ ʦʩʪʘʥʦʚʢʠ, ʦʥ ʙʫʜʝʪ ʧʨʦʜʦʣʞʘʪʴ 

ʚʳʧʦʣʥʷʪʴʩʷ, ʧʦʢʘ ʥʝ ʙʫʜʝʪ ʚʨʫʯʥʫʶ ʫʩʪʘʥʦʚʣʝʥ ʥʘ ʧʘʫʟʫ ʠʣʠ ʟʘʚʝʨʰʝʥ 

(Debugger Ʒ Terminate Process). 

ɿʘʧʫʩʢ ʧʨʦʮʝʩʩʘ ʧʦʜ ʢʦʥʪʨʦʣʝʤ ʦʪʣʘʜʯʠʢʘ (ʚ ʩʨʘʚʥʝʥʠʠ ʩ 

ʧʨʠʩʦʝʜʠʥʝʥʠʝʤ ʢ ʫʞʝ ʟʘʧʫʱʝʥʥʦʤʫ ʧʨʦʮʝʩʩʫ) ʷʚʣʷʝʪʩʷ ʝʜʠʥʩʪʚʝʥʥʳʤ 

ʩʧʦʩʦʙʦʤ ʩʣʝʜʠʪʴ ʟʘ ʚʩʝʤʠ ʜʝʡʩʪʚʠʷʤʠ ʧʨʦʠʟʚʦʜʠʤʳʤʠ ʧʨʦʮʝʩʩʦʤ. 

ɽʩʣʠ ʫʩʪʘʥʦʚʠʪʴ ʪʦʯʢʠ ʦʩʪʘʥʦʚʢʠ ʜʦ ʟʘʧʫʩʢʘ ʧʨʦʮʝʩʩʘ, ʪʦ ʩʪʘʥʦʚʠʪʩʷ 

ʚʦʟʤʦʞʥʳʤ ʩʣʝʜʠʪʴ ʟʘ ʩʪʘʨʪʦʚʦʡ ʧʦʩʣʝʜʦʚʘʪʝʣʴʥʦʩʪʴʶ ʧʨʦʮʝʩʩʘ. 

ʂʦʥʪʨʦʣʴ ʟʘʧʫʩʢʘ ʧʨʦʮʝʩʩʘ ʤʦʞʝʪ ʙʳʪʴ ʧʦʣʝʟʝʥ ʚ ʩʣʫʯʘʝ ʨʘʙʦʪʳ ʩ 

ʦʙʬʫʩʮʠʨʦʚʘʥʥʳʤ ʢʦʜʦʤ, ʪʘʢ ʢʘʢ ʚʳ ʩʤʦʞʝʪʝ ʧʦʩʪʘʚʠʪʴ ʧʨʦʮʝʩʩ ʥʘ 

ʧʘʫʟʫ ʩʨʘʟʫ ʞʝ ʧʦʩʣʝ ʟʘʚʝʨʰʝʥʠʷ ʬʫʥʢʮʠʡ ʜʝʦʙʬʫʩʢʘʮʠʠ ʠ ʜʦ ʥʘʯʘʣʘ 

ʥʦʨʤʘʣʴʥʦʡ ʨʘʙʦʪʳ ʧʨʦʮʝʩʩʘ. 

ɼʨʫʛʠʤ ʧʨʝʠʤʫʱʝʩʪʚʦʤ ʜʘʥʥʦʛʦ ʩʧʦʩʦʙʘ ʷʚʣʷʝʪʩʷ ʪʦ, ʯʪʦ IDA 

ʚʳʧʦʣʥʷʝʪ ʥʘʯʘʣʴʥʳʡ ʘʚʪʦʤʘʪʠʯʝʩʢʠʡ ʘʥʘʣʠʟ ʦʙʨʘʟʘ ʧʨʦʮʝʩʩʘ ʜʦ 

ʟʘʧʫʩʢʘ ʩʘʤʦʛʦ ʧʨʦʮʝʩʩʘ. ʕʪʦ ʧʦʚʳʰʘʝʪ ʢʘʯʝʩʪʚʦ 

ʜʠʟʘʩʩʝʤʙʣʠʨʦʚʘʥʥʦʛʦ ʢʦʜʘ ʧʦ ʩʨʘʚʥʝʥʠʝ ʩ ʧʨʠʩʦʝʜʠʥʝʥʠʝʤ ʢ 

ʩʫʱʝʩʪʚʫʶʱʝʤʫ ʧʨʦʮʝʩʩʫ.  

ɽʩʪʴ ʥʝʩʢʦʣʴʢʦ ʚʘʞʥʳʭ ʟʘʤʝʯʘʥʠʡ ʧʦ ʧʦʚʦʜʫ ʦʪʣʘʜʯʠʢʘ IDA, 

ʢʦʪʦʨʳʝ ʩʪʦʠʪ ʫʧʦʤʷʥʫʪʴ. ɺʦ-ʧʝʨʚʳʭ, ʚ ʩʣʫʯʘʝ ʠʩʧʦʣʴʟʦʚʘʥʠʷ 

ʣʦʢʘʣʴʥʦʡ ʦʪʣʘʜʢʠ, ʚʳ ʩʤʦʞʝʪʝ ʦʪʣʘʞʠʚʘʪʴ ʪʦʣʴʢʦ ʙʠʥʘʨʥʳʝ ʬʘʡʣʳ, 

ʢʦʪʦʨʳʝ ʟʘʧʫʩʢʘʶʪʩʷ ʥʘ ʚʘʰʝʡ ʧʣʘʪʬʦʨʤʝ (ʚ ʜʘʥʥʦʡ ʛʣʘʚʝ 

ʧʦʜʨʘʟʫʤʝʚʘʶʪʩʷ ʪʦʣʴʢʦ ʙʠʥʘʨʥʳʝ ʬʘʡʣʳ Windows). ʅʝ ʩʫʱʝʩʪʚʫʝʪ 

ʥʠʢʘʢʠʭ ʜʦʧʦʣʥʠʪʝʣʴʥʳʭ ʩʣʦʝʚ ʵʤʫʣʷʮʠʠ, ʧʦʟʚʦʣʷʶʱʠʭ ʚʳʧʦʣʥʷʪʴ 

ʦʪʣʘʜʢʫ ʜʣʷ ʜʨʫʛʠʭ ʧʣʘʪʬʦʨʤ ʠʣʠ ʜʨʫʛʠʭ ʪʠʧʦʚ ʧʨʦʮʝʩʩʦʨʦʚ ʧʨʠ 

ʧʦʤʦʱʠ ʣʦʢʘʣʴʥʦʛʦ ʦʪʣʘʜʯʠʢʘ IDA. ʋʜʘʣʝʥʥʘʷ ʦʪʣʘʜʢʘ ʚ IDA 

ʧʦʟʚʦʣʷʝʪ ʚʘʤ ʨʘʙʦʪʘʪʴ ʩ ʙʠʥʘʨʥʳʤʠ ʬʘʡʣʘʤʠ ʧʣʘʪʬʦʨʤ, ʜʣʷ ʢʦʪʦʨʳʭ 

Hex-Rays ʚʳʧʫʩʢʘʝʪ ʩʝʨʚʝʨ ʦʪʣʘʜʢʠ (ʥʘ ʜʘʥʥʳʡ ʤʦʤʝʥʪ ʵʪʦ Windows, 

Windows CE/ARM, Mac OS X x86, ʠ Linux).  

ʊʘʢʞʝ ʚʘʞʥʦ ʦʪʤʝʪʠʪʴ ʯʪʦ, ʢʘʢ ʠ ʚ ʩʣʫʯʘʝ ʩ ʣʶʙʳʤ ʜʨʫʛʠʤ ʦʪʣʘʜʯʠʢʦʤ, 

ʚʘʤ ʪʨʝʙʫʝʪʩʷ ʦʨʠʛʠʥʘʣʴʥʳʡ ʙʠʥʘʨʥʳʡ ʬʘʡʣ, ʠ ʦʥ ʜʦʣʞʝʥ ʙʳʪʴ 

ʟʘʧʫʱʝʥ ʩ ʧʦʣʥʳʤʠ ʧʨʠʚʠʣʝʛʠʷʤʠ ʧʦʣʴʟʦʚʘʪʝʣʷ ʟʘʧʫʩʪʠʚʰʝʛʦ IDA. ʕʪʦ 

ʦʯʝʥʴ ʚʘʞʥʦ ʧʦʥʠʤʘʪʴ, ʚ ʩʣʫʯʘʝ ʝʩʣʠ ʚʳ ʧʣʘʥʠʨʫʝʪʝ ʠʩʧʦʣʴʟʦʚʘʪʴ 
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ʦʪʣʘʜʯʠʢ IDA ʜʣʷ ʘʥʘʣʠʟʘ ʚʨʝʜʦʥʦʩʥʦʛʦ ʧʨʦʛʨʘʤʤʥʦʛʦ ʦʙʝʩʧʝʯʝʥʠʷ. 

ɺʳ ʤʦʞʝʪʝ ʣʝʛʢʦ ʟʘʨʘʟʠʪʴ ʢʦʤʧʴʶʪʝʨ, ʥʘ ʢʦʪʦʨʦʤ ʧʨʦʠʟʚʦʜʠʪʩʷ 

ʦʪʣʘʜʢʘ, ʚ ʩʣʫʯʘʝ ʝʩʣʠ ʚʳ ʥʝ ʤʦʞʝʪʝ ʞʝʩʪʢʦ ʢʦʥʪʨʦʣʠʨʦʚʘʪʴ ʜʘʥʥʳʡ 

ʵʢʟʝʤʧʣʷʨ ʚʨʝʜʦʥʦʩʥʦʛʦ ʇʆ. ʂʘʞʜʳʡ ʨʘʟ, ʢʦʛʜʘ ʚʳ ʚʳʙʠʨʘʝʪʝ ʧʫʥʢʪ 

ʤʝʥʶ  Debugger ƷStart Process, ʚ IDA ʦʪʦʙʨʘʞʘʝʪʩʷ ʩʣʝʜʫʶʱʝʝ 

ʩʦʦʙʱʝʥʠʝ ʦʙ ʦʧʘʩʥʦʩʪʠ: 

 

You are going to launch the debugger.  

Debugging a program means that its code will be executed on your system.  

Be careful with malicious programs, viruses and trojans!  

REMARK: if you select 'No', the debugger will be automatically disabled.  

Are you sure you want to continue? 

 

ɽʩʣʠ ʚʳʙʨʘʪʴ ʦʪʚʝʪ 'No', ʪʦ ʤʝʥʶ Debugger ʙʫʜʝʪ ʫʙʨʘʥʦ ʠʟ 

ʦʩʥʦʚʥʦʛʦ ʦʢʥʘ IDA. ʕʪʦ ʤʝʥʶ ʥʝ ʧʦʷʚʠʪʩʷ ʩʥʦʚʘ, ʧʦʢʘ ʚʳ ʥʝ ʟʘʢʨʦʝʪʝ 

ʪʝʢʫʱʫʶ ʙʘʟʫ ʜʘʥʥʳʭ. 

ʅʘʩʪʦʷʪʝʣʴʥʦ ʨʝʢʦʤʝʥʜʫʝʪʩʷ ʧʨʦʠʟʚʦʜʠʪʴ ʦʪʣʘʜʢʫ 

ʚʨʝʜʦʥʦʩʥʦʛʦ ʇʆ ʪʦʣʴʢʦ ʚʥʫʪʨʠ ʧʝʩʦʯʥʠʮʳ.  

5.2. ʆʩʥʦʚʥʳʝ ʵʢʨʘʥʳ ʦʪʣʘʜʯʠʢʘ 

ʅʝʟʘʚʠʩʠʤʦ ʦʪ ʪʦʛʦ, ʢʘʢʠʤ ʦʙʨʘʟʦʤ ʚʳ ʟʘʧʫʩʪʠʣʠ ʦʪʣʘʜʯʠʢ, 

ʧʦʩʣʝ ʪʦʛʦ ʢʘʢ ʧʨʦʮʝʩʩ ʙʫʜʝʪ ʧʦʩʪʘʚʣʝʥ ʥʘ ʧʘʫʟʫ, ʧʦʜ ʝʛʦ ʢʦʥʪʨʦʣʝʤ 

IDA ʧʝʨʝʡʜʝʪ ʚ ʨʝʞʠʤ ʦʪʣʘʜʢʠ, ʛʜʝ ʚʘʤ ʙʫʜʝʪ ʧʨʝʜʦʩʪʘʚʣʝʥʦ ʥʝʩʢʦʣʴʢʦ 

ʵʢʨʘʥʦʚ. ɺ ʦʪʣʠʯʠʝ ʦʪ ʩʪʘʥʜʘʨʪʥʦʛʦ ʨʝʞʠʤʘ ʜʠʟʘʩʩʝʤʙʣʠʨʦʚʘʥʠʷ, ʚ 

ʨʝʞʠʤʝ ʦʪʣʘʜʢʠ ʦʪʩʫʪʩʪʚʫʝʪ ʧʨʠʚʳʯʥʳʡ ʜʣʷ Windows ʠʥʪʝʨʬʝʡʩ ʩ 

ʚʥʫʪʨʝʥʥʠʤʠ ʦʢʥʘʤʠ. ɺʤʝʩʪʦ ʵʪʦʛʦ ʨʘʟʣʠʯʥʳʝ ʵʢʨʘʥʳ ʦʪʣʘʜʯʠʢʘ 

ʧʨʝʜʩʪʘʚʣʝʥʳ ʚ ʚʠʜʝ ʦʪʜʝʣʴʥʳʭ ʦʢʦʥ ʩ ʦʜʥʠʤ ʛʣʘʚʥʳʤ ʦʢʥʦʤ, ʢʦʪʦʨʦʝ 

ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʫʧʨʘʚʣʝʥʠʷ ʚʩʝʤʠ ʦʩʪʘʣʴʥʳʤʠ. ʇʷʪʴ ʩʪʘʥʜʘʨʪʥʳʭ 

ʦʢʦʥ ʦʪʣʘʜʯʠʢʘ ʧʨʝʜʩʪʘʚʣʝʥʳ ʥʘ ʨʠʩ.5.3. 



  

 62  

 

 

ʈʠʩ.5.3. ʆʢʥʘ ʦʪʣʘʜʯʠʢʘ IDA 

 

ʂʘʢ ʧʦʢʘʟʘʥʦ ʥʘ ʨʠʩʫʥʢʝ, ʛʣʘʚʥʦʝ ʫʧʨʘʚʣʷʶʱʝʝ ʦʢʥʦ  ʦʙʳʯʥʦ 

ʦʪʦʙʨʘʞʘʝʪʩʷ ʚ ʚʝʨʭʥʝʡ ʯʘʩʪʠ ʵʢʨʘʥʘ, ʨʘʩʪʷʥʫʪʦʝ ʥʘ ʚʩʶ ʝʛʦ ʰʠʨʠʥʫ. 

ʊʘʢʞʝ ʧʦ ʫʤʦʣʯʘʥʠʶ ʥʘ ʧʘʥʝʣʠ ʠʥʩʪʨʫʤʝʥʪʦʚ ʦʪʦʙʨʘʞʘʝʪʩʷ ʛʦʨʘʟʜʦ 

ʤʝʥʴʰʝ ʢʥʦʧʦʢ, ʯʝʤ ʚ ʨʝʞʠʤʝ ʜʠʟʘʩʩʝʤʙʣʠʨʦʚʘʥʠʷ. ʅʝʩʤʦʪʨʷ ʥʘ ʵʪʦ, 

ʚʩʝ ʬʫʥʢʮʠʠ ʜʠʟʘʩʩʝʤʙʣʠʨʦʚʘʥʠʷ ʦʩʪʘʶʪʩʷ ʜʦʩʪʫʧʥʳʤʠ, ʠ ʤʦʞʥʦ 

ʚʝʨʥʫʪʴ ʣʶʙʳʝ ʧʘʥʝʣʠ ʠʥʩʪʨʫʤʝʥʪʦʚ ʜʠʟʘʩʩʝʤʙʣʠʨʦʚʘʥʠʷ, ʢʣʠʢʥʫʚ 

ʧʨʘʚʦʡ ʢʥʦʧʢʦʡ ʤʳʰʠ ʧʦ ʦʙʣʘʩʪʠ ʧʘʥʝʣʠ ʠʥʩʪʨʫʤʝʥʪʦʚ, ʠ ʚʳʙʨʘʚ ʜʣʷ 

ʦʪʦʙʨʘʞʝʥʠʷ ʥʝʦʙʭʦʜʠʤʳʝ ʠʥʩʪʨʫʤʝʥʪʳ. ɺ ʛʣʘʚʥʦʤ ʫʧʨʘʚʣʷʶʱʝʤ ʦʢʥʝ 

ʨʘʩʧʦʣʦʞʝʥʦ ʩʪʘʥʜʘʨʪʥʦʝ ʦʢʥʦ ʩʦʦʙʱʝʥʠʡ IDA. ɽʩʣʠ ʩʚʝʨʥʫʪʴ ʛʣʘʚʥʦʝ 

ʦʢʥʦ, ʪʦ ʦʩʪʘʣʴʥʳʝ ʦʢʥʘ ʦʪʣʘʜʯʠʢʘ ʪʦʞʝ ʙʫʜʫʪ ʩʚʝʨʥʫʪʳ. 

ʆʢʥʦ  IDA View-EIPdisassembly  ʧʨʝʜʩʪʘʚʣʷʝʪ ʩʦʙʦʡ 

ʩʪʘʥʜʘʨʪʥʦʝ ʜʠʟʘʩʩʝʤʙʣʠʨʦʚʘʥʠʷ, ʢʦʪʦʨʦʝ ʩʠʥʭʨʦʥʠʟʠʨʦʚʘʥʦ ʩ 

ʪʝʢʫʱʠʤ ʟʥʘʯʝʥʠʝʤ ʨʝʛʠʩʪʨʘ ʫʢʘʟʘʪʝʣʷ ʠʥʩʪʨʫʢʮʠʡ. ɺ ʩʣʫʯʘʝ ʝʩʣʠ IDA 

ʫʜʘʝʪʩʷ ʦʧʨʝʜʝʣʠʪʴ, ʯʪʦ ʨʝʛʠʩʪʨ ʫʢʘʟʳʚʘʝʪ ʥʘ ʦʙʣʘʩʪʴ ʧʘʤʷʪʠ ʚʥʫʪʨʠ 
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ʦʢʥʘ ʜʠʟʘʩʩʝʤʙʣʠʨʦʚʘʥʠʷ, ʪʦ ʠʤʷ ʵʪʦʛʦ ʨʝʛʠʩʪʨʘ ʦʪʦʙʨʘʞʘʝʪʩʷ ʚ ʣʝʚʦʡ 

ʢʦʣʦʥʢʝ, ʠʥʘʯʝ ʚʳʚʦʜʠʪʩʷ ʘʜʨʝʩ, ʥʘ ʢʦʪʦʨʳʡ ʨʝʛʠʩʪʨ ʫʢʘʟʳʚʘʝʪ. ʅʘ 

ʨʠʩʫʥʢʝ 5.3. ʦʙʣʘʩʪʴ, ʥʘ ʢʦʪʦʨʫʶ ʫʢʘʟʳʚʘʝʪ EIP, ʦʪʤʝʯʝʥʘ ʚ View-EIP. 

ʇʦ ʫʤʦʣʯʘʥʠʶ IDA ʧʦʜʩʚʝʯʠʚʘʝʪ ʪʦʯʢʠ ʦʩʪʘʥʦʚʢʠ ʢʨʘʩʥʳʤ, ʘ 

ʩʣʝʜʫʶʱʫʶ ʜʣʷ ʠʩʧʦʣʥʝʥʠʷ ʠʥʩʪʨʫʢʮʠʶ ð ʩʠʥʠʤ. ɼʠʟʘʩʩʝʤʙʣʝʨʥʳʡ 

ʢʦʜ ʩʚʷʟʘʥʥʳʡ ʩ ʦʪʣʘʜʢʦʡ ʩʦʟʜʘʝʪʩʷ ʧʨʠ ʧʦʤʦʱʠ ʪʦʛʦ ʞʝ ʧʨʦʮʝʩʩʘ, ʯʪʦ 

ʠ ʚ ʩʪʘʥʜʘʨʪʥʦʤ ʨʝʞʠʤʝ ʜʠʟʘʩʩʝʤʙʣʠʨʦʚʘʥʠʷ. ʊʘʢʠʤ ʦʙʨʘʟʦʤ, ʩʢʦʨʝʝ 

ʚʩʝʛʦ ʠʤʝʥʥʦ ʚ ʦʪʣʘʜʯʠʢʝ IDA ʠʤʝʶʪʩʷ ʥʘʠʣʫʯʰʠʝ ʚʦʟʤʦʞʥʦʩʪʠ ʜʣʷ 

ʜʠʟʘʩʩʝʤʙʣʠʨʦʚʘʥʠʷ ʩʨʝʜʠ ʚʩʝʭ ʦʪʣʘʜʯʠʢʦʚ. 

ʆʢʥʦ View-ESP ʧʨʝʜʩʪʘʚʣʷʝʪ ʩʦʙʦʡ ʝʱʝ ʦʜʥʦ ʦʢʥʦ ʜʣʷ 

ʜʠʟʘʩʩʝʤʙʣʠʨʦʚʘʥʠʷ, ʢʦʪʦʨʦʝ ʚ ʦʩʥʦʚʥʦʤ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ 

ʦʪʦʙʨʘʞʝʥʠʷ ʩʦʜʝʨʞʠʤʦʛʦ ʩʪʝʢʘ ʚʳʧʦʣʥʷʝʤʦʛʦ ʧʨʦʮʝʩʩʘ. ɺʩʝ ʨʝʛʠʩʪʨʳ, 

ʢʦʪʦʨʳʝ ʫʢʘʟʳʚʘʶʪ ʥʘ ʦʙʣʘʩʪʠ ʩʪʝʢʘ (ʪʘʢʠʝ ʢʘʢ ESP ʠ EBP) 

ʧʦʜʩʚʝʯʠʚʘʶʪʩʷ ʚ ʣʝʚʦʡ ʢʦʣʦʥʢʝ ʵʢʨʘʥʘ. ʀʩʧʦʣʴʟʫʷ ʠʥʬʦʨʤʘʮʠʶ, 

ʧʦʣʫʯʝʥʥʫʶ ʧʫʪʝʤ ʘʥʘʣʠʟʘ ʪʝʢʫʱʝʡ ʬʫʥʢʮʠʠ, IDA ʨʘʟʤʝʱʘʝʪ 

ʢʦʤʤʝʥʪʘʨʠʠ ʥʘ ʵʢʨʘʥʝ ʩʪʝʢʘ, ʢʦʪʦʨʳʝ ʦʪʤʝʯʘʶʪ ʨʘʤʢʠ ʩʪʝʢʦʚʦʛʦ ʢʘʜʨʘ 

ʬʫʥʢʮʠʠ. ɼʘʣʝʝ ʧʨʠʚʝʜʝʥ ʧʨʠʤʝʨ ʨʘʟʤʝʪʢʠ ʩʪʝʢʘ ʚ IDA: 

 

0012FF6C ; [BEGINOFSTACKFRAME _main. PRESS KEYPAD "-" TO 

COLLAPSE] 

0012FF6C var_4 dd 0 

0012FF70 saved_fp dd    12FFC0h ; Stack[00000C0C]:saved_fp 

0012FF74 retaddr dd    4012F5h ; ___tmainCRTStartup+15F 

0012FF78 argc dd 1 

0012FF7C argv dd offset off_3233B8 

0012FF80 envp dd offset off_3233F0 

0012FF80 ; [END OF STACK FRAME _main. PRESS KEYPAD "-" TO 

COLLAPSE] 

 

ʇʝʨʚʘʷ ʠ ʧʦʩʣʝʜʥʷʷ ʩʪʨʦʢʠ ʚ ʣʠʩʪʠʥʛʝ ʦʪʦʙʨʘʞʘʶʪ ʛʨʘʥʠʮʳ 

ʩʪʝʢʦʚʦʛʦ ʢʘʜʨʘ. ʂʘʢ ʦʪʤʝʯʝʥʦ ʚ ʢʦʤʤʝʥʪʘʨʠʷʭ ð ʩʪʝʢʦʚʳʝ ʢʘʜʨʳ 

ʤʦʞʥʦ ʩʚʦʨʘʯʠʚʘʪʴ. ɺʥʫʪʨʠ ʩʪʝʢʦʚʦʛʦ ʢʘʜʨʘ, IDA ʜʝʣʘʝʪ ʧʦʤʝʪʢʠ, 

ʠʩʧʦʣʴʟʫʷ ʠʤʝʥʘ, ʚʟʷʪʳʝ ʠʟ ʩʦʦʪʚʝʪʩʪʚʫʶʱʝʛʦ ʵʢʨʘʥʘ ʩʪʝʢʦʚʦʛʦ ʢʘʜʨʘ 

ʬʫʥʢʮʠʡ, ʧʦʟʚʦʣʷʷ ʣʝʛʢʦ ʦʧʨʝʜʝʣʷʪʴ ʦʙʣʘʩʪʴ, ʚ ʢʦʪʦʨʦʡ ʨʘʩʧʦʣʦʞʝʥʳ 

ʥʝʢʦʪʦʨʳʝ ʧʝʨʝʤʝʥʥʳʝ ʠ ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʝ ʠʤ ʟʥʘʯʝʥʠʷ ʚʥʫʪʨʠ ʩʪʝʢʘ. 

IDA ʧʳʪʘʝʪʩʷ ʧʨʝʜʦʩʪʘʚʠʪʴ ʢʘʢ ʤʦʞʥʦ ʙʦʣʴʰʝ ʠʥʬʦʨʤʘʮʠʠ  ʜʣʷ 

ʢʘʞʜʦʛʦ ʟʥʘʯʝʥʠʷ ʚ ʩʪʝʢʝ ʧʨʠ ʧʦʤʦʱʠ ʢʦʤʤʝʥʪʘʨʠʝʚ. ɺ ʩʣʫʯʘʝ ʝʩʣʠ ʚ 

ʩʪʝʢʝ ʥʘʭʦʜʠʪʩʷ ʘʜʨʝʩ ʧʘʤʷʪʠ, IDA ʧʳʪʘʝʪʩʷ ʥʘʡʪʠ ʦʙʣʘʩʪʴ ʬʫʥʢʮʠʠ 

(ʵʪʦ ʧʦʤʦʛʘʝʪ ʫʢʘʟʘʪʴ ʦʙʣʘʩʪʴ, ʠʟ ʢʦʪʦʨʦʡ ʵʪʘ ʬʫʥʢʮʠʷ ʙʳʣʘ ʚʳʟʚʘʥʘ). 

ɽʩʣʠ ʞʝ ʚ ʩʪʝʢʝ ʥʘʭʦʜʠʪʩʷ ʫʢʘʟʘʪʝʣʴ ʥʘ ʩʪʨʦʢʫ, ʪʦ IDA ʦʪʦʙʨʘʞʘʝʪ 

ʩʦʜʝʨʞʠʤʦʝ ʵʪʦʡ ʩʪʨʦʢʠ ʚ ʚʠʜʝ ʢʦʤʤʝʥʪʘʨʠʷ.  



  

 64  

 

ʆʢʥʦ  General Registers ʦʪʦʙʨʘʞʘʝʪ ʪʝʢʫʱʝʝ ʩʦʜʝʨʞʠʤʦʝ 

ʨʝʛʠʩʪʨʦʚ ʦʙʱʝʛʦ ʥʘʟʥʘʯʝʥʠʷ ʧʨʦʮʝʩʩʦʨʘ. ɼʦʧʦʣʥʠʪʝʣʴʥʳʝ ʦʢʥʘ ʜʣʷ 

ʦʪʦʙʨʘʞʝʥʠʷ ʩʝʛʤʝʥʪʥʳʭ ʨʝʛʠʩʪʨʦʚ ʠ ʨʝʛʠʩʪʨʦʚ ʜʣʷ ʜʘʥʥʳʭ ʩ 

ʧʣʘʚʘʶʱʝʡ ʪʦʯʢʦʡ ʤʦʛʫʪ ʙʳʪʴ ʦʪʢʨʳʪʳ ʠʟ ʤʝʥʶ Debugger. 

 

ʈʠʩ.5.4. ʆʢʥʦ General Registers 

 

ɺʥʫʪʨʠ ʦʢʥʘ  General Registers ʦʪʦʙʨʘʞʘʝʪʩʷ: ʩʦʜʝʨʞʠʤʦʝ 

ʨʝʛʠʩʪʨʦʚ ʚ ʩʘʤʦʤ ʣʝʚʦʤ ʩʪʦʣʙʮʝ, ʦʧʠʩʘʥʠʝ ʩʦʜʝʨʞʠʤʦʛʦ ʨʝʛʠʩʪʨʦʚ ʚ 

ʩʨʝʜʥʝʤ ʩʪʦʣʙʮʝ, ʠ ʙʠʪʳ ʬʣʘʛʦʚ ʧʨʦʮʝʩʩʦʨʘ ʚ ʧʨʘʚʦʤ ʩʪʦʣʙʮʝ. ʂʣʠʢʥʫʚ 

ʧʨʘʚʦʡ ʢʥʦʧʢʦʡ ʤʳʰʠ ʧʦ ʟʥʘʯʝʥʠʶ ʨʝʛʠʩʪʨʘ ʠʣʠ ʙʠʪʫ ʬʣʘʛʘ, ʚʳ 

ʦʪʢʨʦʝʪʝ ʤʝʥʶ Modify item, ʢʦʪʦʨʦʝ ʧʦʟʚʦʣʷʝʪ ʚʘʤ ʠʟʤʝʥʷʪʴ 

ʩʦʜʝʨʞʠʤʦʝ ʣʶʙʦʛʦ ʨʝʛʠʩʪʨʘ ʧʨʦʮʝʩʩʦʨʘ ʠʣʠ ʙʠʪʘ ʬʣʘʛʘ. ʊʘʢʞʝ ʢʣʠʢ 

ʧʨʘʚʦʡ ʢʥʦʧʢʦʡ ʤʳʰʠ ʧʦ ʩʦʜʝʨʞʠʤʦʤʫ ʨʝʛʠʩʪʨʘ ʧʨʝʜʦʩʪʘʚʣʷʝʪ ʜʦʩʪʫʧ 

ʢ ʧʫʥʢʪʫ ʤʝʥʶ Open Register Window. ɽʩʣʠ ʚʳʙʨʨʘʪʴ ʵʪʦʪ ʧʫʥʢʪ, ʪʦ 

ʦʪʢʨʦʝʪʩʷ ʥʦʚʦʝ ʦʢʥʦ ʜʠʟʘʩʩʝʤʙʣʠʨʦʚʘʥʠʷ ʩ ʮʝʥʪʨʦʤ ʚ ʦʙʣʘʩʪʠ ʧʘʤʷʪʠ, 

ʩʦʜʝʨʞʘʱʝʡʩʷ ʚ ʚʳʙʨʘʥʥʦʤ ʨʝʛʠʩʪʨʝ. ɽʩʣʠ ʚʳ ʥʝʯʘʷʥʥʦ ʟʘʢʨʦʝʪʝ ʦʢʥʦ  

View-EIP ʠʣʠ View-ESP, ʪʦ ʚʳ ʤʦʞʝʪʝ ʚʦʩʧʦʣʴʟʦʚʘʪʴʩʷ ʢʦʤʘʥʜʦʡ Open 

Register Window, ʚʳʙʨʘʚ ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʡ ʨʝʛʠʩʪʨ, ʠ ʟʘʥʦʚʦ ʦʪʢʨʳʪʴ 

ʦʢʥʦ. ɽʩʣʠ ʨʝʛʠʩʪʨ ʫʢʘʟʳʚʘʝʪ ʥʘ ʜʝʡʩʪʚʠʪʝʣʴʥʫʶ ʦʙʣʘʩʪʴ ʧʘʤʷʪʠ, ʪʦ 

ʩʧʨʘʚʘ ʦʪ ʨʝʛʠʩʪʨʘ ʙʫʜʝʪ ʧʦʜʩʚʝʯʝʥʘ ʯʝʨʥʳʤ ʟʘʛʥʫʪʘʷ ʚʧʨʘʚʦ ʩʪʨʝʣʢʘ. 

ʂʣʠʢʥʫʚ ʧʦ ʵʪʦʡ ʩʪʨʝʣʢʝ ʤʦʞʥʦ ʧʝʨʝʤʝʩʪʠʪʴʩʷ ʢ ʩʦʦʪʚʝʪʩʪʚʫʶʱʝʡ 

ʦʙʣʘʩʪʠ ʧʘʤʷʪʠ ʚ ʦʢʥʝ ʜʠʟʘʩʩʝʤʙʣʝʨʘ. 

ʇʦʩʣʝʜʥʠʤ ʵʢʨʘʥʦʤ ʦʪʣʘʜʯʠʢʘ ʷʚʣʷʝʪʩʷ ʦʢʥʦ Threads.  ɺ 

ʜʘʥʥʦʤ ʦʢʥʝ ʦʪʦʙʨʘʞʘʝʪʩʷ ʩʧʠʩʦʢ ʚʩʝʭ ʧʦʪʦʢʦʚ ʪʝʢʫʱʝʛʦ ʧʨʦʮʝʩʩʘ. 

ɼʚʘʞʜʳ ʢʣʠʢʥʫʚ ʧʦ ʣʶʙʦʤʫ ʧʦʪʦʢʫ ʠʟ ʩʧʠʩʢʘ ʚ ʦʢʥʝ 

ʜʠʟʘʩʩʝʤʙʣʠʨʦʚʘʥʠʷ View-EIP, ʙʫʜʝʪ ʩʦʚʝʨʰʝʥ ʧʝʨʝʭʦʜ ʢ ʪʝʢʫʱʝʡ 

ʠʥʩʪʨʫʢʮʠʠ ʚʳʙʨʘʥʥʦʛʦ ʧʦʪʦʢʘ.  
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ɼʦʧʦʣʥʠʪʝʣʴʥʳʝ ʵʢʨʘʥʳ ʦʪʣʘʜʯʠʢʘ ʜʦʩʪʫʧʥʳ ʧʨʠ ʧʦʤʦʱʠ 

ʨʘʟʣʠʯʥʳʭ ʤʝʥʶ. ʆʢʥʦ Modules (Debugger Ʒ Module List) ʦʪʦʙʨʘʞʘʝʪ 

ʩʧʠʩʦʢ ʚʩʝʭ ʤʦʜʫʣʝʡ (ʠʩʧʦʣʥʷʝʤʳʭ ʬʘʡʣʦʚ ʠ ʨʘʟʜʝʣʷʝʤʳʭ ʙʠʙʣʠʦʪʝʢ), 

ʟʘʛʨʫʞʝʥʥʳʭ ʚ ʦʙʣʘʩʪʴ ʧʘʤʷʪʠ ʧʨʦʮʝʩʩʘ. ɼʚʦʡʥʦʡ ʢʣʠʢ ʧʦ ʣʶʙʦʤʫ 

ʤʦʜʫʣʶ ʦʪʢʨʳʚʘʝʪ ʩʧʠʩʦʢ ʩʠʤʚʦʣʦʚ, ʵʢʩʧʦʨʪʠʨʫʝʤʳʭ ʵʪʠʤ ʤʦʜʫʣʝʤ. 

ʅʘ ʨʠʩ.5.5. ʧʦʢʘʟʳʚʘʝʪʩʷ ʧʨʠʤʝʨ ʩʦʜʝʨʞʠʤʦʛʦ kernel32.dll. 

 

ʈʠʩ.5.5. ʆʢʥʦ Modules ʠ ʩʚʷʟʘʥʥʦʝ ʩ ʥʠʤ ʩʦʜʝʨʞʠʤʦʝ ʤʦʜʫʣʷ 

 

ɼʦʧʦʣʥʠʪʝʣʴʥʳʝ ʵʢʨʘʥʳ,ʦʪʥʦʩʷʱʠʝʩʷ ʢ ʨʘʙʦʪʝ ʦʪʣʘʜʯʠʢʘ, 

ʙʫʜʫʪ ʨʘʩʩʤʦʪʨʝʥʳ ʚ "ʋʧʨʘʚʣʝʥʠʠ ʧʨʦʮʝʩʩʘʤʠ" ʚ ʯʘʩʪʠ 5.3. ɺ 

ʜʦʧʦʣʥʝʥʠʝ ʢ ʵʢʨʘʥʘʤ ʦʪʣʘʜʯʠʢʘ ʜʦʩʪʫʧʥʳ ʚʩʝ ʩʪʘʥʜʘʨʪʥʳʝ ʧʦʜʚʠʜʳ 

IDA, ʪʘʢʠʝ ʢʘʢ Hex Dump ʠ Segments (ʠʭ ʤʦʞʥʦ ʚʳʟʚʘʪʴ ʧʨʠ ʧʦʤʦʱʠ 

ʤʝʥʶ  Views Ʒ Open Subviews). 

5.3. ʋʧʨʘʚʣʝʥʠʝ ʧʨʦʮʝʩʩʦʤ 

ʅʘʚʝʨʥʦʝ, ʦʜʥʦʡ ʠʟ ʩʘʤʳʭ ʚʘʞʥʳʭ ʚʦʟʤʦʞʥʦʩʪʝʡ ʣʶʙʦʛʦ 

ʦʪʣʘʜʯʠʢʘ ʷʚʣʷʝʪʩʷ ʩʧʦʩʦʙʥʦʩʪʴ ʢʦʥʪʨʦʣʠʨʦʚʘʪʴ, ʠ ʧʨʠ ʞʝʣʘʥʠʠ 

ʠʟʤʝʥʷʪʴ ʧʦʚʝʜʝʥʠʝ ʦʪʣʘʞʠʚʘʝʤʦʛʦ ʧʨʦʮʝʩʩʘ. ɼʣʷ ʵʪʦʛʦ ʚ ʙʦʣʴʰʠʥʩʪʚʝ 
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ʦʪʣʘʜʯʠʢʦʚ ʩʫʱʝʩʪʚʫʶʪ ʢʦʤʘʥʜʘ, ʧʦʟʚʦʣʷʶʱʠʝ ʚʳʧʦʣʥʠʪʴ ʦʜʥʫ ʠʣʠ 

ʥʝʩʢʦʣʴʢʦ ʠʥʩʪʨʫʢʮʠʡ ʜʦ ʚʦʟʚʨʘʱʝʥʠʷ ʢʦʥʪʨʦʣʷ ʦʪʣʘʜʯʠʢʫ. ʇʦʜʦʙʥʳʝ 

ʢʦʤʘʥʜʳ ʯʘʩʪʦ ʠʩʧʦʣʴʟʫʶʪʩʷ ʚ ʩʦʯʝʪʘʥʠʠ ʩ ʪʦʯʢʘʤʠ ʦʩʪʘʥʦʚʢʠ, 

ʢʦʪʦʨʳʝ ʧʦʟʚʦʣʷʶʪ ʧʦʣʴʟʦʚʘʪʝʣʶ ʫʢʘʟʘʪʴ, ʯʪʦ ʚʳʧʦʣʥʝʥʠʝ ʜʦʣʞʥʦ 

ʙʳʪʴ ʧʨʝʨʚʘʥʦ, ʢʦʛʜʘ ʜʦʩʪʠʛʥʫʪʘ ʦʧʨʝʜʝʣʝʥʥʘʷ ʠʥʩʪʨʫʢʮʠʷ ʠʣʠ 

ʥʝʢʦʪʦʨʦʝ ʩʦʩʪʦʷʥʠʝ.  

ɿʘʧʫʩʢ ʧʨʦʮʝʩʩʘ ʧʦʜ ʢʦʥʪʨʦʣʝʤ ʦʪʣʘʜʯʠʢʘ ʚ ʦʩʥʦʚʥʦʤ 

ʜʦʩʪʠʛʘʝʪʩʷ ʧʨʠ ʠʩʧʦʣʴʟʦʚʘʥʠʠ ʢʦʤʘʥʜ  Step, Continue ʠ Run. ʊʘʢ ʢʘʢ 

ʠʤʝʥʥʦ ʦʥʠ ʠʩʧʦʣʴʟʫʶʪʩʷ ʯʘʱʝ ʚʩʝʛʦ, ʪʦ ʙʫʜʝʪ ʧʦʣʝʟʥʳʤ ʫʟʥʘʪʴ ʢʘʢʠʝ 

ʢʥʦʧʢʠ ʧʘʥʝʣʠ ʠʥʩʪʨʫʤʝʥʪʦʚ ʠ ʛʦʨʷʯʠʝ ʢʣʘʚʠʰʠ ʩʚʷʟʘʥʳ ʩ ʵʪʠʤʠ 

ʢʦʤʘʥʜʘʤʠ. ʅʘ ʨʠʩ.5.6. ʧʦʢʘʟʘʥʳ ʢʥʦʧʢʠ ʧʘʥʝʣʠ ʠʥʩʪʨʫʤʝʥʪʦʚ, 

ʩʚʷʟʘʥʥʳʝ ʩ ʧʨʦʮʝʩʩʦʤ ʟʘʧʫʩʢʘ. 

 

ʈʠʩ.5.6. ʀʥʩʪʨʫʤʝʥʪʳ ʦʪʣʘʜʯʠʢʘ, ʢʦʥʪʨʦʣʠʨʫʶʱʠʝ  

ʚʳʧʦʣʥʝʥʠʝ ʧʨʦʮʝʩʩʘ 

 

ʈʘʩʩʤʦʪʨʠʤ, ʯʪʦ ʞʝ ʜʝʣʘʝʪ ʢʘʞʜʘʷ ʢʦʤʘʥʜʘ: 

Continue - ʟʘʧʫʩʢʘʝʪ ʟʘʥʦʚʦ ʚʳʧʦʣʥʝʥʠʝ ʧʨʦʮʝʩʩʘ, 

ʧʦʩʪʘʚʣʝʥʥʦʛʦ ʥʘ ʧʘʫʟʫ. ɺʳʧʦʣʥʝʥʠʝ ʧʨʦʜʦʣʞʘʝʪʩʷ ʜʦ ʚʩʪʨʝʯʠ 

ʪʦʯʢʠ ʦʩʪʘʥʦʚʢʠ, ʫʩʪʘʥʦʚʢʠ ʧʘʫʟʳ ʧʦʣʴʟʦʚʘʪʝʣʝʤ, ʠʣʠ 

ʩʘʤʦʩʪʦʷʪʝʣʴʥʦʛʦ ʟʘʚʝʨʰʝʥʠʷ ʧʨʦʮʝʩʩʘ.  

Pause ʫʩʪʘʥʘʚʣʠʚʘʝʪ ʚʳʧʦʣʥʝʥʠʝ ʧʨʦʮʝʩʩʘ ʥʘ ʧʘʫʟʫ. 

Terminate - ʟʘʚʝʨʰʘʝʪ ʚʳʧʦʣʥʷʝʤʳʡ ʧʨʦʮʝʩʩ. 

Step Into - ʚʳʧʦʣʥʷʝʪ ʪʦʣʴʢʦ ʩʣʝʜʫʶʱʫʶ ʠʥʩʪʨʫʢʮʠʶ. ɽʩʣʠ 

ʩʣʝʜʫʶʱʘʷ ʠʥʩʪʨʫʢʮʠʷ ʷʚʣʷʝʪʩʷ ʚʳʟʦʚʦʤ ʬʫʥʢʮʠʠ, ʪʦ 

ʚʳʧʦʣʥʝʥʠʝ ʦʩʪʘʥʘʚʣʠʚʘʝʪʩʷ ʥʘ ʧʝʨʚʦʡ ʠʥʩʪʨʫʢʮʠʠ ʵʪʦʡ 

ʬʫʥʢʮʠʠ. ʅʘʟʚʘʥʠʝ ʦʙʫʩʣʦʚʣʝʥʦ ʪʝʤ, ʯʪʦ ʦʪʣʘʜʯʠʢ ʚʭʦʜʠʪ ʚ 

ʬʫʥʢʮʠʶ. 
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Step Over - ʚʳʧʦʣʥʷʝʪ ʪʦʣʴʢʦ ʩʣʝʜʫʶʱʫʶ ʠʥʩʪʨʫʢʮʠʶ. ɽʩʣʠ 

ʩʣʝʜʫʶʱʘʷ ʠʥʩʪʨʫʢʮʠʷ ʷʚʣʷʝʪʩʷ ʚʳʟʦʚʦʤ ʬʫʥʢʮʠʠ, ʪʦ ʦʥʘ 

ʚʦʩʧʨʠʥʠʤʘʝʪʩʷ ʢʘʢ ʦʜʠʥʦʯʥʘʷ ʠʥʩʪʨʫʢʮʠʷ, ʠ ʦʩʪʘʥʦʚʢʘ 

ʧʨʦʠʩʭʦʜʠʪ ʧʦʩʣʝ ʚʦʟʚʨʘʪʘ ʠʟ ʬʫʥʢʮʠʠ. ʅʘʟʚʘʥʠʝ ʦʙʫʩʣʦʚʣʝʥʦ 

ʪʝʤ, ʯʪʦ ʯʝʨʝʟ ʬʫʥʢʮʠʶ çʧʝʨʝʰʘʛʠʚʘʶʪè. ɺʳʧʦʣʥʝʥʠʝ ʤʦʞʝʪ 

ʙʳʪʴ ʦʩʪʘʥʦʚʣʝʥʦ ʜʦ ʟʘʚʝʨʰʝʥʠʷ ʬʫʥʢʮʠʠ, ʚ ʩʣʫʯʘʝ ʝʩʣʠ 

ʚʩʪʨʝʯʝʥʘ ʪʦʯʢʘ ʦʩʪʘʥʦʚʢʠ. ɽʩʣʠ ʚʘʩ ʥʝ ʠʥʪʝʨʝʩʫʝʪ ʧʦʚʝʜʝʥʠʝ 

ʬʫʥʢʮʠ, ʪʦ ʵʪʦ ʦʯʝʥʴ ʧʦʣʝʟʥʳʡ ʠʥʩʪʨʫʤʝʥʪ. 

Run Until Return - ʚʝʨʥʫʪʴʩʷ ʢ ʚʳʧʦʣʥʝʥʠʶ ʪʝʢʫʱʝʡ ʬʫʥʢʮʠʠ ʠ 

ʥʝ ʦʩʪʘʥʘʚʣʠʚʘʪʴʩʷ ʜʦ ʚʳʭʦʜʘ ʠʟ ʥʝʝ. ʇʦʣʝʟʥʦ ʚ ʩʣʫʯʘʝ ʝʩʣʠ ʚʳ 

ʫʞʝ ʧʦʣʫʯʠʣʠ ʜʦʩʪʘʪʦʯʥʦ ʠʥʬʦʨʤʘʮʠʠ ʦ ʬʫʥʢʮʠʠ, ʠʣʠ ʝʩʣʠ ʚʳ 

ʥʝʯʘʷʥʥʦ ʥʘʞʘʣʠ Step Into ʚʤʝʩʪʦ Step Over.  

Run to Cursor - ʚʦʟʚʨʘʱʝʥʠʝ ʢ ʚʳʧʦʣʥʝʥʠʶ ʬʫʥʢʮʠʠ, ʦʩʪʘʥʦʚʢʘ 

ʧʨʠ ʜʦʩʪʠʞʝʥʠʠ ʪʝʢʫʱʝʡ ʧʦʟʠʮʠʠ ʢʫʨʩʦʨʘ (ʠʣʠ ʚʩʪʨʝʯʠ ʪʦʯʢʠ 

ʦʩʪʘʥʦʚʢʠ). ʋʜʦʙʥʦ ʚ ʩʣʫʯʘʝ ʚʳʧʦʣʥʝʥʠʷ ʙʦʣʴʰʠʭ ʙʣʦʢʦʚ ʢʦʜʘ 

ʠ ʦʪʩʫʪʩʪʚʠʠ ʥʝʦʙʭʦʜʠʤʦʩʪʠ ʫʩʪʘʥʘʚʣʠʚʘʪʴ ʪʦʯʢʠ ʦʩʪʘʥʦʚʢʠ ʚ 

ʢʘʞʜʦʤ ʤʝʩʪʝ, ʛʜʝ ʚʳ ʭʦʪʠʪʝ ʦʩʪʘʥʦʚʠʪʴ ʚʳʧʦʣʥʝʥʠʝ. ʋʯʪʠʪʝ, 

ʯʪʦ ʧʘʫʟʘ ʤʦʞʝʪ ʥʝ ʚʩʝʛʜʘ ʩʨʘʙʦʪʘʪʴ, ʪʘʢ ʢʘʢ ʪʝʢʫʱʘʷ ʧʦʟʠʮʠʷ 

ʢʫʨʩʦʨʘ ʥʝ ʤʦʞʝʪ ʙʳʪʴ ʜʦʩʪʠʛʥʫʪʘ. 

ɺ ʜʦʧʦʣʥʝʥʠʝ ʢ ʧʘʥʝʣʠ ʠʥʩʪʨʫʤʝʥʪʦʚ ʠ ʛʦʨʷʯʠʤ ʢʣʘʚʠʰʘʤ, 

ʚʩʝ ʢʦʤʘʥʜʳ ʫʧʨʘʚʣʝʥʠʷ ʚʳʧʦʣʥʝʥʠʝʤ ʜʦʩʪʫʧʥʳ ʯʝʨʝʟ ʤʝʥʶ Debugger. 

ʅʝʟʘʚʠʩʠʤʦ ʦʪ ʪʦʛʦ, ʢʘʢʠʤ ʦʙʨʘʟʦʤ ʧʨʦʮʝʩʩ ʙʳʣ ʫʩʪʘʥʦʚʣʝʥ ʥʘ ʧʘʫʟʫ, 

ʩʦʜʝʨʞʠʤʦʝ ʵʢʨʘʥʦʚ ʦʪʣʘʜʯʠʢʘ ʦʙʥʦʚʣʷʝʪʩʷ ʜʣʷ ʦʪʦʙʨʘʞʝʥʠʷ ʪʝʢʫʱʝʛʦ 

ʩʦʩʪʦʷʥʠʷ ʧʨʦʮʝʩʩʘ (ʨʝʛʠʩʪʨʳ, ʬʣʘʛʠ, ʧʘʤʷʪʴ) ʥʘ ʤʦʤʝʥʪ ʧʘʫʟʳ. 

5.3.1. ʊʦʯʢʠ ʦʩʪʘʥʦʚʢʠ 

ʊʦʯʢʠ ʦʩʪʘʥʦʚʢʠ ʷʚʣʷʶʪʩʷ ʦʜʥʦʡ ʠʟ ʦʩʥʦʚʥʳʭ ʚʦʟʤʦʞʥʦʩʪʝʡ 

ʦʪʣʘʜʢʠ, ʢʦʪʦʨʘʷ ʫʜʘʯʥʦ ʩʦʯʝʪʘʝʪʩʷ ʩ ʚʦʟʤʦʞʥʦʩʪʴʶ ʫʩʪʘʥʦʚʢʠ 

ʚʳʧʦʣʥʝʥʠʷ ʧʨʦʮʝʩʩʘ ʥʘ ʧʘʫʟʫ. ʊʦʯʢʠ ʦʩʪʘʥʦʚʢʠ ʫʩʪʘʥʘʚʣʠʚʘʶʪʩʷ ʚ 

ʦʧʨʝʜʝʣʝʥʥʳʭ ʦʙʣʘʩʪʷʭ ʧʨʦʛʨʘʤʤʳ ʜʣʷ ʪʦʛʦ, ʯʪʦʙʳ ʧʨʝʨʚʘʪʴ ʝʝ 

ʚʳʧʦʣʥʝʥʠʝ. ʊʘʢʞʝ ʦʥʠ ʷʚʣʷʶʪʩʷ ʧʨʝʢʨʘʩʥʳʤ ʨʘʩʰʠʨʝʥʠʝʤ ʠʜʝʠ 

ʬʫʥʢʮʠʠ òRun to Cursorò, ʚ ʪʦʤ ʧʣʘʥʝ, ʯʪʦ ʧʨʦʮʝʩʩ ʙʫʜʝʪ ʧʨʝʨʳʚʘʪʴʩʷ 

ʢʘʞʜʳʡ ʨʘʟ, ʢʦʛʜʘ ʙʫʜʝʪ ʥʘʪʳʢʘʪʴʩʷ ʥʘ ʪʦʯʢʫ ʦʩʪʘʥʦʚʢʠ, ʥʝʟʘʚʠʩʠʤʦ ʦʪ 

ʪʦʛʦ, ʫʩʪʘʥʦʚʣʝʥ ʚ ʵʪʦʤ ʤʝʩʪʝ ʢʫʨʩʦʨ ʠʣʠ ʥʝʪ. ʂ ʪʦʤʫ ʞʝ, ʚ ʪʦ ʚʨʝʤʷ ʢʘʢ 

ʫ ʚʘʩ ʪʦʣʴʢʦ ʦʜʠʥ ʢʫʨʩʦʨ, ʪʦʯʝʢ ʦʩʪʘʥʦʚʢʠ ʤʦʞʝʪ ʙʳʪʴ ʥʝʩʢʦʣʴʢʦ. ɼʣʷ 

ʪʦʛʦ, ʯʪʦʙʳ ʫʩʪʘʥʦʚʠʪʴ ʪʦʯʢʫ ʦʩʪʘʥʦʚʢʠ ʚʘʤ ʥʝʦʙʭʦʜʠʤʦ ʧʝʨʝʡʪʠ ʢ 

ʦʙʣʘʩʪʠ, ʚ ʢʦʪʦʨʦʡ ʚʳ ʝʝ ʭʦʪʠʪʝ ʫʩʪʘʥʦʚʠʪʴ ʠ ʚʦʩʧʦʣʴʟʦʚʘʪʴʩʷ ʛʦʨʷʯʝʡ 

ʢʣʘʚʠʰʝʡ F2 (ʠʣʠ ʢʣʠʢʥʫʪʴ ʧʨʘʚʦʡ ʢʥʦʧʢʦʡ ʤʳʰʠ ʠ ʚʳʙʨʘʪʴ Add 

Breakpoint). ɺ ʪʝʭ ʤʝʩʪʘʭ, ʛʜʝ ʫʩʪʘʥʦʚʣʝʥʘ ʪʦʯʢʘ ʦʩʪʘʥʦʚʢʠ, ʚʩʷ ʩʪʨʦʢʘ 

ʧʦʜʩʚʝʯʠʚʘʝʪʩʷ ʢʨʘʩʥʳʤ ʮʚʝʪʦʤ. ɼʣʷ ʪʦʛʦ, ʯʪʦʙʳ ʫʙʨʘʪʴ ʪʦʯʢʫ 

ʦʩʪʘʥʦʚʢʠ ʥʝʦʙʭʦʜʠʤʦ ʩʥʦʚʘ ʥʘʞʘʪʴ F2 ʥʘ ʪʦʡ ʞʝ ʩʪʨʦʢʝ. ʇʦʣʥʳʡ 
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ʩʧʠʩʦʢ ʫʩʪʘʥʦʚʣʝʥʥʳʭ ʪʦʯʝʢ ʦʩʪʘʥʦʚʢʠ ʚʳ ʤʦʞʝʪʝ ʧʦʩʤʦʪʨʝʪʴ ʧʨʠ 

ʧʦʤʦʱʠ ʤʝʥʶ Debugger Ʒ Breakpoints Ʒ Breakpoint List. 

ʇʦ ʫʤʦʣʯʘʥʠʶ ʚ IDA ʠʩʧʦʣʴʟʫʶʪʩʷ ʧʨʦʛʨʘʤʤʥʳʝ ʪʦʯʢʠ 

ʦʩʪʘʥʦʚʢʠ, ʢʦʪʦʨʳʝ ʚʳʧʦʣʥʷʶʪʩʷ ʧʫʪʝʤ ʟʘʤʝʥʳ ʙʘʡʪʘ ʦʧʢʦʜʘ ʥʘ 

ʠʥʩʪʨʫʢʮʠʠ ʦʩʪʘʥʦʚʢʠ. ɼʣʷ ʙʠʥʘʨʥʳʭ ʬʘʡʣʦʚ ʭ86 ʪʘʢʦʡ ʠʥʩʪʨʫʢʮʠʝʡ 

ʷʚʣʷʝʪʩʷ int 3, ʝʡ ʩʦʦʪʚʝʪʩʪʚʫʝʪ ʟʥʘʯʝʥʠʝ ʦʧʢʦʜʘ 0xCC. ʇʨʠ 

ʥʦʨʤʘʣʴʥʳʭ ʦʙʩʪʦʷʪʝʣʴʩʪʚʘʭ ʦʧʝʨʘʮʠʦʥʥʘʷ ʩʠʩʪʝʤʘ ʧʨʠ ʚʩʪʨʝʯʝ ʪʦʯʢʠ 

ʦʩʪʘʥʦʚʢʠ ʧʝʨʝʜʘʝʪ ʫʧʨʘʚʣʝʥʠʝ ʦʪʣʘʜʯʠʢʫ, ʢʦʪʦʨʳʡ ʩʣʝʜʠʪ ʟʘ 

ʧʨʦʮʝʩʩʦʤ. ʂʘʢ ʦʙʩʫʞʜʘʣʦʩʴ, ʦʙʬʫʩʮʠʨʦʚʘʥʥʳʡ ʢʦʜ ʤʦʞʝʪ ʠʟʤʝʥʠʪʴ 

ʧʦʚʝʜʝʥʠʷ ʧʨʦʛʨʘʤʤʥʳʭ ʪʦʯʝʢ ʦʩʪʘʥʦʚʢʠ ʜʣʷ ʪʦʛʦ, ʯʪʦʙʳ ʧʦʧʳʪʘʪʴʩʷ 

ʩʦʟʜʘʪʴ ʧʨʝʛʨʘʜʳ ʜʣʷ ʨʘʙʦʪʳ ʣʶʙʦʛʦ ʧʨʠʩʦʝʜʠʥʝʥʥʦʛʦ ʦʪʣʘʜʯʠʢʘ.  

ɺ ʥʝʢʦʪʦʨʳʭ ʧʨʦʮʝʩʩʦʨʘʭ (ʪʘʢʠʭ ʢʘʢ ʭ86, ʥʘʯʠʥʘʷ ʩ ʚʝʨʩʠʠ 

386) ʧʨʠʩʫʪʩʪʚʫʝʪ ʧʦʜʜʝʨʞʢʘ ʘʧʧʘʨʘʪʥʳʭ ʪʦʯʝʢ ʦʩʪʘʥʦʚʢʠ. ʊʘʢʠʝ ʪʦʯʢʠ 

ʦʙʳʯʥʦ ʥʘʩʪʨʘʠʚʘʶʪʩʷ ʧʨʠ ʧʦʤʦʱʠ ʩʧʝʮʠʘʣʴʥʳʭ ʨʝʛʠʩʪʨʦʚ 

ʧʨʦʮʝʩʩʦʨʘ. ɺ ʧʨʦʮʝʩʩʦʨʘʭ ʭ86 ʜʘʥʥʳʝ ʨʝʛʠʩʪʨʳ ʥʘʟʳʚʘʶʪʩʷ DR0ï7 

(debug registers ʦʪ 0 ʜʦ 7). ʄʘʢʩʠʤʘʣʴʥʦ ʤʦʞʥʦ ʫʩʪʘʥʦʚʠʪʴ ʜʦ ʯʝʪʳʨʝʭ 

ʪʦʯʝʢ ʦʩʪʘʥʦʚʢʠ ʠʩʧʦʣʴʟʫʷ ʨʝʛʠʩʪʨʳ DR0ï3.  ʆʩʪʘʣʴʥʳʝ ʨʝʛʠʩʪʨʳ 

ʦʪʣʘʜʢʠ ʠʩʧʦʣʴʟʫʶʪʩʷ ʜʣʷ ʫʢʘʟʘʥʠʷ ʜʦʧʦʣʥʠʪʝʣʴʥʳʭ ʦʛʨʘʥʠʯʝʥʠʡ ʜʣʷ 

ʢʘʞʜʦʡ ʪʦʯʢʠ ʦʩʪʘʥʦʚʢʠ. ʇʨʠ ʠʩʧʦʣʴʟʦʚʘʥʠʠ ʘʧʧʘʨʘʪʥʳʭ ʪʦʯʝʢ 

ʦʩʪʘʥʦʚʢʠ ʥʝʪ ʥʝʦʙʭʦʜʠʤʦʩʪʠ ʜʦʙʘʚʣʷʪʴ ʚ ʦʪʣʘʞʠʚʘʝʤʫʶ ʧʨʦʛʨʘʤʤʫ 

ʩʧʝʮʠʘʣʴʥʫʶ ʠʥʩʪʨʫʢʮʠʶ. ɺʤʝʩʪʦ ʵʪʦʛʦ ʧʨʦʮʝʩʩʦʨ ʩʘʤ ʨʝʰʘʝʪ, ʢʦʛʜʘ 

ʧʨʝʨʚʘʪʴ ʚʳʧʦʣʥʝʥʠʝ ʧʨʦʛʨʘʤʤʳ ʚ ʟʘʚʠʩʠʤʦʩʪʠ ʦʪ ʟʥʘʯʝʥʠʡ, 

ʩʦʜʝʨʞʘʱʠʭʩʷ ʚ ʨʝʛʠʩʪʨʘʭ ʦʪʣʘʜʢʠ. 

ʇʦʩʣʝ ʫʩʪʘʥʦʚʢʠ ʪʦʯʢʠ ʦʩʪʘʥʦʚʢʠ ʤʦʞʥʦ ʠʟʤʝʥʠʪʴ ʨʘʟʣʠʯʥʳʝ 

ʘʩʧʝʢʪʳ ʝʝ ʨʘʙʦʪʳ. ʂʨʦʤʝ ʪʦʛʦ ʯʪʦ ʤʦʞʥʦ ʧʨʦʩʪʦ ʧʨʝʨʚʘʪʴ ʧʨʦʮʝʩʩ, ʚ 

ʦʪʣʘʜʯʠʢʘʭ ʪʘʢʞʝ ʯʘʩʪʦ ʧʦʜʜʝʨʞʠʚʘʶʪʩʷ ʪʦʯʢʠ ʦʩʪʘʥʦʚʢʠ ʩ ʫʩʣʦʚʠʷʤʠ, 

ʧʦʟʚʦʣʷʶʱʠʝ ʧʦʣʴʟʦʚʘʪʝʣʶ ʥʘʟʥʘʯʠʪʴ ʥʝʢʦʪʦʨʳʡ ʥʘʙʦʨ ʫʩʣʦʚʠʡ, 

ʢʦʪʦʨʳʝ ʜʦʣʞʥʳ ʙʳʪʴ ʜʦʩʪʠʛʥʫʪʳ ʜʣʷ ʪʦʛʦ, ʯʪʦʙʳ ʪʦʯʢʘ ʦʩʪʘʥʦʚʢʠ 

ʩʨʘʙʦʪʘʣʘ. ʇʨʠ ʚʩʪʨʝʯʝ ʪʘʢʦʡ ʪʦʯʢʠ, ʦʪʣʘʜʯʠʢ ʧʨʦʚʝʨʷʝʪ ʵʪʠ ʫʩʣʦʚʠʷ ʠ 

ʝʩʣʠ ʦʥʠ ʥʝ ʚʳʧʦʣʥʝʥʳ, ʪʦ ʧʨʦʩʪʦ ʧʨʦʜʦʣʞʘʝʪ ʚʳʧʦʣʥʝʥʠʝ ʧʨʦʛʨʘʤʤʳ. 

ʇʦʜʦʙʥʳʝ ʪʦʯʢʠ ʩ ʫʩʣʦʚʠʷʤʠ ʥʫʞʥʳ ʚ ʩʣʫʯʘʷʭ, ʢʦʛʜʘ ʚʘʤ ʥʝʦʙʭʦʜʠʤʦ 

ʯʪʦʙʳ ʦʩʪʘʥʦʚʢʘ ʙʳʣʘ ʩʦʚʝʨʰʝʥʘ ʥʝ ʩʨʘʟʫ, ʘ ʯʝʨʝʟ ʥʝʢʦʪʦʨʦʝ ʚʨʝʤʷ, 

ʢʦʛʜʘ ʙʫʜʫʪ ʜʦʩʪʠʛʥʫʪʳ ʠʥʪʝʨʝʩʫʶʱʠʝ ʚʘʩ ʫʩʣʦʚʠʷ. 

ʆʪʣʘʜʯʠʢ IDA ʧʦʜʜʝʨʞʠʚʘʝʪ ʢʘʢ ʘʧʧʘʨʘʪʥʳʝ ʪʦʯʢʠ ʦʩʪʘʥʦʚʢʠ, 

ʪʘʢ ʠ ʪʦʯʢʠ ʩ ʫʩʣʦʚʠʷʤʠ. ɼʣʷ ʪʦʛʦ, ʯʪʦʙʳ ʠʟʤʝʥʠʪʴ ʧʦʚʝʜʝʥʠʝ ʪʦʯʢʠ 

ʦʩʪʘʥʦʚʢʠ (ʙʝʟʫʩʣʦʚʥʦʡ, ʧʨʦʛʨʘʤʤʥʦʡ) ʥʝʦʙʭʦʜʠʤʦ ʜʝʣʘʪʴ ʵʪʦ ʧʦʩʣʝ ʝʝ 

ʫʩʪʘʥʦʚʢʠ. ʆʪʢʨʳʪʴ ʜʠʘʣʦʛ ʨʝʜʘʢʪʠʨʦʚʘʥʠʷ ʪʦʯʢʠ ʦʩʪʘʥʦʚʢʠ ʤʦʞʥʦ ʧʨʠ 

ʧʦʤʦʱʠ ʢʣʠʢʘ ʧʨʘʚʦʡ ʢʥʦʧʢʦʡ ʤʳʰʠ ʧʦ ʥʝʡ, ʠ ʚʳʙʦʨʘ ʚ ʤʝʥʶ ʧʫʥʢʪʘ 

Edit Breakpoint. ʅʘ ʨʠʩ.5.7. ʧʦʢʘʟʘʥ ʜʠʘʣʦʛ ʥʘʩʪʨʦʡʢʠ ʪʦʯʢʠ ʦʩʪʘʥʦʚʢʠ. 

ɺ ʧʦʣʝ Address ʦʪʦʙʨʘʞʘʝʪʩʷ ʘʜʨʝʩ ʨʝʜʘʢʪʠʨʫʝʤʦʡ ʪʦʯʢʠ 

ʦʩʪʘʥʦʚʢʠ, ʚ ʪʦ ʚʨʝʤʷ ʢʘʢ ʯʝʢʙʦʢʩ Enabled ʧʦʢʘʟʳʚʘʝʪ, ʘʢʪʠʚʥʘ ʵʪʘ 

ʪʦʯʢʘ ʠʣʠ ʥʝʪ. ʅʝʘʢʪʠʚʥʳʝ ʪʦʯʢʠ ʦʩʪʘʥʦʚʢʠ ʧʨʦʧʫʩʢʘʶʪʩʷ ʥʝʟʘʚʠʩʠʤʦ 
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ʦʪ ʜʦʩʪʠʞʝʥʠʷ ʫʩʣʦʚʠʡ ʥʘʟʥʘʯʝʥʥʳʭ ʜʣʷ ʦʩʪʘʥʦʚʢʠ ʚ ʵʪʦʡ ʪʦʯʢʝ. ʇʨʠ 

ʧʦʤʦʱʠ ʯʝʢʙʦʢʩʘ Hardware ʤʦʞʥʦ ʫʩʪʘʥʦʚʠʪʴ, ʯʪʦʙʳ ʪʦʯʢʘ 

ʚʧrʦʣʥʷʣʘʩʴ ʚ ʘʧʧʘʨʘʪʥʦʤ ʨʝʞʠʤʝ ʚʤʝʩʪʦ ʧʨʦʛʨʘʤʤʥʦʛʦ.  

 

ʈʠʩ.5.7. ɼʠʘʣʦʛ Breakpoint Settings 

 

ʇʨʝʜʫʧʨʝʞʜʘʝʤ, ʥʝʩʤʦʪʨʷ ʥʘ ʪʦ, ʯʪʦ ʚ ʪʝʢʫʱʝʡ ʚʝʨʩʠʠ IDA 

ʤʦʞʥʦ ʫʩʪʘʥʦʚʠʪʴ ʙʦʣʝʝ ʯʝʪʳʨʝʭ ʘʧʧʘʨʘʪʥʳʭ ʪʦʯʝʢ ʦʩʪʘʥʦʚʢʠ (IDA 

5.2.911), ʪʦʣʴʢʦ ʯʝʪʳʨʝ ʠʟ ʥʠʭ ʙʫʜʫʪ ʨʘʙʦʪʘʪʴ, ʦʩʪʘʣʴʥʳʝ ʙʫʜʫʪ 

ʠʛʥʦʨʠʨʦʚʘʪʴʩʷ. 

ʇʨʠ ʫʢʘʟʘʥʠʠ ʘʧʧʘʨʘʪʥʦʡ ʪʦʯʢʠ ʚʘʤ ʥʝʦʙʭʦʜʠʤʦ 

ʚʦʩʧʦʣʴʟʦʚʘʪʴʩʷ ʧʝʨʝʢʣʶʯʘʪʝʣʝʤ Modes ʜʣʷ ʪʦʛʦ, ʯʪʦʙʳ ʫʩʪʘʥʦʚʠʪʴ 

ʢʦʛʜʘ ʜʘʥʥʘʷ ʪʦʯʢʘ ʜʦʣʞʥʘ ʩʨʘʙʘʪʳʚʘʪʴ ð ʧʨʠ ʚʳʧʦʣʥʝʥʠʠ, ʧʨʠ 

ʟʘʧʠʩʠ, ʧʨʠ ʟʘʧʠʩʠ\ʯʪʝʥʠʠ. ʇʦʩʣʝʜʥʠʝ ʜʚʘ ʪʠʧʘ ʧʦʟʚʦʣʷʶʪ ʚʘʤ 

ʩʦʟʜʘʚʘʪʴ ʪʦʯʢʠ ʦʩʪʘʥʦʚʢʠ, ʢʦʪʦʨʳʝ ʩʨʘʙʘʪʳʚʘʶʪ ʢʦʛʜʘ ʧʨʦʠʟʚʦʜʠʪʩʷ 

ʜʦʩʪʫʧ ʢ ʦʧʨʝʜʝʣʝʥʥʦʡ ʦʙʣʘʩʪʠ ʧʘʤʷʪʠ, ʥʝʟʘʚʠʩʠʤʦ ʦʪ ʪʦʛʦ, ʢʘʢʘʷ ʚ 
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ʜʘʥʥʳʡ ʤʦʤʝʥʪ ʚʳʧʦʣʥʷʝʪʩʷ ʠʥʩʪʨʫʢʮʠʷ. ʕʪʦ ʤʦʞʝʪ ʙʳʪʴ ʦʯʝʥʴ 

ʧʦʣʝʟʥʳʤ, ʝʩʣʠ ʚʳ ʙʦʣʴʰʝ ʟʘʠʥʪʝʨʝʩʦʚʘʥʳ ʚ ʪʦʤ, ʯʪʦʙʳ ʫʟʥʘʪʴ, ʢʦʛʜʘ 

ʧʨʦʠʟʚʦʜʠʪʩʷ ʜʦʩʪʫʧ ʢ ʜʘʥʥʳʤ, ʯʝʤ, ʦʪʢʫʜʘ ʦʥ ʧʨʦʠʟʚʦʜʠʪʩʷ. 

ɺ ʜʦʧʦʣʥʝʥʠʝ ʢ ʫʢʘʟʘʥʠʶ ʨʝʞʠʤʘ ʘʧʧʘʨʘʪʥʦʡ ʪʦʯʢʠ, 

ʥʝʦʙʭʦʜʠʤʦ ʫʢʘʟʘʪʴ ʨʘʟʤʝʨ. ɼʣʷ ʪʦʯʝʢ ʦʩʪʘʥʦʚʢʠ, ʧʨʠ ʚʳʧʦʣʥʝʥʠʠ, 

ʨʘʟʤʝʨ ʜʦʣʞʝʥ ʙʳʪʴ 1 ʙʘʡʪ. ʇʨʠ ʟʘʧʠʩʠ ʠʣʠ ʟʘʧʠʩʠ\ʯʪʝʥʠʠ ʨʘʟʤʝʨ 

ʜʦʣʞʝʥ ʙʳʪʴ 1, 2 ʠʣʠ 4 ʙʘʡʪʘ. ɽʩʣʠ ʨʘʟʤʝʨ ʨʘʚʝʥ 2, ʪʦ ʘʜʨʝʩ ʪʦʯʢʠ 

ʦʩʪʘʥʦʚʢʠ ʜʦʣʞʝʥ ʙʳʪʴ ʩʣʦʚʦʤ. ʇʨʠ ʨʘʟʤʝʨʝ ʚ 4 ʙʘʡʪʘ ʘʜʨʝʩ ʜʦʣʞʝʥ 

ʙʳʪʴ ʜʚʦʡʥʳʤ ʩʣʦʚʦʤ. ʈʘʟʤʝʨ ʘʧʧʘʨʘʪʥʦʡ ʪʦʯʢʠ ʦʩʪʘʥʦʚʢʠ ʩʦʯʝʪʘʝʪʩʷ ʩ 

ʘʜʨʝʩʦʤ ʠ ʬʦʨʤʠʨʫʝʪ ʜʠʘʧʘʟʦʥ ʙʘʡʪ, ʧʨʠ ʢʦʪʦʨʦʤ ʪʦʯʢʘ ʦʩʪʘʥʦʚʢʠ 

ʤʦʞʝʪ ʩʨʘʙʦʪʘʪʴ. ɼʘʚʘʡʪʝ ʧʦʧʨʦʙʫʝʤ ʵʪʦ ʦʙʲʷʩʥʠʪʴ ʥʘ ʧʨʠʤʝʨʝ. 

ɼʦʧʫʩʪʠʤ, ʯʪʦ ʫ ʥʘʩ ʝʩʪʴ ʘʧʧʘʨʘʪʥʘʷ ʪʦʯʢʘ ʦʩʪʘʥʦʚʢʠ, ʨʘʟʤʝʨ 4 ʙʘʡʪʘ, 

ʩʨʘʙʘʪʳʚʘʝʪ ʧʨʠ ʟʘʧʠʩʠ, ʘʜʨʝʩ ð 0804C834h. ɼʘʥʥʘʷ ʪʦʯʢʘ ʩʨʘʙʦʪʘʝʪ 

ʧʨʠ ʟʘʧʠʩʠ 1 ʙʘʡʪʘ ʧʦ ʘʜʨʝʩʫ 0804C837h, 2 ʙʘʡʪ ʧʦ ʘʜʨʝʩʫ 0804C836h, ʠ 

4 ʙʘʡʪ ʧʦ ʘʜʨʝʩʫ 0804C832h. ɺʦ ʚʩʝʭ ʵʪʠʭ ʩʣʫʯʘʷʭ ʚ ʜʠʘʧʘʟʦʥʝ 

0804C834h-0804C837h ʟʘʧʠʩʳʚʘʝʪʩʷ ʢʘʢ ʤʠʥʠʤʫʤ ʦʜʠʥ ʙʘʡʪ. ɹʦʣʴʰʝ 

ʠʥʬʦʨʤʘʮʠʠ ʦ ʨʘʙʦʪʝ ʘʧʧʘʨʘʪʥʳʭ ʪʦʯʝʢ ʦʩʪʘʥʦʚʢʠ ʥʘ ʧʨʦʮʝʩʩʦʨʘʭ ʭ86 

ʚʳ ʤʦʞʝʪʝ ʥʘʡʪʠ ʚ Intel 64 and IA-32 Architectures Software Developer's 

Manual, Volume 3B: System Programming Guide. 

ʊʦʯʢʠ ʦʩʪʘʥʦʚʢʠ ʩ ʫʩʣʦʚʠʷʤʠ ʤʦʛʫʪ ʙʳʪʴ ʫʩʪʘʥʦʚʣʝʥʳ ʧʫʪʝʤ 

ʚʚʝʜʝʥʠʷ ʚʳʨʘʞʝʥʠʷ ʚ ʧʦʣʝ  Condition. ʇʦʜʦʙʥʳʝ ʪʦʯʢʠ, ʵʪʦ 

ʚʦʟʤʦʞʥʦʩʪʴ ʦʪʣʘʜʯʠʢʘ, ʘ ʥʝ ʥʘʙʦʨʘ ʠʥʩʪʨʫʢʮʠʠ ʠʣʠ ʧʨʦʮʝʩʩʦʨʘ. ʇʨʠ 

ʩʨʘʙʘʪʳʚʘʥʠʠ ʪʦʯʢʠ ʦʩʪʘʥʦʚʢʠ, ʦʪʣʘʜʯʠʢ ʜʦʣʞʝʥ ʩʘʤʦʩʪʦʷʪʝʣʴʥʦ 

ʦʧʨʝʜʝʣʠʪʴ ʚʳʧʦʣʥʷʶʪʩʷ ʣʠ ʫʢʘʟʘʥʥʳʝ ʫʩʣʦʚʠʷ, ʠ ʫʢʘʟʘʪʴ ʜʦʣʞʥʦ ʣʠ 

ʚʳʧʦʣʥʝʥʠʝ ʧʨʦʛʨʘʤʤʳ ʙʳʪʴ ʫʩʪʘʥʦʚʣʝʥʦ ʥʘ ʧʘʫʟʫ (ʧʨʠ 

ʫʜʦʚʣʝʪʚʦʨʝʥʠʠ ʫʩʣʦʚʠʡ) ʠʣʠ ʧʨʦʩʪʦ ʧʨʦʜʦʣʞʝʥʦ (ʫʩʣʦʚʠʷ ʥʝ 

ʫʜʦʚʣʝʪʚʦʨʝʥʳ). ʋʩʣʦʚʠʷ ʤʦʛʫʪ ʙʳʪʴ ʫʢʘʟʘʥʳ ʢʘʢ ʜʣʷ ʧʨʦʛʨʘʤʤʥʳʭ, 

ʪʘʢ ʠ ʜʣʷ ʘʧʧʘʨʘʪʥʳʭ ʪʦʯʝʢ ʦʩʪʘʥʦʚʢʠ.  

ʋʩʣʦʚʠʷ ʪʦʯʝʢ ʦʩʪʘʥʦʚʢʠ IDA ʫʢʘʟʳʚʘʶʪʩʷ ʧʨʠ ʧʦʤʦʱʠ 

ʚʳʨʘʞʝʥʠʡ IDC. ɺʳʨʘʞʝʥʠʷ, ʢʦʪʦʨʳʝ ʦʧʨʝʜʝʣʷʶʪʩʷ, ʢʘʢ ʥʝʥʫʣʝʚʳʝ 

ʩʯʠʪʘʶʪʩʷ ʠʩʪʠʥʥʳʤʠ ʠ ʫʜʦʚʣʝʪʚʦʨʷʶʱʠʤʠ ʫʩʣʦʚʠʷ. ʊʝ ʚʳʨʘʞʝʥʠʷ, 

ʯʪʦ ʷʚʣʷʶʪʩʷ ʥʫʣʝʚʳʤʠ, ʩʯʠʪʘʶʪʩʷ ʣʦʞʥʳʤʠ, ʥʝ ʫʜʦʚʣʝʪʚʦʨʷʶʱʠʤʠ 

ʫʩʣʦʚʠʷ ʪʦʯʢʠ ʦʩʪʘʥʦʚʢʠ, ʠ ʪʦʯʢʘ ʦʩʪʘʥʦʚʢʠ ʧʨʦʧʫʩʢʘʝʪʩʷ. ɼʣʷ ʪʦʛʦ, 

ʯʪʦʙʳ ʧʦʤʦʯʴ ʚʘʤ ʚ ʥʘʧʠʩʘʥʠʠ ʚʳʨʘʞʝʥʠʡ IDA ʧʨʝʜʦʩʪʘʚʣʷʝʪ 

ʩʧʝʮʠʘʣʴʥʳʝ ʧʝʨʝʤʝʥʥʳʝ, ʯʝʨʝʟ ʢʦʪʦʨʳʝ ʤʦʞʥʦ ʧʦʣʫʯʠʪʴ ʧʨʷʤʦʡ 

ʜʦʩʪʫʧ ʢ ʩʦʜʝʨʞʠʤʦʤʫ ʨʝʛʠʩʪʨʦʚ. ʇʝʨʝʤʝʥʥʳʝ ʠʤʝʥʫʶʪʩʷ ʪʘʢʞʝ ʢʘʢ ʠ 

ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʝ ʠʤ ʨʝʛʠʩʪʨʳ EAX, EBX, ECX, EDX, ESI, EDI, EBP, 

ESP, AX, BX, CX, DX, SI, DI, BP, SP, AL, AH, BL, BH, CL, CH, DL ʠ 

DH. 

ʂ ʩʦʞʘʣʝʥʠʶ, ʥʝ ʩʫʱʝʩʪʚʫʝʪ ʧʝʨʝʤʝʥʥʳʭ, ʯʝʨʝʟ ʢʦʪʦʨʳʝ ʤʦʞʥʦ 

ʧʦʣʫʯʠʪʴ ʜʦʩʪʫʧ ʢ ʨʝʛʠʩʪʨʘʤ ʬʣʘʛʦʚ, ʥʠ ʢ ʢʘʞʜʦʤʫ ʧʦ ʦʪʜʝʣʴʥʦʩʪʠ, ʥʠ 

ʢʦ ʚʩʝʤ ʚʤʝʩʪʝ. ɼʣʷ ʪʦʛʦ ʯʪʦʙʳ ʫʟʥʘʪʴ ʬʣʘʛʠ ʧʨʦʮʝʩʩʦʨʘ, ʚʘʤ 
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ʥʝʦʙʭʦʜʠʤʦ ʚʳʟʳʚʘʪʴ ʬʫʥʢʮʠʶ GeTRegValue . ɽʩʣʠ ʚʘʤ ʥʝʙʦʭʦʜʠʤʦ 

ʚʩʧʦʤʥʠʪʴ ʠʤʝʥʘ ʨʝʛʠʩʪʨʦʚ ʠʣʠ ʬʣʘʛʦʚ, ʪʦ ʚʳ ʤʦʞʝʪʝ ʧʦʜʩʤʦʪʨʝʪʴ ʠʭ ʚ 

ʦʢʥʝ General Registers. ʅʝʩʢʦʣʴʢʦ ʧʨʠʤʝʨʦʚ ʚʳʨʘʞʝʥʠʡ: 

 

EAX == 100             // break if eax holds the value 100 

ESI > EDI              // break if esi is greater than edi 

Dword(EBP - 20) == 10  // Read current stack frame (var_20) and compare 

to 10 

GetFlagsReg("ZF")      // break if zero flag is set 

EAX = 1                // Set EAX to 1, this also evaluates to true (non-zero) 

EIP = 0x0804186C       // Change EIP, perhaps to bypass code 

 

ɽʩʪʴ ʜʚʝ ʚʝʱʠ, ʢʦʪʦʨʳʝ ʩʪʦʠʪ ʫʧʦʤʷʥʫʪʴ ʦʪʥʦʩʠʪʝʣʴʥʦ 

ʚʳʨʘʞʝʥʠʡ ʜʣʷ ʪʦʯʝʢ ʦʩʪʘʥʦʚʢʠ ð ʪʦ, ʯʪʦ ʬʫʥʢʮʠʠ IDC ʤʦʛʫʪ ʙʳʪʴ 

ʚʳʟʚʘʥʳ ʜʣʷ ʧʦʣʫʯʝʥʠʷ ʠʥʬʦʨʤʘʮʠʠ ʦ ʧʨʦʮʝʩʩʝ ʠ ʪʦ, ʯʪʦ ʥʘʟʥʘʯʝʥʠʝ 

ʤʦʞʝʪ ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʢʘʢ ʩʨʝʜʩʪʚʦ ʠʟʤʝʥʝʥʠʷ ʟʥʘʯʝʥʠʡ ʨʝʛʠʩʪʨʦʚ ʚ 

ʦʧʨʝʜʝʣʝʥʥʳʭ ʦʙʣʘʩʪʷʭ ʚʦ ʚʨʝʤʷ ʚʳʧʦʣʥʝʥʠʷ ʧʨʦʮʝʩʩʘ. ʀʣʴʬʘʢ 

ʩʦʙʩʪʚʝʥʥʦʨʫʯʥʦ ʧʨʦʜʝʤʦʥʩʪʨʠʨʦʚʘʣ ʵʪʦʪ ʤʝʪʦʜ ʚ ʢʘʯʝʩʪʚʝ ʧʨʠʤʝʨʘ 

ʧʝʨʝʦʧʨʝʜʝʣʝʥʠʷ ʚʦʟʚʨʘʱʘʝʤʦʛʦ ʬʫʥʢʮʠʝʡ ʟʥʘʯʝʥʠʷ. 

ʆʩʪʘʚʰʠʝʩʷ ʦʧʮʠʠ, ʢʦʪʦʨʳʝ ʤʦʞʥʦ ʩʢʦʥʬʠʛʫʨʠʨʦʚʘʪʴ ʚ 

ʜʠʘʣʦʛʝ Breakpoint Settings, ʩʛʨʫʧʧʠʨʦʚʘʥʳ ʚ ʦʙʣʘʩʪʠ Actions ʚ ʥʠʞʥʝʡ 

ʯʘʩʪʠ ʜʠʘʣʦʛʘ. ʏʝʢʙʦʢʩ Break ʫʢʘʟʳʚʘʝʪ, ʜʦʣʞʥʦ ʣʠ ʚʳʧʦʣʥʝʥʠʝ 

ʧʨʦʮʝʩʩʘ ʫʩʪʘʥʘʚʣʠʚʘʪʴʩʷ ʥʘ ʧʘʫʟʫ ʧʨʠ ʜʦʩʪʠʞʝʥʠʠ ʪʦʯʢʠ ʦʩʪʘʥʦʚʢʠ. 

ʕʪʦ ʤʦʞʝʪ ʧʦʢʘʟʘʪʴʩʷ ʩʪʨʘʥʥʳʤ ð ʟʘʯʝʤ ʩʦʟʜʘʚʘʪʴ ʪʦʯʢʫ ʦʩʪʘʥʦʚʢʠ, 

ʢʦʪʦʨʘʷ ʥʝ ʦʩʪʘʥʘʚʣʠʚʘʝʪ ʧʨʦʮʝʩʩ? ʅʘ ʩʘʤʦʤ ʜʝʣʝ ʵʪʦ ʧʦʣʝʟʥʦ, ʚ ʩʣʫʯʘʝ 

ʝʩʣʠ ʚʳ ʧʨʦʩʪʦ ʭʦʪʠʪʝ ʠʟʤʝʥʠʪʴ ʟʥʘʯʝʥʠʷ ʢʘʢʦʛʦ-ʣʠʙʦ ʨʝʛʠʩʪʨʘ ʧʨʠ 

ʜʦʩʪʠʞʝʥʠʠ ʥʝʦʙʭʦʜʠʤʦʡ ʠʥʩʪʨʫʢʮʠʠ, ʙʝʟ ʥʝʦʙʭʦʜʠʤʦʩʪʠ ʩʪʘʚʠʪʴ 

ʧʨʦʮʝʩʩ ʥʘ ʧʘʫʟʫ. ʇʨʠ ʧʦʤʦʱʠ ʯʝʢʙʦʢʩʘ Trace ʤʦʞʥʦ ʚʢʣʶʯʠʪʴ ʣʦʛ, ʚ 

ʢʦʪʦʨʦʤ ʙʫʜʝʪ ʟʘʧʠʩʳʚʘʪʴʩʷ ʢʘʞʜʳʡ ʨʘʟ, ʢʦʛʜʘ ʪʦʯʢʘ ʦʩʪʘʥʦʚʢʠ ʙʳʣʘ 

ʜʦʩʪʠʛʥʫʪʘ.  

5.3.2. ʊʨʘʩʩʠʨʦʚʢʘ 

ʇʦʜ ʪʨʘʩʩʠʨʦʚʢʦʡ ʧʦʥʠʤʘʝʪʩʷ ʟʘʧʠʩʴ ʚ ʣʦʛ ʦʧʨʝʜʝʣʝʥʥʳʭ 

ʩʦʙʳʪʠʡ, ʧʨʦʠʟʦʰʝʜʰʠʭ ʚʦ ʚʨʝʤʷ ʚʳʧʦʣʥʝʥʠʷ ʧʨʦʮʝʩʩʘ. ʇʨʠ 

ʪʨʘʩʩʠʨʦʚʢʝ ʩʦʙʳʪʠʷ ʟʘʧʠʩʳʚʘʶʪʩʷ ʚ ʪʨʘʩʩʠʨʦʚʦʯʥʳʡ ʙʫʬʝʨ 

ʦʛʨʘʥʠʯʝʥʥʦʛʦ ʨʘʟʤʝʨʘ, ʘ ʪʘʢʞʝ ʦʧʮʠʦʥʘʣʴʥʦ ʚ ʬʘʡʣ ʪʨʘʩʩʠʨʦʚʢʠ. ɽʩʪʴ 

ʜʚʘ ʚʠʜʘ ʪʨʘʩʩʠʨʦʚʢʠ: ʪʨʘʩʩʠʨʦʚʢʘ ʠʥʩʪʨʫʢʮʠʡ ʠ ʪʨʘʩʩʠʨʦʚʢʘ ʬʫʥʢʮʠʡ. 

ʇʨʠ ʪʨʘʩʩʠʨʦʚʢʝ ʠʥʩʪʨʫʢʮʠʡ (Debugger Ʒ Tracing Ʒ Instruction 

Tracing) IDA ʟʘʧʠʩʳʚʘʝʪ ʘʜʨʝʩ, ʠʥʩʪʨʫʢʮʠʶ ʠ ʟʥʘʯʝʥʠʷ ʚʩʝʭ ʨʝʛʠʩʪʨʦʚ 

(ʢʨʦʤʝ EIP), ʢʦʪʦʨʳʝ ʙʳʣʠ ʠʟʤʝʥʝʥʳ ʵʪʦʡ ʠʥʩʪʨʫʢʮʠʝʡ. ɼʘʥʥʳʡ ʚʠʜ 

ʪʨʘʩʩʠʨʦʚʢʠ ʤʦʞʝʪ ʟʘʤʝʪʥʦ ʟʘʤʝʜʣʠʪʴ ʚʳʧʦʣʥʝʥʠʝ ʧʨʦʮʝʩʩʘ, ʠʟ-ʟʘ ʪʦʛʦ 
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ʯʪʦ ʦʪʣʘʜʯʠʢ ʧʦʰʘʛʦʚʦ ʚʳʧʦʣʥʷʝʪ ʧʨʦʮʝʩʩ ʩ ʥʝʦʙʭʦʜʠʤʦʩʪʴʶ ʩʣʝʜʠʪʴ 

ʟʘ ʩʦʩʪʦʷʥʠʝʤ ʚʩʝʭ ʨʝʛʠʩʪʨʦʚ. ʊʨʘʩʩʠʨʦʚʢʘ ʬʫʥʢʮʠʡ (Debugger Ʒ 

Tracing Ʒ Function tracing)  ʷʚʣʷʝʪʩʷ ʧʦʜʚʠʜʦʤ ʪʨʘʩʩʠʨʦʚʢʠ 

ʠʥʩʪʨʫʢʮʠʡ, ʚ ʢʦʪʦʨʦʤ ʟʘʧʠʩʳʚʘʶʪʩʷ ʪʦʣʴʢʦ ʚʳʟʦʚʳ ʬʫʥʢʮʠʡ 

(ʦʧʮʠʦʥʘʣʴʥʦ ð ʚʦʟʚʨʘʱʝʥʠʷ ʠʟ ʬʫʥʢʮʠʡ). ʇʨʠ ʜʘʥʥʦʡ ʪʨʘʩʩʠʨʦʚʢʝ ʥʝ 

ʟʘʧʠʩʳʚʘʶʪʩʷ ʥʠʢʘʢʠʝ ʟʥʘʯʝʥʠʷ ʨʝʛʠʩʪʨʦʚ. 

ɼʦʩʪʫʧʥʳ ʪʨʠ ʚʠʜʘ ʦʪʜʝʣʴʥʳʭ ʩʦʙʳʪʠʡ ʜʣʷ ʪʨʘʩʩʠʨʦʚʢʠ: 

ʟʘʧʠʩʴ, ʯʪʝʥʠʝ\ʟʘʧʠʩʴ, ʚʳʧʦʣʥʝʥʠʝ. ʂʘʢ ʧʦʥʷʪʥʦ ʠʟ ʥʘʟʚʘʥʠʡ ð ʤʦʞʥʦ 

ʚʝʩʪʠ ʣʦʛ ʧʨʠ ʚʳʧʦʣʥʝʥʠʠ ʢʘʢʦʛʦ-ʣʠʙʦ ʠʟ ʵʪʠʭ ʜʝʡʩʪʚʠʡ ʧʦ ʟʘʜʘʥʥʦʤʫ 

ʘʜʨʝʩʫ. ʂʘʞʜʳʡ ʠʟ ʵʪʠʭ ʚʠʜʦʚ ʪʨʘʩʩʠʨʦʚʢʠ ʚʳʧʦʣʥʷʝʪʩʷ ʩ 

ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ ʦʩʦʙʳʭ ʪʦʯʝʢ ʦʩʪʘʥʦʚʢʠ. ʆʥʠ ʥʝ ʦʩʪʘʥʘʚʣʠʚʘʶʪ 

ʚʳʧʦʣʥʝʥʠʝ, ʠ ʩʦʜʝʨʞʘʪ ʫʩʪʘʥʦʚʣʝʥʥʫʶ ʦʧʮʠʶ trace . ʊʨʘʩʩʠʨʦʚʢʘ ʧʨʠ 

ʟʘʧʠʩʠ ʠ ʧʨʠ ʯʪʝʥʠʠ\ʟʘʧʠʩʠ ʚʳʧʦʣʥʷʝʪʩʷ ʩ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ ʘʧʧʘʨʘʪʥʳʭ 

ʪʦʯʝʢ ʦʩʪʘʥʦʚʢʠ, ʠ ʪʝʤ ʩʘʤʳʤ ʧʦʧʘʜʘʝʪ ʧʦʜ ʥʝʢʦʪʦʨʳʝ ʦʛʨʘʥʠʯʝʥʠʷ, 

ʫʧʦʤʷʥʫʪʳʝ ʨʘʥʝʝ, ʦʜʥʠʤ ʠʟ ʩʘʤʳʭ ʚʘʞʥʳʭ ʢʦʪʦʨʳʤ ʷʚʣʷʝʪʩʷ ʪʦ, ʯʪʦ 

ʥʝʣʴʟʷ ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʦʜʥʦʚʨʝʤʝʥʥʦ ʙʦʣʴʰʝ ʯʝʪʳʨʝʭ ʪʦʯʝʢ ʦʩʪʘʥʦʚʢʠ. 

ʇʦ ʫʤʦʣʯʘʥʠʶ ʪʨʘʩʩʠʨʦʚʢʘ ʧʨʠ ʚʳʧʦʣʥʝʥʠʠ ʨʝʘʣʠʟʫʝʪʩʷ ʧʨʠ ʧʦʤʦʱʠ 

ʧʨʦʛʨʘʤʤʥʳʭ ʪʦʯʝʢ ʦʩʪʘʥʦʚʢʠ, ʠ ʙʣʘʛʦʜʘʨʷ ʵʪʦʤʫ, ʦʛʨʘʥʠʯʝʥʠʡ ʥʘ ʠʭ 

ʢʦʣʠʯʝʩʪʚʦ ʥʝʪ.  

ʈʠʩ.5.8. ʦʪʦʙʨʘʞʘʝʪ ʜʠʘʣʦʛ ʦʧʮʠʡ ʪʨʘʩʩʠʨʦʚʢʠ (Debugger Ʒ 

Tracing Ʒ Tracing Options), ʢʦʪʦʨʳʡ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʢʦʥʬʠʛʫʨʘʮʠʠ 

ʪʨʘʩʩʠʨʦʚʦʯʥʳʭ ʦʧʝʨʘʮʠʡ ʚ ʦʪʣʘʜʯʠʢʝ. 
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ʈʠʩ.5.8. ɼʠʘʣʦʛ Tracing Options 

 

ʋʢʘʟʘʥʥʳʝ ʟʜʝʩʴ ʦʧʮʠʠ ʠʩʧʦʣʴʟʫʶʪʩʷ ʪʦʣʴʢʦ ʜʣʷ ʪʨʘʩʩʠʨʦʚʢʠ 

ʠʥʩʪʨʫʢʮʠʡ ʠ ʬʫʥʢʮʠʡ. ʕʪʠ ʦʧʮʠʠ ʥʝ ʠʤʝʶʪ ʥʠʢʘʢʦʛʦ ʵʬʬʝʢʪʘ ʥʘ 

ʩʦʙʳʪʠʷ ʠʥʜʠʚʠʜʫʘʣʴʥʳʭ ʪʨʘʩʩʠʨʦʚʦʢ. ʆʧʮʠʷ  Trace buffer size 

ʦʧʨʝʜʝʣʷʝʪ ʤʘʢʩʠʤʘʣʴʥʦʝ ʯʠʩʣʦ ʩʦʙʳʪʠʡ ʪʨʘʩʩʠʨʦʚʢʠ ʜʣʷ ʦʪʦʙʨʘʞʝʥʠʷ. 

ɽʩʣʠ ʫ ʙʫʬʝʨʘ ʨʘʟʤʝʨ n, ʪʦ ʙʫʜʫʪ ʦʪʦʙʨʘʞʘʪʴʩʷ ʪʦʣʴʢʦ n ʧʦʩʣʝʜʥʠʭ 

ʩʦʙʳʪʠʡ. ɺ ʩʣʫʯʘʝ ʫʢʘʟʘʥʠʷ ʣʦʛ-ʬʘʡʣʘ, ʚʩʝ ʩʦʙʳʪʠʷ ʙʫʜʫʪ ʟʘʧʠʩʳʚʘʪʴʩʷ 

ʚ ʥʝʛʦ. ɺʳʙʨʘʪʴ ʣʦʛ-ʬʘʡʣ ʧʨʠ ʧʦʤʦʱʠ ʬʘʡʣʦʚʦʛʦ ʜʠʘʣʦʛʘ ʥʝʣʴʟʷ, 

ʧʦʵʪʦʤʫ ʚʘʤ ʥʝʦʙʭʦʜʠʤʦ ʫʢʘʟʘʪʴ ʧʦʣʥʳʡ ʧʫʪʴ ʩʘʤʦʩʪʦʷʪʝʣʴʥʦ. ɺ 

ʢʘʯʝʩʪʚʝ ʫʩʣʦʚʠʷ ʜʣʷ ʦʩʪʘʥʦʚʢʠ ʤʦʞʝʪ ʙʳʪʴ ʚʚʝʜʝʥʦ ʚʳʨʘʞʝʥʠʝ IDC. 

ʋʩʣʦʚʠʝ ʧʨʦʚʝʨʷʝʪʩʷ ʜʦ ʪʨʘʩʩʠʨʦʚʢʠ ʢʘʞʜʦʡ ʠʥʩʪʨʫʢʮʠʠ. ɽʩʣʠ ʫʩʣʦʚʠʝ 

ʠʩʪʠʥʥʦ, ʪʦ ʚʳʧʦʣʥʝʥʠʝ ʤʛʥʦʚʝʥʥʦ ʦʩʪʘʥʘʚʣʠʚʘʝʪʩʷ. ʊʘʢʠʝ ʚʳʨʘʞʝʥʠʷ 

ʤʦʛʫʪ ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʚ ʢʘʯʝʩʪʚʝ ʪʦʯʝʢ ʦʩʪʘʥʦʚʢʠ ʩ ʫʩʣʦʚʠʷʤʠ, ʢʦʪʦʨʳʝ 

ʥʝ ʧʨʠʚʷʟʘʥʳ ʢ ʢʘʢʦʡ-ʪʦ ʦʧʨʝʜʝʣʝʥʥʦʡ ʦʙʣʘʩʪʠ.  

ɽʩʣʠ ʚʢʣʶʯʠʪʴ ʦʧʮʠʶ Mark consecutive traced events with same 

IP, ʪʦ ʚʩʝ ʧʦʩʣʝʜʦʚʘʪʝʣʴʥʳʝ ʩʦʙʳʪʠʷ, ʚʳʟʚʘʥʥʳʝ ʦʜʥʦʡ ʠ ʪʦʡ ʞʝ 

ʠʥʩʪʨʫʢʮʠʝʡ (IP ʦʙʦʟʥʘʯʘʝʪ ʫʢʘʟʘʪʝʣʴ ʠʥʩʪʨʫʢʮʠʠ) ʙʫʜʫʪ ʦʪʤʝʯʘʪʴʩʷ 

ʟʥʘʢʦʤ ʨʘʚʝʥʩʪʚʘ. ʇʦʩʣʝʜʦʚʘʪʝʣʴʥʳʝ ʩʦʙʳʪʠʷ, ʚʳʟʚʘʥʥʳʝ ʦʜʥʦʡ 

ʠʥʩʪʨʫʢʮʠʝʡ, ʯʘʱʝ ʚʩʝʛʦ ʩʚʷʟʘʥʳ ʩ ʠʥʩʪʨʫʢʮʠʷʤʠ, ʢʦʪʦʨʳʝ ʠʩʧʦʣʴʟʫʶʪ 
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ʧʨʝʬʠʢʩ REP ʚ ʭ86. ɼʣʷ ʪʦʛʦ, ʯʪʦʙʳ ʦʪʦʙʨʘʞʘʣʩʷ ʢʘʞʜʳʡ ʧʦʚʪʦʨ ʧʦ 

ʦʜʠʥʘʢʦʚʦʤʫ ʘʜʨʝʩʫ, ʜʦʣʞʥʘ ʙʳʪʴ ʚʢʣʶʯʝʥʘ ʦʧʮʠʷ  Log if same IP. ɽʩʣʠ 

ʥʝ ʚʳʙʨʘʪʴ ʵʪʫ ʦʧʮʠʶ, ʪʦ ʠʥʩʪʨʫʢʮʠʷ ʩ ʧʨʝʬʠʢʩʦʤ REP ʙʫʜʝʪ 

ʟʘʧʠʩʳʚʘʪʴʩʷ ʪʦʣʴʢʦ ʦʜʠʥ ʨʘʟ, ʢʦʛʜʘ ʙʫʜʝʪ ʦʙʥʘʨʫʞʝʥʘ. ɺ 

ʥʠʞʝʩʣʝʜʫʶʱʝʤ ʣʠʩʪʠʥʛʝ ʧʦʢʘʟʘʥʘ ʯʘʩʪʠʯʥʘʷ ʪʨʘʩʩʠʨʦʚʢʘ ʩʦ 

ʩʪʘʥʜʘʨʪʥʳʤʠ ʥʘʩʪʨʦʡʢʘʤʠ: 

 

00000F5D .text:080483DFrepmovsbECX=0 ESI=804963CEDI=8049648 

00000F5D .text:080483E1 push    0    ESP=BFA23128  

 

ʆʪʤʝʪʠʤ, ʯʪʦ ʠʥʩʪʨʫʢʮʠʷ movsb ʧʝʨʝʯʠʩʣʝʥʘ ʪʦʣʴʢʦ ʦʜʠʥ ʨʘʟ. 

ɺ ʩʣʝʜʫʶʱʝʤ ʣʠʩʪʠʥʛʝ ʚʢʣʶʯʝʥʘ ʦʧʮʠʷ Log if same IP, 

ʧʦʵʪʦʤʫ rep ʟʘʧʠʩʳʚʘʝʪʩʷ ʧʨʠ ʢʘʞʜʦʡ ʠʪʝʨʘʮʠʠ: 

 

00000F31 .text:080483DF rep movsb   ECX=B ESI=8049631 

EDI=804963D EFL=210246 RF=1 

00000F31 .text:080483DF rep movsb   ECX=A ESI=8049632 EDI=804963E 

00000F31 .text:080483DF rep movsb   ECX=9 ESI=8049633 EDI=804963F 

00000F31 .text:080483DF rep movsb   ECX=8 ESI=8049634 EDI=8049640 

00000F31 .text:080483DF rep movsb   ECX=7 ESI=8049635 EDI=8049641 

00000F31 .text:080483DF rep movsb   ECX=6 ESI=8049636 EDI=8049642 

00000F31 .text:080483DF rep movsb   ECX=5 ESI=8049637 EDI=8049643 

00000F31 .text:080483DF rep movsb   ECX=4 ESI=8049638 EDI=8049644 

00000F31 .text:080483DF rep movsb   ECX=3 ESI=8049639 EDI=8049645 

00000F31 .text:080483DF rep movsb   ECX=2 ESI=804963A EDI=8049646 

00000F31 .text:080483DF rep movsb   ECX=1 ESI=804963B EDI=8049647 

00000F31 .text:080483DF rep movsb   ECX=0 ESI=804963C EDI=8049648 

EFL=200246 RF=0 

00000F31 .text:080483E1 push    0   ESP=BFB16A18 

 

ɺ ʩʣʝʜʫʶʱʝʤ ʩʣʫʯʘʝ ʙʳʣʘ ʚʢʣʶʯʝʥʘ ʦʧʮʠʷ Mark consecutive 

traced events with same IP, ʧʦʵʪʦʤʫ ʦʪʦʙʨʘʞʘʶʪʩʷ ʩʧʝʮʠʘʣʴʥʳʝ ʧʦʤʝʪʢʠ, 

ʧʦʢʘʟʳʚʘʶʱʠʝ, ʯʪʦ ʫʢʘʟʘʪʝʣʴ ʠʥʩʪʨʫʢʮʠʡ ʥʝ ʠʟʤʝʥʷʣʩʷ: 

 

00000F34 .text:080483DF rep movsb   ECX=B ESI=8049631 

EDI=804963D EFL=210246 RF=1 

=        =             =           ECX=A ESI=8049632 EDI=804963E 

=        =             =           ECX=9 ESI=8049633 EDI=804963F 

=        =             =           ECX=8 ESI=8049634 EDI=8049640 

=        =             =           ECX=7 ESI=8049635 EDI=8049641 

=        =             =           ECX=6 ESI=8049636 EDI=8049642 

=        =             =           ECX=5 ESI=8049637 EDI=8049643 
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=        =             =           ECX=4 ESI=8049638 EDI=8049644 

=        =             =           ECX=3 ESI=8049639 EDI=8049645 

=        =             =           ECX=2 ESI=804963A EDI=8049646 

=        =             =           ECX=1 ESI=804963B EDI=8049647 

=       =           =           ECX=0 ESI=804963C EDI=8049648 EFL=200246 

RF=0 

00000F34 .text:080483E1 push    0   ESP=BFFCFBD8 

 

ʄʳʫʧʦʤʷʥʝʤʝʱʝʜʚʝʦʧʮʠʠ - Trace over debugger 

segmentsʠTrace over library functions. ʇʨʠ ʚʢʣʶʯʝʥʠʠ ʧʝʨʚʦʡ ʠʭ ʥʠʭ 

ʪʨʘʩʩʠʨʦʚʢʘ ʠʥʩʪʨʫʢʮʠʡ ʠ ʬʫʥʢʮʠʡ ʚʨʝʤʝʥʥʦ ʧʨʠʦʩʪʘʥʘʚʣʠʚʘʝʪʩʷ 

ʢʘʞʜʳʡ ʨʘʟ, ʢʦʛʜʘ ʚʳʧʦʣʥʝʥʠʝ ʧʝʨʝʭʦʜʠʪ ʢ ʩʝʛʤʝʥʪʫ ʧʨʦʛʨʘʤʤʳ, 

ʢʦʪʦʨʳʡ ʥʝ ʥʘʭʦʜʠʪʩʷ ʚʥʫʪʨʠ ʢʘʢʦʛʦ-ʣʠʙʦ ʩʝʛʤʝʥʪʘ ʟʘʛʨʫʞʝʥʥʦʛʦ ʚ 

IDA. ʉʘʤʳʤ ʧʨʦʩʪʳʤ ʧʨʠʤʝʨʦʤ ʧʦʜʦʙʥʦʡ ʩʠʪʫʘʮʠʠ ʷʚʣʷʝʪʩʷ ʚʳʟʦʚ 

ʬʫʥʢʮʠʠ ʨʘʟʜʝʣʷʝʤʦʡ ʙʠʙʣʠʦʪʝʢʠ. ʇʨʠ ʚʳʙʦʨʝ ʦʧʮʠʠ Trace over library 

functions ʪʨʘʩʩʠʨʦʚʢʘ ʚʨʝʤʝʥʥʦ ʧʨʠʦʩʪʘʥʘʚʣʠʚʘʝʪʩʷ ʢʘʞʜʳʡ ʨʘʟ, ʢʦʛʜʘ 

IDA ʦʧʨʝʜʝʣʷʝʪ ʯʪʦ ʚʳʧʦʣʥʷʝʪʩʷ ʙʠʙʣʠʦʪʝʯʥʘʷ ʬʫʥʢʮʠʷ. ʅʝ ʧʫʪʘʡʪʝ 

ʙʠʙʣʠʦʪʝʯʥʳʝ ʬʫʥʢʮʠʠ, ʩʚʷʟʘʥʥʳʝ ʩ ʙʠʥʘʨʥʳʤ ʬʘʡʣʦʤ ʠ ʬʫʥʢʮʠʠ 

ʨʘʟʜʝʣʷʝʤʳʭ ʙʠʙʣʠʦʪʝʢ, ʪʘʢʠʭ ʢʘʢ DLL. ʆʙʝ ʵʪʠ ʦʧʮʠʠ ʚʢʣʶʯʝʥʳ ʧʦ 

ʫʤʦʣʯʘʥʠʶ, ʯʪʦ ʜʘʝʪ ʣʫʯʰʫʶ ʧʨʦʠʟʚʦʜʠʪʝʣʴʥʦʩʪʴ ʧʨʠ ʪʨʘʩʩʠʨʦʚʢʝ (ʪʘʢ 

ʢʘʢ ʦʪʣʘʜʯʠʢʫ ʥʝ ʪʨʝʙʫʝʪʩʷ ʩʣʝʜʠʪʴ ʟʘ ʙʠʙʣʠʦʪʝʯʥʳʤ ʢʦʜʦʤ), ʠ ʪʘʢʞʝ 

ʫʤʝʥʴʰʘʝʪ ʢʦʣʠʯʝʩʪʚʦ ʟʘʧʠʩʳʚʘʝʤʳʭ ʚ ʣʦʛ ʩʦʙʳʪʠʡ, ʯʪʦ ʥʝ ʧʦʟʚʦʣʠʪ 

ʙʠʙʣʠʦʪʝʯʥʦʤʫ ʢʦʜʫ ʟʘʧʦʣʥʠʪʴ ʙʫʬʝʨ ʩʦʙʳʪʠʡ. 

5.3.3. ʊʨʘʩʩʠʨʦʚʢʘ ʩʪʝʢʘ 

ʊʨʘʩʩʠʨʦʚʢʘ ʩʪʝʢʘ ʦʪʦʙʨʘʞʘʝʪ ʚʩʝ ʩʦʜʝʨʞʠʤʦʝ ʩʪʝʢʘ ʚʳʟʦʚʦʚ 

ʠʣʠ ʧʦʩʣʝʜʦʚʘʪʝʣʴʥʦʩʪʝʡ ʚʳʟʦʚʦʚ ʬʫʥʢʮʠʡ, ʩʜʝʣʘʥʥʳʭ ʜʣʷ ʪʦʛʦ,ʯʪʦʙʳ 

ʜʦʩʪʠʯʴ ʦʧʨʝʜʝʣʝʥʥʫʶ ʦʙʣʘʩʪʴ ʚ ʙʠʥʘʨʥʦʤ ʬʘʡʣʝ. ʅʘ ʨʠʩ.5.9 ʧʦʢʘʟʘʥ 

ʧʨʠʤʝʨ ʪʨʘʩʩʠʨʦʚʢʠ ʩʪʝʢʘ ʩʛʝʥʝʨʠʨʦʚʘʥʥʦʡ ʧʨʠ ʧʦʤʦʱʠ ʢʦʤʘʥʜʳ  

Debugger Ʒ Stack Trace. 
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ʈʠʩ.5.9. ʇʨʠʤʝʨ ʪʨʘʩʩʠʨʦʚʢʠ ʩʪʝʢʘ 

 

ɺ ʚʝʨʭʥʝʡ ʩʪʨʦʢʝ ʦʪʦʙʨʘʞʘʝʪʩʷ ʠʤʷ ʬʫʥʢʮʠʠ, ʢʦʪʦʨʘʷ 

ʚʳʧʦʣʥʷʝʪʩʷ ʚ ʜʘʥʥʳʡ ʤʦʤʝʥʪ. ɺʦ ʚʪʦʨʦʡ ʩʪʨʦʢʝ ʦʪʦʙʨʘʞʘʝʪʩʷ 

ʬʫʥʢʮʠʷ, ʢʦʪʦʨʘʷ ʧʨʦʠʟʚʝʣʘ ʚʳʟʦʚ ʪʝʢʫʱʝʡ ʬʫʥʢʮʠʠ ʠ ʘʜʨʝʩ, ʩ 

ʢʦʪʦʨʦʛʦ ʦʥʘ ʵʪʦ ʩʜʝʣʘʣʘ. ʇʦʩʣʝʜʫʶʱʠʝ ʩʪʨʦʢʠ ʦʪʦʙʨʘʞʘʶʪ, ʦʪʢʫʜʘ 

ʙʳʣʘ ʚʳʟʚʘʥʘ ʢʘʞʜʘʷ ʬʫʥʢʮʠʷ. ʆʪʣʘʜʯʠʢ ʤʦʞʝʪ ʧʨʦʠʟʚʦʜʠʪʴ 

ʪʨʘʩʩʠʨʦʚʢʫ ʩʪʝʢʘ ʧʫʪʝʤ ʧʨʦʩʤʦʪʨʘ ʚʩʪʨʝʯʝʥʥʳʭ ʠʤ ʩʪʝʢʦʚʳʭ ʢʘʜʨʦʚ. 

ʆʪʣʘʜʯʠʢ IDA ʠʩʧʦʣʴʟʫʝʪ ʩʦʜʝʨʞʠʤʦʝ ʨʝʛʠʩʪʨʘ ʫʢʘʟʘʪʝʣʝʡ ʢʘʜʨʦʚ 

(EBP) ʜʣʷ ʧʦʠʩʢʘ ʢʘʞʜʦʛʦ ʩʪʝʢʦʚʦʛʦ ʢʘʜʨʘ. ʇʦʩʣʝ ʦʙʥʘʨʫʞʝʥʠʷ 

ʩʪʝʢʦʚʦʛʦ ʢʘʜʨʘ, ʦʪʣʘʜʯʠʢ ʤʦʞʝʪ ʠʟʚʣʝʯʴ ʫʢʘʟʘʪʝʣʴ ʥʘ ʩʣʝʜʫʶʱʠʡ 

ʩʪʝʢʦʚʳʡ ʢʘʜʨ, ʪʘʢʞʝ ʢʘʢ ʠ ʩʦʭʨʘʥʝʥʥʳʡ ʘʜʨʝʩ ʚʦʟʚʨʘʪʘ, ʢʦʪʦʨʳʡ 

ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʧʦʠʩʢʘ ʠʥʩʪʨʫʢʮʠʠ, ʚʳʟʚʦʚʰʫʶ ʪʝʢʫʱʫʶ ʬʫʥʢʮʠʶ. 

ʆʪʣʘʜʯʠʢ IDA ʥʝ ʤʦʞʝʪ ʧʨʦʠʟʚʦʜʠʪʴ ʪʨʘʩʩʠʨʦʚʢʫ ʯʝʨʝʟ ʩʪʝʢʦʚʳʝ 

ʢʘʜʨʳ, ʢʦʪʦʨʳʝ ʥʝ ʠʩʧʦʣʴʟʫʶʪ EBP ʚ ʢʘʯʝʩʪʚʝ ʫʢʘʟʘʪʝʣʷ ʢʘʜʨʦʚ. ʅʘ 

ʫʨʦʚʥʝ ʨʘʙʦʪʳ ʩ ʬʫʥʢʮʠʷʤʠ, ʪʨʘʩʩʠʨʦʚʢʘ ʩʪʝʢʘ ʤʦʞʝʪ ʙʳʪʴ ʧʦʣʝʟʥʘ ʜʣʷ 

ʦʪʚʝʪʘ ʥʘ ʚʦʧʨʦʩ çʂʘʢ ʷ ʩʶʜʘ ʧʦʧʘʣ?è, ʠʣʠ ʙʦʣʝʝ ʢʦʨʨʝʢʪʥʦ çʂʘʢʘʷ 

ʧʦʩʣʝʜʦʚʘʪʝʣʴʥʦʩʪʴ ʬʫʥʢʮʠʡ ʧʨʠʚʝʣʘ ʢ ʜʘʥʥʦʡ ʦʙʣʘʩʪʠ?è. 

5.3.4. Watches 

ɺʦ ʚʨʝʤʷ ʦʪʣʘʜʢʠ ʧʨʦʮʝʩʩʘ ʫ ʚʘʩ ʤʦʞʝʪ ʧʦʷʚʠʪʴʩʷ 

ʥʝʦʙʭʦʜʠʤʦʩʪʴ ʩʣʝʜʠʪʴ ʟʘ ʟʥʘʯʝʥʠʷʤʠ, ʩʦʜʝʨʞʘʱʠʤʠʩʷ ʚ ʦʜʥʦʡ ʠʣʠ 

ʥʝʩʢʦʣʴʢʠʭ ʧʝʨʝʤʝʥʥʳʭ. ɺʤʝʩʪʦ ʪʦʛʦ, ʯʪʦʙʳ ʧʨʦʩʤʘʪʨʠʚʘʪʴ ʢʘʞʜʳʡ ʨʘʟ 

ʥʝʦʙʭʦʜʠʤʳʝ ʦʙʣʘʩʪʠ ʧʘʤʷʪʠ ʥʘ ʧʘʫʟʝ, ʤʥʦʛʠʝ ʦʪʣʘʜʯʠʢʠ 

ʧʨʝʜʦʩʪʘʚʣʷʶʪ ʚʦʟʤʦʞʥʦʩʪʴ ʫʢʘʟʳʚʘʪʴ ʩʧʠʩʦʢ ʦʙʣʘʩʪʝʡ ʧʘʤʷʪʠ, 

ʟʥʘʯʝʥʠʷ ʢʦʪʦʨʳʭ ʜʦʣʞʥʳ ʦʪʦʙʨʘʞʘʪʴʩʷ ʢʘʞʜʳʡ ʨʘʟ ʧʨʠ ʦʩʪʘʥʦʚʢʝ 

ʧʨʦʮʝʩʩʘ. ʊʘʢʠʝ ʩʧʠʩʢʠ ʥʘʟʳʚʘʶʪʩʷ watch-ʣʠʩʪʘʤʠ, ʪʘʢ ʢʘʢ ʦʥʠ 

ʧʦʟʚʦʣʷʶʪ ʚʘʤ ʩʣʝʜʠʪʴ ʟʘ ʩʦʜʝʨʞʠʤʳʤ ʥʝʦʙʭʦʜʠʤʳʭ ʦʙʣʘʩʪʝʡ ʧʘʤʷʪʠ 


